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Abstract

In this paper, we construct multi-key homomorphic and fully homomorphic encryption (resp.
MKHE and MKFHE) schemes with malicious circuit privacy. Our schemes are based on
learning with errors (LWE) besides appropriate circular security assumptions. In contrast,
the previous maliciously circuit-private MKFHE scheme by Chongchitmate and Ostrovsky
(PKC, 2017) is based on the non-standard decisional small polynomial ratio (DSPR) assump-
tion with a super-polynomial modulus, besides ring learning with errors and circular security
assumptions. We note that it was shown by Albrecht et al. (CRYPTO, 2016) that there exists a
sub-exponential time attack against this type of DSPR assumption. The main building block
of our maliciously circuit-private MKFHE scheme is a (plain) MKFHE scheme by Brakerski
et al. (TCC, 2017), and the security of our schemes is proven under the hardness of LWE
with sub-exponential modulus-to-noise ratio and circular security assumptions related to the
Brakerski et al. scheme. Furthermore, based on our MKFHE schemes, we construct four-
round multi-party computation (MPC) protocols with circuit privacy against a semi-honest
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server and malicious clients in the plain model. The protocols are obtained by combining our
schemes with a maliciously sender-private oblivious transfer protocol and a circuit garbling
scheme, all of which can be instantiated only assuming LWE.

Keywords Multi-key fully homomorphic encryption - Circuit privacy - Learning with
errors - Multi-party computation

Mathematics Subject Classification 94A60

1 Introduction

Fully homomorphic encryption (FHE) [8, 11, 12, 22, 23, 40] is a special type of public
key encryption that allows functions to be evaluated over encrypted data. FHE is a powerful
primitive often used as a building block in other schemes and protocols. A typical application
of FHE is the construction of a multi-party computation (MPC) protocol between two semi-
honest parties, which allows the parties to jointly perform a computation over their inputs,
while revealing nothing more than the output of the computation. Specifically, the MPC
protocol can be constructed as follows. The first party P; encrypts his input x under his
own public key and sends the ciphertext ¢ to the second party P,. Then P, evaluates a
function f homomorphically on ¢ and his own input y, and sends the result back to Py, who
decrypts the final ciphertext to obtain f (x, y). An important property of this protocol is that
the communication complexity is independent of the complexity of the function f being
evaluated. Multi-key fully homomorphic encryption (MKFHE) [2, 10, 18, 31, 35] is a variant
of FHE which allows evaluation of functions over ciphertexts generated under different public
keys. Similar to FHE leading to a natural construction of a two-party computation protocol,
MKFHE can be used as a basis for a multi-party computation protocol, where the parties
encrypt their input under their own public key, then homomorphically evaluate the relevant
function over all ciphertexts, and collaboratively run a multiparty decryption protocol on the
evaluated ciphertext.

Client-Server MPC. In this paper, we consider a special type of MPC protocols called client-
server MPC protocols in which the parties play different roles, namely server and client. The
single server is given a description of a function to be computed in the protocol, and clients
are given inputs to the function. Such protocols have been considered in the literature of
server-aided MPC [29, 31] and circuit-private homomorphic encryption [17, 28, 36]. (The
formal definition of the client-server MPC protocol can be found on Definition 5.1.) In
client-server MPC, we can consider two types of security notions: client privacy and circuit
privacy'. Client privacy requires that the clients’ inputs are kept semantically secure, whereas
circuit privacy requires that no information about the function computed in the MPC protocol
is revealed beyond the output with respect to the clients’ inputs. In this paper, we consider
circuit privacy against malicious adversaries [28], namely even if the server is given malicious
inputs (such as ill-formed ciphertexts or public keys) from clients, the output of the MPC
protocol does not reveal any information about the computed function.

FHE and MPC with malicious circuit privacy. In [17], Chongchitmate and Ostrovsky
showed a three-round MPC protocol with circuit privacy. Their protocol is secure against
a semi-honest server and malicious clients in the plain model under the (non-standard)
decisional small polynomial ratio (DSPR) assumption with super-polynomial modulus (in
addition to learning with errors over a polynomial ring and appropriate circular security

' This is referred to as server privacy in [28], but here we use the term “circuit privacy” to relate the notion
to circuit privacy of FHE.
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assumptions for the underlying building blocks). We note that it was shown by Albrecht et
al. [1] that there exists a sub-exponential time attack against this type of DSPR assumption.
This gives rise to the following natural question:

Can a client-server MPC protocol with (malicious) circuit privacy be obtained from
standard assumptions?

The main building block of the protocol in [17] is a MKFHE scheme with circuit privacy
against malicious adversaries. This scheme is in turn constructed based on the MKFHE
scheme by Lopez-Alt et al. [31], which leads to the dependency on the DSPR assumption,
as the scheme from [31] requires this.

In general, a client-server MPC protocol with circuit privacy against malicious clients
can be constructed from any maliciously circuit-private MKFHE scheme by combining this
with a statistically sender-private oblivious transfer (OT) protocol and information-theoretic
randomized encoding [27]. Such an OT protocol exists under standard assumptions, e.g. the
LWE-based protocol [9], so the above question can be rephrased as the following question,
which was also raised in [17] as an open problem:

Can a maliciously circuit-private MKFHE scheme be obtained from standard assump-
tions?

1.1 Ourresults

In this paper, we answer the above questions in the affirmative, with the only caveat being that
appropriate circular security assumptions are additionally required (note that all of the cur-
rently known (non-leveled) FHE schemes not based on obfuscation, require circular security
assumptions). Concretely, we firstly construct a maliciously circuit-private MKHE 2 scheme
for branching programs based on LWE as well as weak circular security of the (plain) MKFHE
scheme by Brakerski et al. [15], which is one of the main building blocks of our scheme.
Informally, we prove the following theorem:

Theorem 1.1 (Informal) Assuming the hardness of LWE with sub-exponential modulus-to-
noise ratio (and weak circular security of [15]), there exists a maliciously circuit-private
MKHE scheme with distributed setup for branching programs.

Secondly, we show how the obtained scheme can be combined with a plain MKFHE
scheme (such as [15]), to obtain a fully homomorphic maliciously circuit-private scheme. To
obtain this result, we rely on a somewhat non-standard circular security assumption. We note
that a similar assumption is required to show the security of the previous construction of a
maliciously circuit-private MKFHE in [17]. (The details of the circular security assumption
are discussed in Sect. 4.3.) Informally, we show the following result.

Theorem 1.2 (Informal) Assuming the existence of a distributed-setup maliciously circuit-
private MKHE scheme for branching programs and a distributed-setup (plain) MKFHE
scheme which are “jointly circular secure”, there exists a maliciously circuit-private MKFHE
scheme with distributed setup.

Based on either of our MK(F)HE schemes, we can build a four-round MPC protocol with
circuit privacy against a semi-honest server and malicious clients in the plain model. All the
additional building blocks required for our protocol can be instantiated assuming only LWE,

2 Here we purposely write “MKHE” (without “F”) since it does not support all circuits.
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Table 1 A comparison among MPC protocol paradigms for circuits

MPC for circuits Main tools Communication complexity  Can client computation be
independent of circuit size?  independent of circuit size?

GMW/BGW paradigm secret sharing X X
e.g.,[6,7,19,24]

Yao/BMR paradigm garbled circuit X X
e.g., [5, 26, 30, 41]

FHE based paradigm multi-key FHE v v

e.g., [31, 35] (and this work)

and hence, from our circuit-private MKHE scheme for branching programs (Theorem 1.1),
we obtain the following:

Theorem 1.3 (Informal) Assuming the hardness of LWE with sub-exponential modulus-to-
noise ratio (and weak circular security of [15]), there exists a four-round client-server MPC
protocol for branching programs (NC circuits) with circuit privacy against a malicious
adversary corrupting only clients in the plain model.

Furthermore, based on our MKFHE scheme (Theorem 1.2), we obtain:

Theorem 1.4 (Informal) Assuming the existence of a distributed-setup maliciously circuit-
private MKHE scheme for branching programs and a distributed-setup (plain) MKFHE
scheme which are jointly circular secure, there exists a four-round client-server MPC protocol
with circuit privacy against a malicious adversary corrupting only clients in the plain model.

Comparison with Existing MPC Protocols. We first loosely compare MKFHE-based MPC
protocols for circuits with other well-known general paradigms, namely, secret-sharing-
based and garbled-circuit-based MPC in Table 1.3  MPC protocols based on the latter
two paradigms generally do not aim at hiding the evaluated circuit. While it is in principle
possible to hide the structure of the circuit, as we highlight below in our discussion of a
related primitive called private function evaluation (PFE), information regarding the circuit
size leaks as the communication complexity depends on this. In contrast, MKFHE-based MPC
protocols makes the communication complexity and also client computation independent of
the circuit size.

We next compare our MPC results among existing MK-FHE based client-server MPC
protocols in the plain model in Table 2. We remark that these protocols achieve communica-
tion complexity and client computation independent of the circuit being evaluated. The main
feature of our protocols is that they can be based on more standard computational assump-
tions (LWE), while the previous two works [17, 31] make use of the non-standard DSPR
assumptions. Note that besides the computational assumptions listed, appropriate circular
security assumptions are needed in all of the listed schemes. As a trade-off, our protocols
require one more round compared to [17]; intuitively, this is due to our design where partic-
ipating parties have to share individual public parameters used to generate public and secret
keys for the underlying maliciously circuit-private MKFHE scheme.

3 Note that there are also combinations of these paradigms such as ABY/ABY3 [20, 32] which combine secret-
sharing-based and garbled-circuit-based MPC; these protocols inherit the circuit size dependency properties
(the last two columns in Table 1) from their components.

4 Note that in Table 1, we compare general MPC, not only client-server MPC.
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Table2 Comparison among existing MKFHE-based client-server MPC protocols in the plain model. Besides
the computational assumptions listed, appropriate circular security assumptions are needed in all of the listed
schemes. Client privacy refers to privacy of honest clients’ input against corrupted clients

Construction Circuit Rounds Assumptions Circuit Client

class Privacy Privacy
[31] Any 5 DSPR, RLWE No Semi-honest
[17] Any 3 DSPR, RLWE Yes Malicious
Ours 1 NC! 4 LWE Yes Malicious
Ours 2 Any 4 LWE Yes Malicious

Relation to private function evaluation Private function evaluation (PFE) is a special type
of MPC which allows a function, held by one party, to be computed while being kept secret.
Such a protocol can be achieved by computing a universal circuit in an ordinary MPC pro-
tocol, and treating the (description of the) function as a client input. While the universal
circuit approach hides the function itself, it does not guarantee that the size of the evaluated
function is kept secret. In contrast, our MPC protocol provides this guarantee and achieves
a communication complexity that is independent of the size of the evaluated function due to
the use of MKFHE. Furthermore, the use of universal circuits incurs a significant overhead in
terms of computation. A (boolean or arithmetic) circuit of size g requires a universal circuit
of size at least O(glog g) [37, 39] to be computed. A more practical approach to PFE that
does not rely on a universal circuit is considered in [33, 34] (in particular, [34] constructs
an actively secure PFE which, unlike the security considered in this paper, allows corrupting
the function holder), but the complexity of their protocols still depends on the size of the
evaluated circuit.

1.2 Overview of our constructions

Here, we give an overview of the construction techniques we use to obtain our maliciously
circuit-private MK(F)HE schemes. As our basic approach is similar to that of [17], we start
by recalling the ideas behind the circuit-private MKFHE construction from [17].

Prior approach to circuit-private MKFHE Chongchitmate and Ostrovsky [17] constructed
the first (maliciously) circuit-private MKFHE scheme. The scheme is built on a MKFHE
scheme with a special property called private expandability. To homomorphically evaluate a
function over ciphertexts, a MKFHE scheme usually transforms an input ciphertext ct; (gener-
ated under a single public key pk; ) into a ciphertext Ctthatrelates to all the keys {pk;}; involved
in the homomorphic evaluation. Private expandability guarantees that no efficient algorithm
can distinguish ct, from an expanded ciphertext ct’ obtained by expanding a ciphertext ct j
under adifferent public key pk; forany j 7 i. The authors constructed a privately-expandable
scheme from the MKFHE scheme of [31]. The private expansion algorithm of the scheme
uses the noise smudging technique of [14, 21, 25] to remove the dependency on the key
pk; under which the original ciphertext ct; is constructed. Private expandability leads to a
semi-honest circuit-private MKHE scheme for branching programs by using the technique of
[28]. Intuitively, private expandability hides by which key the expanded input was originally
encrypted. The semi-honest circuit-private scheme for branching programs is transformed
into a maliciously circuit-private scheme by using the maliciously circuit-private single-key
FHE scheme of [36] to homomorphically check whether all pk;’s and ct;’s are well-formed.
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1650 N. Attrapadung et al.

Finally, a fully homomorphic scheme is obtained by combining the maliciously circuit-private
scheme with a normal MKFHE scheme with decryption in NC'. It should be noted that all
of the above schemes [17] (and technique of [36]) are in the plain model.
Privately-expandable MKFHE with distributed setup The definitions and constructions
in [17] crucially rely on the use of a setup-free MKFHE scheme to obtain a scheme in the plain
model. This eventually leads to their instantiation being based on the non-standard DSPR
assumption (via [31]). We take a different approach. Specifically, we construct a maliciously
circuit-private MKFHE scheme with distributed setup, in which every party P; independently
generates a public parameter pp;, and {pp;}; are used to generate keys and ciphertexts. This
will allow us to obtain a scheme based on standard assumptions, without having to introduce
a common reference string (CRS) or trusted setup. The concept of a distributed setup for
a MKFHE scheme is not new, and Brakerski, Halevi, and Polychroniadou [15] proposed a
scheme with this property for the purpose of obtaining a four-round secure MPC protocol
in the plain model. Note, however, that the results from [15] cannot be used directly in our
approach, as the concept of private expandability was not considered in [15]. To address this,
we firstly introduce a generalization of private expandability to MKFHE with distributed
setup, in which the ciphertext expansion algorithm Expand takes as input {pp;}; generated
by the P;’s. We then proceed to prove that the scheme of [15] can in fact be extended to
yield a scheme providing our notion of private expandability. To prove this, we use the noise
smudging technique, which incurs the sub-exponential modulus-to-noise ratio in the LWE
assumption. As a result, we obtain a privately-expandable MKFHE scheme based on LWE
without having to introduce a CRS or trusted setup.

Achieving malicious circuit privacy. To obtain a maliciously circuit-private MKFHE
scheme, we extend the approach taken by [17] to our setting. Specifically, we firstly define
malicious circuit privacy for MK(F)HE with distributed setup, in which {pp;}; generated
in the distributed setup are given to the homomorphic evaluation algorithm. We then con-
struct a maliciously circuit-private scheme using a privately-expandable MKFHE scheme
with distributed setup. More precisely, private expandability allows us to construct a semi-
honest circuit-private MKHE for branching programs in a similar way to [17, 28]. To achieve
malicious circuit privacy, we use an additional (maliciously) circuit-private single-key FHE
scheme to homomorphically check whether inputs to the homomorphic evaluation algorithm
are well-formed. Note that for this to work, it must be possible for the evaluation algorithm
to check the validity of the public parameters generated by the distributed setup proce-
dure (without access to the randomness used to generate these). However, for our particular
privately-expandable MKFHE scheme, all values pp; are picked uniformly at random from
the appropriate domain, and hence we can check the validity of the pp;’s simply via a mem-
bership test. Furthermore, similar to [17], the construction requires public keys to contain
bit-wise encryptions of private keys of the privately-expandable MKFHE scheme, and hence
requires the latter to be weakly circular secure. Lastly, note that the required maliciously
circuit-private single-key FHE scheme can be constructed from an information-theoretic
randomized encoding scheme, an OT protocol, and a single-key FHE scheme, as shown by
Ostrovsky et al. [36]. Since the latter two primitives can be instantiated assuming only LWE
[8, 9, 12], we obtain a maliciously circuit-private scheme for branching programs based on
LWE (besides the required circular assumption).

Finally, we construct a fully homomorphic scheme by combining the maliciously circuit-
private scheme for branching programs and a standard MKFHE scheme (such as the fully
homomorphic variant of [15] based on LWE). Inputs are encrypted by the standard MKFHE
scheme, and homomorphic evaluation is done via the evaluation algorithm of the standard
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MKFHE scheme, while the validity of the inputs is checked using our maliciously circuit-
private scheme for branching programs. Furthermore, since the key generation and encryption
of the MKFHE scheme from [15] are in NC!, the maliciously circuit-private scheme for
branching programs can homomorphically evaluate these to check whether the inputs to the
homomorphic evaluation are generated properly. As a result, we obtain a maliciously circuit-
private MKFHE scheme with distributed setup. We emphasize that, compared to the scheme
from [17], the computational assumption required for our scheme is significantly weakened,
from the non-standard DSPR assumption to the LWE assumption.

MPC protocol with malicious circuit privacy based on LWE. In a similar fashion to [17],
we show that we can construct a MPC protocol with malicious circuit privacy based on
our circuit-private MKFHE scheme combined with OT secure against malicious receivers
and circuit garbling. However, as our scheme has a distributed setup procedure, we need
one additional round in our MPC protocol for sharing the public parameters generated by the
clients. Note that the observation made in [3, 15] is equally valid for our protocol: as the public
parameters shared by clients in the first round are just uniformly random strings, the server
need not check whether the parameters shared by malicious clients are properly generated.
This allows us to obtain a client-server MPC protocol with malicious circuit privacy. We
note that the additional building blocks required in our protocol (OT and circuit gabling) are
known to exist under LWE [9, 41].

1.3 Organization

The rest of this paper is organized as follows. Section 2 introduces mathematical prelimi-
naries and definitions of cryptographic primitives for this paper. In Sect. 3, we show how to
construct a privately-expandable MKFHE scheme with distributed setup under LWE with
sub-exponential modulus-to-noise ratio and the circular security of the underlying MKFHE
scheme [15]. In Sect. 4, we first construct a (maliciously) circuit-private MKHE with dis-
tributed setup for branching programs from the privately-expandable scheme, and then build
up a fully homomorphic scheme via a LWE-based MKFHE scheme with distributed setup.
Section 5 shows our four-round MPC protocols based on our MK(F)HE schemes with
distributed setup.

2 Preliminaries

In this section, we review notations, mathematical preliminaries, and definitions for
homomorphic encryption.
Notations We denote the set of natural numbers, integers, and real numbers by N, Z, and R,

respectively. For d € N, we represent {1, 2, ..., d} by [d]. For a countable set S, a <i S
denotes that a € S is chosen uniformly at random from S. For a probability distribution P

(over some set), [P] denotes the support of P (i.e. {x : Pr[P = x] > 0}),and b i ‘P denotes
that b is sampled according to P. negl(X) represents an unspecified negligible function.
Let X = {X)}reny and Y = {Y)},en be ensembles of random variables, and A(X, Y) be
the statistical distance between them. For € > 0, we say that the two ensembles of random
variables, X and Y, are e-closeif A(X, Y) < €,and X and Y are statistically indistinguishable
if they are e-close for € = negl(}), and denote it by X ~ Y. Also we use X ~. Y to mean
that X and Y are computationally indistinguishable, i.e., |Pr[D(X,) — 1] — Pr[D(Y}) —
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1]] = negl(}) for any probabilistic polynomial-time (PPT) Turing machine D. For simplicity,
we sometimes abuse notation and write X ~ Y; (instead of X =~ Y), and we do the same
for ~,.

Vectors are in column form and written by bold lower-case letters (e.g., X). The i-th element
of the vector x is represented by x;. We denote the £, norm (max norm) of the vector x by
|Ix||. The inner-product of two vectors x and y is written as (X, y). We denote matrices as bold
capital letters (e.g., X) and the (i, j)-th element of the matrix X is represented by X[, j].
For a matrix X € R"*", the £, norm of X is defined as ||X|| := maxX;e[u], je(m {IX[i, 711}
The notation X7 e Z"*™ represents the transpose of X. For two matrices A € Z™*"™ and
B € 7™ [A|B] € Z"™*™i+n2) g the matrix obtained by concatenating A and B. I,
denotes the n x n identity matrix, and 0, ,, denotes the n x m matrix all of whose entries
are 0. For any i € [n], u; € {0, 1}" represents the i-th standard basis vector of dimension .

2.1 Gaussian, learning with errors, and gadget matrix

Gaussian For any real ¢ > 0, a Gaussian function on R” centered around Q with parameter o
is defined as py (X) := exp(—m - ||X||2 / o2) forallx € R”. The (discrete) Gaussian distribution
over Z" of parameter o, denoted by Dy, is defined to be the distribution with the probability
density function Dy (X) 1= p5 (X)/ D _yezn Po (X) for all x € Z".

We recall the noise smudging (or so-called noise flooding) lemma. It states that adding a
noise according to the Gaussian distribution with parameter superpolynomial in A vanishes
dependence on the original distribution.

Lemma 2.1 (Gaussian Noise Smudging [14, 25]) Let ¢’ > 0 and y € Z be arbitrary. Then,
A(Dyr, Dy +y) < 2L,

Learning with errors The learning with errors (LWE) problem was first introduced by Regev
[38]. We will base the security of our construction on the hardness of the decisional version
of the problem, called the decisional LWE problem. For positive integers n and ¢ > 2, let

Ag, p be the distribution obtained by choosing a vector a <i Zg uniformly at random and

noise term e <i D, and outputting (a, sTa + e mod q) € ZZ X Zg. The (decisional) LWE

problem is to distinguish As p where s & Zy, from the uniform distribution over Zj x Zj.

The LWE assumption states that this problem is intractable for any PPT algorithm. In this
paper, we will use the LWE assumption in which ¢ is superpolynomial in A, and D is a
Gaussian distribution whose samples have norm bounded by some B € N polynomial in A
with overwhelming probability.

Gadget matrix Let g7 := (1,2, ..., 2M°291=1) be the vector consisting of the powers of 2.

Forn € N, we define the special matrix G € ZZX"'(“Og D (called the gadget matrix) that has

the vector g in diagonal and 0 in other elements, namely
G = . e 7 (Nogql)
= . g .

LetG!: ZZ — {0, 1) (MogdqD pe the operation such that G - G !(x) = x for any vector
X € ZZ. Such operation can be obtained by decomposing every element of the given vector
X in binary representation. We will also abuse the notation and allow G~! to take a matrix
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M e 7 as input, apply G~! to each column vector of M, and output the (n - ([logg1))-
by-k matrix consisting of the (horizontal) concatenation of all of the outputs, for any k € N.
Then, for a matrix M € Z"** it holds that G - G~! M) =M.

2.2 Branching programs

Here, we recall the definition of branching programs. (The definition here is mostly taken
verbatim from [17].)

Definition 2.1 (Branching program) A (binary) branching program P over {0, 1}" consists
of atuple (G = (V, E), vo, T, ¢y, ¢r) with the following properties:

e G is a connected directed acyclic graph. We denote by I"(v) the set of the child nodes of
veV.

e vy is the initial node with indegree 0.

e T C V is the set of terminal nodes of outdegree 0. Any node in V\T has outdegree 2.

e ¢y : V — [n]U{0, 1} is the node-labeling function with ¢y (v) € {0, 1} forv € T, and
¢y (v) € [n] forv € V\T.

e ¢ : E — {0, 1} is the edge-labeling function, such that the outgoing edges from each
vertex are labeled by different values.

The height of v € V, denoted height(v), is the length of the longest path from v to a node in
T. The length of P is the height of vg. The width of P is the maximum number of vertices
with the same height.

Oninput x € {0, 1}", P(x) is defined as follows: Follow the path induced by x from vy to
anode vy € T, where an edge (v, v') is in the path if x4, (,) = ¢£ (v, V). (By the property of
¢, such v’ is unique.) Then P(x) := ¢y (v¢). Similarly, we also define P, (x) by following
the path from any node v € V instead of vy.

We say that a branching program P = (G = (V, E), vo, T, ¢v, ¢E) is layered if for any
e = (v,V") € E, we have height(v) = height(v’) + 1.

By Barrington’s theorem [4], all languages in NC! canbe computed by a poly-sized layered
branching program with constant width. Since the decryption circuit of a number of existing
LWE-based FHE schemes (e.g., [13, 15, 23, 35]) is in NC! , there exists a layered branching
program of polynomial length that computes the decryption circuit of such LWE-based FHE
schemes.

2.3 Single-key homomorphic encryption and its circuit privacy

Here, we recall the definitions for single-key HE.

Definition 2.2 (Single-key Homomorphic Encryption) A single-key HE scheme SKHE for a
class of circuits C consists of the four algorithms (KG, Enc, Dec, Eval) with the following
properties:

e (Syntax)

— (pk, sk) & KG(1*): This is the key generation algorithm that takes a security
parameter 1* as input, and outputs a public/secret key pair (pk, sk).

- ct & Enc(pk, x): This is the encryption algorithm that takes a public key pk and a
plaintext x € {0, 1} as input, and outputs a ciphertext ct.
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1654 N. Attrapadung et al.

- ct i Eval(C, pk, (cti)kefn)) : This is the homomorphic evaluation algorithm that
takes a circuit C € C (with domain {0, 1}"), a public key pk, and n ciphertexts
(Cte)ke[n) as input, and outputs an evaluated ciphertext ct.

— X := Dec(sk, ct): This is the (deterministic) decryption algorithm that takes a secret
key sk and an evaluated ciphertext ctas input, and outputs a decryption result X.

e (Correctness) For any circuit C € C (with n-bit input), and any (x1,...,x,) €

{0, 1)7, if (pk,sk) < KG(1), cti < Enc(pk, x¢) for every k € [n], and Ct <
Eval(C, pk, (Cti)ke[n]), then we have Pr[Dec(sk, ) £Clxy, ..., x)] = negl(}).
e (Semantic Security) Defined in the same way as that for ordinary public-key encryption.

We say that SKHE is weakly circular secure if it remains secure even if bit-wise encryptions
of a secret key are attached to a public key. We say that SKHE is fully homomorphic if C is a
set of all circuits of polynomial size.

Circuit privacy Here, we recall the formal definition of malicious circuit privacy for single-
key HE [36].

Definition 2.3 (Malicious Circuit Privacy for Single-Key HE [36]) Let SKHE =
(KG, Enc, Eval, Dec) be a single-key HE for a circuit class C. We say that SKHE is maliciously
circuit private if there exist an unbounded algorithm Sim (called the simulator) and an
unbounded deterministic algorithm Ext (called the extractor) such that for all circuits C € C
(with n-bit input), and all possibly malformed public keys pk* and ciphertexts ct?, ..., ct,
we have

Eval(C, pk*, (Ct;;)ke[n]) ~ Sim(pk*, (CtZ)kE[n]s C(XT, cees x:{)),

where x;° := Ext(pk™, ct}) for all k € [n].

2.4 Oblivious transfer

Here, we recall the definition of a statistically sender-private two-message oblivious transfer
(OT) protocol against malicious receivers, which is known to exist under the LWE assumption
due to Brakerski and Déttling [9].

Definition 2.4 A two-message OT protocol OT consists of the three algorithms (Q, A, D)
with the following properties:

e (Syntax)

- (g, st) i Q(1%, b): This is the receiver’s first algorithm that takes a security param-
eter 1* and a selection bit b € {0, 1} as input, and outputs a receiver message ¢ and
a secret state st.

- a <i A(qg, so, s1) : This is the sender’s algorithm that takes a receiver message ¢ and
two strings so, §1 as input, and outputs a sender message a.

— s’ := D(a, st) : This is the (deterministic) receiver’s second algorithm that takes a
sender message a and a secret state st as input, and outputs a string s”.

e (Correctness) For all . € N, b € {0, 1}, and sg, s; € {0, 1}* such that ||so|| = |s1], if

(¢, 5t) < Q(1*, b) and a < A(g, 50, 51), then it holds that s, = D(a, st).
e (Receiver Privacy) It holds that Q(1%, 0) ~2. Q(1*, 1).
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e (Statistical Sender Privacy against Malicious Receivers) There exist possibly computa-
tionally unbounded algorithms Ext (called the extractor) and Sim (called the simulator)
such that for any receiver message g (which could be outside the image of Q) and inputs
(s0, 1) with |lso|| = ||s1]l, we have A(q, so, s1) =5 Sim(q, sp=), where b* := Ext(q).

2.5 Circuit garbling

Here, we recall the definition of a circuit garbling scheme. In our MPC construction, we will
use a projective circuit garbling scheme whose encoding is a list of tokens, one pair for each
bit of an input x € {0, 1}" for a circuit being garbled. Such a garbling scheme can be realized
from any one-way function, and thus under the LWE assumption.

Definition 2.5 A (projective) circuit garbling scheme GC is a pair of the algorithms
(GCircuit, GEval) with the following properties:

e (Syntax)

- (G,e) & GCircuit: This is the garbling algorithm that takes a security parameter 1*
and a circuit C with n-bit input (for some polynomial n = n(1)) as input, and outputs
a garbled circuit G and a set of tokens e = (X?, Xl] )ieln]-

— y = GEval(G, (X;)ie[n: This is the (deterministic) evaluation algorithm that takes
a garbled circuit G and n tokens (X;);c[,] as input, and outputs some value y.

e (Correctness) For any A,n € N, any n-bit input circuit C, and any x =

(x1,...,xp) € {0, 1}, if (G, e = (X?, XDiem) & GCircuit(1*, C), then we have
GEval(G, (X;")ie[n) = C(x).

e (Security) For any two circuits Cp, C; (with n-bit input) of the same size and any two
inputs xg = (x1,0, - .., Xn,0), X1 = (X1,1, ..., X5,1) € {0, 1}" suchthat Co(x9) = C1(x1),
if (Gp.ep = (XP,, X! ictn) & GCircuit(1*, ¢;) for both b € {0, 1}, then we have

Xi,1

(Go, (X;'iet)) e (G, (X;Dierm)-

2.6 Multi-key homomorphic encryption with distributed setup

Here, we recall the definitions for multi-key HE (MKHE) with distributed setup. In this paper,
we will treat both MKHE schemes for circuits and for branching programs. Below, we only
give the formal definitions for the former since recovering the definitions for the latter is
straightforward given those for the former.

In this paper, we will also make use of ordinary single-key HE (without setup). We review
the formal definition of this type of HE in Sect. 2.3.

Definition 2.6 (Multi-key HE with Distributed Setup, adapted from [15, 17]) An MKHE
scheme with distributed setup MKHE for a class of circuits C, consists of the five algorithms
MKHE = (dSetup, KG, Enc, Eval, Dec) with the following properties:

e (Syntax)
- pp; & dSetup(1*, 1V, i): This is the distributed setup algorithm that takes a security
parameter 1%, the maximal number of inputs N (in unary), and an index i € [N] as
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input, and outputs the i-th user’s public parameter pp;. We require that giveni € [/N]
and pp, whether pp € [dSetup(1*, 1V, i)] or not is efficiently checkable. >

— (pk;, sk;) i KG((pp;) je[ny, 1): This is the key generation algorithm that takes N
public parameters (pp;)ic(n] and an index i € [N] as input, and outputs the i-th
user’s public/secret key pair (pk;, sk;).

- ct & Enc(pk;, x): This is the encryption algorithm that takes a public key pk; and a
plaintext x € {0, 1} as input, and outputs a ciphertext ct.

e <i Eval(C, (pp;) jernys (PK;) jenvys {Uk, Cti)}kern)): This is the homomorphic
evaluation algorithm that takes as input a circuit C € C (with domain {0, 1}"*), N
public parameters (PPj)jenys N public keys (pk;)ien1. and n pairs (Ix, cx)kefn]s
where I € [N]and cty is presumfd to be a ciphertextunder pk, . Then, this algorithm
outputs an evaluated ciphertext ct.

— % := Dec((sk)ie[N1s a): This is the (deterministic) decryption algorithm that takes
N secret keys (sk;)ic(ny) and an evaluated ciphertext © ct as input, and outputs a
decryption result X.

e (Correctness) For any N € N, any circuit C € C (with n-bit input), any indices
I, ..., Iy € [N], and any bits x1,...,x, € {0, 1}, the following holds: If pp; i
dSetup(1*, 1V, j) for all j € [N], (pk;, sk;) & KG((pp;)jerny, j) for all j € [N],
e & Enc(pk;,, xi) for all k € [n], and &t < Eval(C, (PP))jern. (PK)) e,
({k, Ctk)keln]), then we have

Pr[Dec((sk;) jeny, €0 # C(x1, ..., x,)] = negl(r).

e (Semantic Security) For any PPT adversary .4, we have

|Pr[EXpMKHE’A()», 0) — 1] — Pr[EXpMKHE’A(k, 1) — l]l = negl()\,),

where EXppkne, 4 (A, D) for b € {0, 1} is the following experiment run between the chal-
lenger and the (rushing) adversary .4 (namely, .4 generates corrupted public parameters
after seeing an honest public parameter):

1. A chooses the maximal number of inputs N and the challenge index i € [N], and
sends them to the challenger.

2. The challenger returns public parameters pp; i dSetup(1*, 1V, §).
A chooses public parameters Pp; for all j € [N]\{i}, and sends {ppj}je[N]\{i} to
the challenger.

bt

The challenger generates (pk;, sk;) g KG((ppj)jE[N], i) and sends pk; to A.
A sends the challenge plaintexts xp, x1 to the challenger.

The challenger returns the challenge ciphertext ct* <i Enc(pk;, xp) to A.
A outputs its guess b' € {0, 1}, which is treated as output of the experiment

Expmkre, A (2, D).

We say that MKHE is weakly circular secure if it remains secure even if bit-wise encryptions
of the secret key sk; are attached to the public key pk;. We say that MKHE is fully homomorphic

N ok

5 This property is trivially satisfied by the MKFHE scheme with distributed setup by Brakerski et al. [15].

6 For simplicity, in this paper we only consider the decryption algorithm for evaluated ciphertexts for (single-
key/multi-key) HE schemes.
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(and call it multi-key fully homomorphic encryption (MKFHE)) if C is a set of all circuits
of polynomial size. We say that MKHE is compact if there exists a polynomial p such that
|cAt| < p(A, N), which is independent of C and n.

To ease notation, for an MKHE scheme with distributed setup, we will often write pp, pk,

and sk to mean N public parameters (ppj)je[N], N public keys (pkj)je[N], and N secret
keys (sk;) je[n1, respectively. (N will always be clear from the context.)
Bootstrapping Gentry’s bootstrapping theorem [22] provides a way to extend the class of
functions a HE scheme supports from a limited class to an unlimited class. This involves
homomorphic evaluation of so-called the augmented decryption function. Here we recall its
multi-key variant.

Definition 2.7 (Multi-key Augmented Decryption Function) Let MKHE = (dSetup, KG, Enc,
Eval, Dec) be an MKHE scheme (for some circuit class). For hardwired values &, cAt/, the
multi-key augmented decryption function hg ¢ is defined by

hg a ((skj) jerny) = Dec((sk;) jerny. €t) A Dec((sk;) jern1. €t).

That is, the function /g 5 interprets its input as N secret keys (skj) jerny, decrypts the

hardwired ciphertexts Ct and &’, and returns the NAND of the results.

Lopez-Alt et al. [31] showed a multi-key analogue of the bootstrapping theorem, which
states that if an MKHE scheme supports homomorphic evaluation of circuits that can compute
the multi-key augmented decryption function, and is furthermore (weakly) circular secure,
then the scheme can be turned into a fully homomorphic one.

3 Privately expandable MKHE with distributed setup

In this section, we present an LWE-based MKFHE scheme with distributed setup, which addi-
tionally satisfies the privacy notion of private expandability. Specifically, we firstly extend
the definition of private expandability for MKHE by [17] to schemes with a distributed setup,
and then show that the MKFHE scheme with distributed setup by [15] can be modified to
satisfy this notion, by introducing an alternative ciphertext expansion algorithm based on the
approach of [17]. This modified scheme will be the main building block for our constructions
of maliciously circuit-private MKHE and MKFHE presented in Sect. 4.

This section is organized as follows. In Sect. 3.1, we first formalize private expandability
for MKHE with distributed setup. Next, in Sect. 3.2, we recall the MKFHE scheme with
distributed setup by Brakerski et al. [15]. Then, in Sect. 3.3, we show how to make it privately
expandable. Throughout this section, let N = N (A1) € Nbeapolynomial denoting the number
of users.

3.1 Private expandability of MKHE with distributed setup

Here, we define private expandability of MKHE with distributed setup, extending the original
definition by [17]. For ease of exposition, we firstly introduce plain (possibly non-private)
expandability, and then proceed to define private expandability.

Definition 3.1 (Expandability) A MKHE scheme with distributed setup (dSetup, KG, Enc,

Eval, Dec) for a circuit class C is expandable if there exist two algorithms (Expand, Eval)
with the following properties:
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e (Syntax)

- ct i Expand(pp, pKk, i, ct): This is the expansion algorithm that takes N public
parameters pp, N public keys pk, an index i € [N], and a ciphertext ct as input, and
outputs an expanded ciphertext ct.

- ct i TET/E\T(C, PP; Pk, (c~tk) ke[r]): This is the homomorphic evaluation algorithm for
expanded ciphertexts. It takes a circuit C € C (with n-bit input), N public parameters
pp, N public keys pk, and n expanded ciphertexts (&k)ke[,,] as input 7, and outputs
an evaluated ciphertext ct.

e (Correctness) For any circuit C € C (with n-bit input), any plaintexts xi, ..., x, € {0, 1},
andindices I, ..., I, € [N],ifpp, & dSetup(1*, 1V, j) forall j € [N], (pk;. sk;) &
KG(pp, j) for all j € [N], ctk & Enc(pk;, , x¢) for all k € [n], cty & Expand(pp, pk,
I, cty) for all k € [n], and Gt <~ Eval(pp, pk, (Ct)kefn)), then

P Deci 5 oy | = e
As in [17], for an expandable MKHE scheme with distributed setup, we overload the

notation for the algorithms, and replace the evaluation algorithm Eval of the original scheme

with E\E\T. Hence, when we consider a MKHE scheme to consist of the six algorithms
(dSetup, KG, Enc, Expand, Eval, Dec), Eval is the homomorphic evaluation algorithm for

expanded ciphertexts (corresponding to Eval above).

Definition 3.2 (Private Expandability) Let MKHE = (dSetup, KG, Enc, Expand, Eval,
Dec) be an expandable MHFE scheme with distributed setup. We say that MKHE is pri-
vately expandable if it satisfies the following property: For all j € [N], let pp; €
[dSetup(1*, 1V, j)] and (pk;. sk;) € [KG(pp. j)].

Leti,i’ € [N], x € {0, 1}, ct; € [Enc(pk;, x)], and ct; € [Enc(pk;,, x)]. Then, we have

Expand(pp, pk, i, ct;) ~;
Expand(pp, pk, i’, ct;),

where the statistical indistinguishability is guaranteed only by the random coins of Expand.

3.2 LWE-based expandable MKFHE by brakerski et al.

We now present the MKFHE scheme of [15] which we will denote MKHEgpp. Although
the original scheme has expandability, how this is supported is only informally
sketched in [15]. Below we give a full description of the scheme which explicitly
describes the expansion algorithm. The expandable MKFHE scheme MKHEgyp =
(dSetupBHP, KGBHP, EnCBHp, ExpandBHP, EvaIBHp, DeCBHp) is as follows.

e dSetupgup(1*, 1V,i € [N]): Let n = n()) be a polynomial in security parameter A,
q = q(A) be a superpolynomial in A, ¢ := [logg], m = Onf), w := m{, and D
be a Gaussian distribution whose samples have norm bounded by some polynomial
B = B(A) € N except with negligible probability. Sample a matrix A; & Zg™", and
output pp; := A;. (Note that any member in Zg'*" is a possible public parameter.)

7 Note that Eval does not take indices I, « for expanded ciphertexts cty as input.
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o KGayp(pp. i € [N]): Sample s; < {0, 1"~ and set t/ :=[s]||1] € Z})*™. For every
j € [N], compute bl.T’j = tTA; € Z)*" and

0n—
Bi,j = A,' — |: (n;)-Tl?Xn] S ZZ’XH,
L]

which satisfies t/ B; ; = b/, —b] , € Z,;*". Let B; := By ;.
For every k € [m], sample Ry i D" and Ey, <i D™*% and compute an encryption
of the k-th bit t;[k] of the secret key t; by

T; x :==B;Ry + E + t;[k]G € Z:}nxw.

Output pk; := ((b; ;) jern, (Tik)kem]) and sk; :=t;.
e Encgpp(pk;, x € {0, 1}): Sample R <i D"*¥% and E <i D™*¥ and compute

C:=B,R+E+xG ¢ ng”.

For every T € [n] and k € [w], sample R; <i D" and E; <i D™*¥ "and compute
an encryption of the (z, k)-entry R[z, k] of R by

Uik =BRex +E;  +R[1, k]G € Z;nxw.

Output ct; := (C, (U k)ren] kefw])-

e Expandgyp(pp, pk, i, ct;): This algorithm uses the “linear combination” algorithm
LComb described below as a sub-algorithm. Roughly, LComb takes encryptions of the
randomness matrix, i.e. (U x)zen],ke[w]> Used to encrypt a message, and some input
vector in Z; as input, and generates an encryption of the multiplication between the
randomness matrix and the input vector. This is used to erase junk terms in decryption.

- LComb((Ur x € Zg'™")zefm)kefw, V € Zy): First define a matrix ZEV,){ e 7Y for
T € [n]and k € [w] as
veifa=nandb =k

(v)
Z ,b] =
wila: bl 0 otherwise,

then output X := 3 ) ]Ur,kG71 (Zi‘,ll)c) e .

Jkelw

Using LComb, Expandgyp proceeds as follows: For every j € [N]\ {i}, compute
X; = LComb((U: ) refnkefw]> bii —bji)-

Then, output the expanded ciphertext Ce Zfiv mxN-w that consists of N2 submatrices of
size m x w, has the input ciphertext C in diagonal, andN X in the (i, j)-th submatrix for
Jj € [N]1\ {i}. More visually, the expanded ciphertext C is of the following form

-C -

C
X] "'Xi—] CXi+1 "'XN GZSmeN-w,
C

(@l
i
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where all the empty submatrices are zero matrices.

e Evalgyp(C, pp, pk, (Ek)ke[n]): This algorithm homomorphically evaluates the given cir-
cuit C over input ciphertexts (Ek)ke[n] gate-by-gate (assuming C is described via NAND
gates only), and outputs the final result as an evaluated ciphertext ct. To implement the
NAND evaluation algorithm NAND, the algorithm makes use of homomorphic addition
Add and multiplication Mult algorithms described below.

— Add(Cy, Cy): Homomorphic addition can be just computed by adding the expanded
ciphertext matrices: CAdd = C1 + Cz € ZN mxXN-w WWe can see correctness of this
homomorphic addition from the condition satlsﬁed for the expanded ciphertexts.

- Mult((Nfl, Ez): Homomorphic multiplication is computed by first decomposing the
expanded ciphertexts by the gadget inverse function and multiplying it to the nor-
mal expanded ciphertext: Cyyi := C{G~1(C>) € Zfi\' mxN-w - Also, correctness of
the homomorphic multiplication can be easily checked from the relation between
expanded ciphertexts and the concatenation of the involved secret keys.

— NAND(pp. pk, C1, Cz) Forall j € [N], k € [m], compute the expanded bootstrap-
ping keys T/ k= Expandgup(pp, Pk, j, T; 1). 8 Compute a ciphertext CNAND by
evaluating the multi-key augmented decryption function hg, @, (in Definition 2.7)

on Tj,k’s gate-by-gate via Add and Mult.

o Decgp(sk, ct): Parse ctas C ¢ zymnw,
Set t = [t1T|| ||t ], and output x" = [(2/q) -?TEUN.wl, where uy., =
©,...,0, 1)e{0,1}Nw

The above completes the description of MKHEgHp. For completeness, we show the cor-
rectness of the above described expansion algorithm Expandgyp, namely, that an expanded
ciphertext output from Expandgyp can be correctly decrypted.

Lemma3.1 (Correctness of Expandgp) Let i € [N] and x € {0,1}. If pp; &
dSetupgup(1*, 1V, j) for every j € [N), (pk;.sk;) < KGaup(pp, j) for every j € [N],
ct; <i Encgup(pk;, x), and (NI,- := Expandpgp(pp, PK, i, ct;), then

Pr [Decgrp(sk, C;) # x] = negl().

We first give the following property of LComb. This is an analogy of [16, Lemma A.3],
showing an analogous property of the linear combination algorithm for [35].

The proof is almost the same as the one of [16] except the estimation of noise growth
incurred by this algorithm.

Claim3.1 Let R € Z"™Y be a matrix, and tT = [sT,1] € {0,1}" for s € {0, 1}~ L.
For t € [n] and k € [w], let Uy € Zj*" be such that t" Uy = el + t'R[z, k]G
for R[t, k] € Zp and e € Z" with |le. || < mB. Let b = (by,...,b,) € ZZ and
X = LComb((Ur k)1 .k, b). Then we have

t’X=¢T+b'R e zy

for some &'T € 7" with ||¢"T || < nw?*mB.

8 The expanded bootstrapping keys need to be computed only once and are reused across multiple calls of
NAND.
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Proof of Claim For the above vector t and matrix X, it holds that

t'Xx=t" Y U,G6'@?)

T€[n],ke[w]
= Z(ef ¢ +RITKIGG (2P

- Z(er ¢ + TR, KIZD)

b
- e”T +t7 ) "Rz, k12D,
T,k

where /T = > relnlkelw] €. k satisfying ||e”|| < nw?m B, and
0 0
: : 0
R[z. k]2 = : : :[T ]
;; Tk 0 0 b"R

Y Rt 1167 -+ > Rlr,w]- b

Therefore we have

t'X =e"7 +[s", 1] [b?R} =e'7 +b'R.

We now turn to the proof of the correctness of Expandgyp. Let t7 tT I -- ||t
{0, 1}V be the concatenatlon of the secret keys, ct; = (C, (U; x) je[n), ke[w]) be output by
Encgrp(p;. x), and C := Expandgyp (pp. pk. i, ct;). Then

-C -
C
7T ¢~ T T
TC=[t1 1G] [ X1 Xicy © Xy - Xy
C
L C
= [t CHT X 17 CHT X1 1] Clle] C+eT Xy 1], C+] Xy ]

where X; = LComb((U; x) je[nlkefw]> bii — bj ;) for each j € [N]\ {i}. By the above
claim, for every j € [N], we have thC =(b;; — b,',,')TR + t/TE,- +x- t/TG, and tl.TXj =

eJT +(b;; —b;, TR for some matrix R (randomness of Enc), and noise e 7 and E; such that
lle;l < nw?mB and ||[E;|| < B with high probability. Thus, it holds that

t'C= [ 7B+l 1167 Eirel 1T Ei ], Bytel Il Eitel | + x G,

which implies Decgp(sk, C) = x.
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3.3 Making MKHEgyp privately expandable

It is straightforward to see that MKHEgpp is not privately expandable. Specifically, the posi-
tions of non-zero submatrices of an expanded ciphertext C output from Expandgyp directly
reveal the user index.

We now show a special ciphertext expansion algorithm pExpandpyp that can make
MKHEgyp privately expandable. The simple idea behind the construction is to hide the zero
submatrices in an expanded ciphertext by adding dummy ciphertexts of zero generated by
using “larger” noise.

In addition to the algorithms Expandgyp and Add from the original scheme MKHEgp,
pExpandgyp uses two sub-algorithms which we denote by Enc* and Add*. The former
algorithm is the same as Encgpp except that it uses “larger noise”, and the latter is just the
homomorphic addition algorithm over pre-expanded ciphertexts and is simply implemented
by element-wise addition.

The formal description of the algorithms are as follows:

e Enc*(pk;, x): Generate a ciphertext ct = (C, (U )refnl.ke[w]) in the same way as
Encgnp(pk;, x), except that each entry in R, E, Rk, and E; ; for every t € [n] and
k € [w], is sampled from D, where ¢ is superpolynomial in A.

o Add*(ct, ct’): Parse ct as (C, (U; k) re[n].ke[w]) and ct’ as (C/, (U’T’k)fe[,,],kqw]). Com-
pute C" := C+C ¢ ZZ”’” and U’r”k = Urr + U’T,k € Z;"X“’ for all T € [n] and
k € [w]. Output ct” := (C”, (U;/,k)te[n],ke[w])

e pExpandpp(pp, pk. i, ct;): For every j € [N], compute

. Add*(ct;, Enc*(pk;, 0)) if j =i

77| Enc*(pk;, 0) otherwise
and ct} := Expandgp (pp. pk. /. ct?). Output cty = > v ct;, where the summation
of t’s is realized by Add.

Since the algorithm Add* just homomorphically adds fresh ciphertexts of MKHEgyp that
corresponds to ciphertexts of the dual scheme of [23], we can easily check that correctness
of Add* holds. Hence, the correctness of pExpandgyp can be seen as follows.

Lemma 3.2 (Correctness of pExpandgyp) Let i € [N] and x € {0, 1}. If pp; i

. . $ . .
dSetupBHP(l)‘, 1V, j) for every j € [N], (pkj,skj) <~ KGgup(pp, j) for every j € [N],
s Encgup(pk;, x), and ¢t := C b3 pExpandgp(pp, pk, i, ct), then
Pr [Decgrp(sk, ct) # x| = negl(1).

Proof Lett! := [tlT I|--- ||t/{,] where t; = sk; for each j € [N]. Then, by the correctness of
Add and Add*, we.have’fTC = (Zje[N] Fé/jT) + (Zje[N] Xj) -:t'TG, where XJ =xifj :~i,
and x; = 0 otherwise by the construction of pExpandgyp. If [[€]| < ¢/4 forNe = ZjE[N] e’j
(that can be satisfied by an appropriate choice of ¢), then x = Decgyp(sk, ct). ]

In the following, we show that the output of pExpandgyp hides user indices.

Lemma 3.3 (Privacy of pExpandgp) Forall j € [N], letpp; € [dSetupgup(1*, 1V, /)], and
(pk;, sk;) € [KGpup(pp, j)1. Then, for any i, i’ € [N], x € {0, 1}, ct; € [Encgup(pk;, x)],
and cty € [Encgup(pk;:, x)], we have

pExpandgyp(pp, Pk, i, ct;) ~5 pExpandgp(pp, Pk, i’, cti)
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where the statistical indistinguishability is guaranteed only by the random coins of
pExpandgyp.

Proof We first show a simple fact about Add™* useful for showing the lemma.

Claim3.2 For all j € [N], let pp; € [dSetupgp(1*, 1V, )], and (pk;.sk;) €
[KGgup (PP, j)1. Then, for anyi € [N], x € {0, 1}, and ct € [Encgup(pk;, x)], we have

Add* (ct, Enc*(pk;, 0)) ~, Enc*(pk;, x),
where the statistical indistinguishability is guaranteed only by the random coins of Enc*.

Proof of the claim Let r = (R, E, Re )renl.kerw])> Erk)ren] kerw)) be the randomness
such that ct = Encgpp(pk;, x; r) with |R]|, [[E|, IRz k|, |E- k]l < r = O(/n). Let D’
be the distribution of a randomness in Enc*, namely, every element is sampled from D;.
Then, by the designs of Encgpp and Add*, the distribution of the left hand side is identical to

Enc*(pk;, x; r+r’) where r’ <i D' and the addition of the randomnesses is just element-wise
addition. By Lemma 2.1, the distribution r + D" = {r’ Epy + 7'} (where r is fixed) is

statistically close to D’. Hence, Add(ct, Enc*(pk;, 0)) = {r’ & D’ : Enc*(pk;, x; r+r')} =~
Enc*(pk;, x). O

For i” e {i,i'}, let pExpand (pp,pk,i”,x) be defined in the same way as
pExpandgp (pp. PK, i”, ct;r) except that ctf, is generated as Enc*(pk;s,x) instead of
Add*(ct;», Enc*(pk;, 0)). By the above claim, for both i” € {i,i'}, ct’, generated in
pExpand’ and that in pExpandgp are statistically indistinguishable, and thus we have
pExpandgyp (pp, Pk, i”, ct;r) ~; pExpand’(pp, pk, i”, x). Hence, to prove the lemma, it
is sufficient to show pExpand’ (pp, pk, i, x) &, pExpand’ (pp, pk, i, x). To this end, we
argue similarly to the proof of [16, Lemma A.5] and show that the distribution of the output
of pExpand’ is identical.

Foreachi” € {i, i}, let ct;» be an output of pExpand’(pp, pk,i”, x).Ifi = i’ then clearly
ct; and ct; are distributed identically. When i 7& i’, the only difference in the executions of
pExpand’ (pp, pk, i, x) and pExpand’ (pp, pk, i’ x) is in ct} and ct;, (other ciphertexts ct;
for j €W ] \ {l i’} are clearly distributed identically), and thus we only have to show that

ct g o= ct + ct generated in the two executions of pExpand’ are distributed identically.
pExpand generates ctl of the form
¢ -
C
ctl = | Xi Xii-1 Ci Xiit1 Xin |,
C
L G

where C; = B;R; + E; + xG in the execution of pExpand’ for i, and C; = B;R; + E; in
the execution for i’. For i’ # i, E’cl*, has a similar form but C;; = B;/R;» + E;s in the former
execution, and C;; = By Ry + E; + xG in the latter execution. R; and R;/ are sampled from
the same distribution and the same for E; and E;. Furthermore, in both executions, X; ; for
each j € [N]\ {i} is generated according to the same distribution, and the same is true for
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X/, for each j € [N]\ {i'} Both executions generate gt;k’,-/ = ct] + ct, of the form (where
w.l.o.g. we assume i < i)

Ci i -
X1 - Ciir--Xigr - Xiy
CNt;'k,i/ = )
Xiq - Xpj-Cipr - Xiy
L Cii
where C; y = B;R; + ByRy + (E; + E;/) + xG. Therefore, gt;k’i/ in the two exe-

cutions of pExpand’ are distributed identically. This means that the distribution of

pExpand’ (pp, pk, i, x) and that of pExpand’ (pp, pk, i’, x) are identical regardless of i, i’ €

[N]. This in turn implies pExpandgyp (PP, PK, i, ct;) ~; pExpandgyp (pp, Pk, i, cti’). O
We summarize the consequence of the above lemmas.

Theorem 3.1 Let MKHEpgp := (dSetupgyp, KGgrp, Encgrp, pExpandgp, Evalgyp, Decgiip)
be an expandable MKFHE scheme with distributed setup that is the same as MKHEgyp except
that its expansion algorithm Expandgp is replaced with pExpandgp. Then, MKHEpgnp is
privately expandable.

4 Maliciously circuit-private MKHE based on LWE

In this section, we show two constructions of maliciously circuit-private MKHE with dis-
tributed setup, one for branching programs, and the other for circuits of all poly-sized circuits
(i.e. MKFHE), These constructions are based on the construction methodology of [17].

In Sect. 4.1, we give the formal definition of malicious circuit privacy for MKHE with
distributed setup. In Sect. 4.2, we show the first construction: a maliciously circuit-private
MKHE scheme with distributed setup for branching programs from the combination of a
privately expandable MKFHE scheme with distributed setup and a maliciously circuit-private
single-key FHE scheme. In Sect. 4.3, we show how to enhance maliciously circuit-private
MKHE with distributed setup for branching program to fully homomorphic one by using a
(non-circuit-private) MKFHE scheme as an additional building block. (There, we also explain
a somewhat non-standard circular security assumption required to prove the semantic security
of this MKFHE construction.)

Throughout this section, let N = N(A) € N be a polynomial denoting the number of
users.

4.1 Definition

Here we introduce the definition of malicious circuit privacy for MKHE with distributed
setup.

Definition 4.1 (Malicious Circuit-privacy for MKHE with Distributed Setup, adapted from
[17]) Let MKHE = (dSetup, KG, Enc, Eval, Dec) be an MKHE scheme with distributed
setup for a class of circuits C. We say MKHE is maliciously circuit-private if there exists an
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unbounded algorithm Sim (called the simulator) and an unbounded deterministic algorithm
Ext (called the extractor) such that for all circuits C € C (with n-bit input), all indices
I, ..., I, € [N], and all possibly malformed public parameters pp* = (pp;);c[n], public
keys pk* := (pki);e[n7, and ciphertexts ctf, ..., ct®, we have

Eval(C, pp*, pk*, (Ik, ct)ken)) s Sim(pp”, PK*, (I, Ctp)kern), C(:T, ..., X)),
where x := Ext(pp*, Ik, pkj,, ctf) for all k € [n].

4.2 Scheme for branching programs

‘We now show how to construct a maliciously circuit-private MKFHE scheme for branching
programs. The construction is generic and based on the combination of a privately-expandable
MKFHE scheme and a maliciously circuit-private single-key FHE scheme.

The main difference from [17] is that we need to treat public parameters pp generated

by the distributed setup appropriately: We have an additional check in the homomorphic
evaluation algorithm to make sure the public parameters pp are possible outputs of the
distributed setup algorithm of the underlying privately-expandable MKFHE scheme. There
is also a technically subtle but important difference in the design of the evaluation algorithm
(see the explanation in the footnote of the scheme description).
Intuition of our construction In order to achieve malicious circuit-privacy for the homo-
morphic evaluation algorithm, we need to deal with (possibly) malformed input public keys
and ciphertexts. To do this, we use a maliciously circuit-private single-key FHE scheme to
homomorphically check whether the inputs are possible output of semi-honest execution
of the key generation and encryption algorithm. This guarantees that the input public keys
and ciphertexts for the homomorphic evaluation of a branching program are well-formed.
Hence, in the following, we consider the semi-honest circuit-private evaluation of a branching
program.

To explain the intuition of the circuit-private evaluation, first recall how to compute a
branching program. Let P = (G = (V, E), vy, T, ¢y, ¢r) be alength-£ branching program
over {0, 1}"*. To evaluate P on x € {0, 1}"*, we follow the path induced by ¢y and x from the
initial node vy to a terminal node in 7'. As defined in Definition 2.1, P, (x) refers to follow
the path from any node v € V, and Py (x) = P(x). Since every node v € V has two child
nodes v, v” € V such that ¢g(v,v") = 0 and ¢g(v,v”") = 1, P,(x) can be defined for
i =¢y)as Py(x) := Py(x)if x; =0, and Py(x) := Py (x)if x; = 1.

Now, consider homomorphically evaluating P on a ciphertext of x. Suppose that every bit
of x is encrypted by MKHE under a different public key, i.e., fori = 1,...,n, x; € {0, 1}
is encrypted under a public key pk; of MKHE. To homomorphically evaluate P, we need
to evaluate P,(x) backward from terminal nodes to vg, which results in a ciphertext of
Py (x) = P(x). Let W®, €D vy for v® = ygand v©@ € T be a path to obtain
P (x). The evaluation algorithm of our circuit-private MKHE scheme computes a ciphertext
of Pyu(x) (for h = 1,...,£) depending on a ciphertext of x; for i = ¢y (v™), which
is encrypted under pk;. Our simulator for the malicious circuit privacy also computes a
ciphertext of P,u (x), but independent of pk;. To show indistinguishability between the real
evaluation and simulation, we use private expandability of MKHE to make the ciphertext of
P, (x) in the real evaluation independent of the encryption key.

Building Blocks. We will use the following building blocks.

e Let MKHEpe = (dSetuppg, KGpg, Encpg, Expandpg, Evalpg, Decpg) be a privately-
expandable MKFHE scheme with distributed setup, for which we also assume weak
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circular security. We also require that this scheme is additive homomorphic over fresh

(pre-expanded) ciphertexts such that forany i € [N], public parameters pp = (Pp;) je[N]

generated by dSetuppg(1*, 1V, i), an honestly generated key pair (pkp ;. Skpg,;) €
[KGpe(pp, i)], plaintexts x1,x2 € {0, 1}, and randomness ry, r» for Encpg, we have
Encpe(pkpe ;» X1; 71) + Encpe(pkpg ;» X2;72) = Encpe(pkpg ;. X1 + x2; 71 + r2). (In
the following, we will just use “—" to denote the homomorphic subtraction between
ciphertexts.)

e Let SKHEcp = (KGmcp, Encmep, Evalimep, Decmcep) be a maliciously circuit-private
single-key FHE scheme. (see Sect. 2.3 for the formal definitions of single-key HE and
malicious circuit privacy for single-key HE.)

Notation and convention Values with subscript PE (resp. mCP) will denote those related to
MKHEpg (resp. SKHEmcp). We will omit a subscript for pp.

To lighten the notation, we use the convention that Encpg takes as plaintext input a bit-
string x (rather than a single bit), and outputs the concatenation of the bit-wise encryption
of x. Also, to easily grasp what is encrypted, we will use the notation [x]]; to mean bit-wise
encryption of a bit-string x under the i-th public key pkpg ; of MKHEpg. (For example, we

write [[x]; g Encpe(pkpg ;. X).) An expanded ciphertext of [x]|; will be denotedm

We will use the same convention for Encmcp, and use the notation [x]; to denote an
encryption of x under the i-th public key pkycp ; of SKHEmcp.
Validation circuit To achieve malicious circuit privacy, the evaluation algorithm Evalgp of
our scheme will homomorphically evaluate the following circuit Validate to check whether
public/secret keys and ciphertexts input to Evalgp are well-formed, in which case (and only
then) it outputs some hardwired value. Validate has the following values hardwired: N, g € N,
public parameters pp, an index i € [N], a public key pkpg, g ciphertexts {ctpg x }ke[q], and
some value out € {0, 1}*. As input, it takes a secret key skpg and randomness rgg and
{renc,k}kelq)> and its output is defined as follows 9.

. N,q
Validate " oiee. (ctee e out SKPE 7KGs {TEnc kbkelq))

if (pka, SkPE) = KGPE(pp, lv rKG)’

u
= and Vk € [¢], 3x; € {0, 1} : ctpe x = Encpe(pkpg, Xk; 7Enc.k)
0loutl otherwise

Construction Using the building blocks MKHEpg and SKHEcp, and the valida-
tion circuit Validate described above, we describe our maliciously circuit-private
MKHE scheme with distributed setup for length-¢ branching programs MKHEgp =
(dSetupBP, KGgp, Encgp, Evalgp,

Decgp) below. (For convenience, a one-page version of the description is given in Figure 1
in page 48.)

e dSetupgp(1*, 1V, i € [N]): Output pp; & dSetuppg (1%, 1V, 1).
o KGgp(pp, i): Pick randomness rkg ; for KGpg, and compute

, $
(Pkpe.;» skeg,i) := KGpe (PP, i 7kG,1)s (Pkmcp.is Skmep,i) < KGmcp(11),

$ $
[[skee,i1: < Encpe(pkpg ;, skpe,i), [skpe,ill7kG,ili <= ENCmcp(PKmcp.;i» SKpE,i l7KG,i)-

9 We allow {Ctpg,k Jke[q] to be empty, in which case Validate is defined to not take {rgnc } as input, and the
check of {ctpg } is omitted.
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dSetupgp (17, 17,4 € [N]) :
Return pp, & dSetuppE(lx, lN,i).

Encer (pk, @ € {0, 1)) :
Parse pk; as

KGgp(pp,i € [N]) :
Pick a randomness rgg ; for KGpg.
(Pkpg, ;> skee,i) := KGpe(PP; 45 TKG,i)

$
(PKmcp. i Skmep,i) KGmcp (17)

(Pkpe, i PKmcp, i+ [skee,i]i, [skee,i [ITe,i]i)-
Pick a randomness 7gnc,; for Encpg
[=]: == EnCPE(kaE,ia T; TEnc,i)

$
[TEnc,q,]z — E”CmCP(Pkmcp,la "'Enc,m)

Return ct; := ([z], [rEnc,i]i)-
Decgp (sk, ct) :
Parse each sk; as (skpg,;, Skmcp,j)-

$
[skee,i]i < Encpe(pkpg ;, skee,i)

[skee,s [I7ic,i]i < Encmcp (PKmncp, ;5 SkPE, i [|7KG, 1)
pk; 1= (Pkpg ;5 Pkmcp, i [skee,i]is [skee,ilI7kG,i]i)
ski := (skpg,i, Skmcp,i)

Return (pk;,sk;).

Parse ct as (¢, (Vincp ) je[N])- R

vj € [N]:S; := Decmcp (skmcp, ;> Vincp,j5)
Gire =& () 5.

Return Z := Decpg (skpg, a:pE).

Evalgp (P, pp, Pk, (Ix, Ctk)ke(n]) :
If 3j € [N]: pp; ¢ [dSetuppg (1™, 1%, 5)] then return L.
Parse P as (G = (V,E),vo,T, ¢v, ¢r) //P is a branching program for n-bit input.
Parse each pk; as (kaEyj, Pkmcp, 5+ [skee, ;15 [skee,jll7ke,]5)
Parse each cty as ([zx]r,, [Fenc,k]1),)
For every j € [N]:
55 << {0,1}%
0 = {k € [n] : I = 3}
Validate’ := Validate 3
2 J PP.J.PkpE, j - {CtpE K 11y =55
Vncp,j < Evalnce (Va'idate}v Pkmcp,j+ ([skee jlImie 515 {[TEnc,k]j}I;c:j))

[skee, ;] & Expandpe (PP, Pkpe, J, [skee,;]5)

Vv € T : Label(v) := ¢v(v)

For each v € V' \ T for which Label(u) for both of u € I'(v) are already defined:
h := height(v); k* := ¢v(v); Vo € {0,1} : Let uy € T'(v) s.t. pp(v,us) = 0.
HO]]I,C* = EnCPE(kaE.Ik* ,0; 0); [[H]Ik* = EnCPE(kaE,Ik* ,150)

For each t = 1,...,s = |Label(ug)|:
Vo € {0,1}: Let Label(us)[t] be the t-th bit of Label(uy).

// so := |Label(vg)| is known at this point.

[0 1.« if Label(uo)[t] = 0 A Label(uy)[t] =0
- [opx]r, if Label(uo)[t] = 0 A Label(uq)[t] =1
o [, — [ze+]1,. if Label(uo)[t] = 1 A Label(u1)[t] =0
[, if Label(uo)[t] = 1 A Label(uy)[t] =1
apE, ¢ S Expandpg (PP, Pkpg, Ii* , ape,¢)
ape,v := (GpE,1,- - -, GPE,s)
apE.v ifh=1,
Label(v) :=

Evalpg (DecPE, PP, Pkpg; (([skee 1) e[ns EpE,v)) otherwise
¢ := Label(vo) & B ,c(n] S5
Return ct := (&, (Vimep,j) je[N])-

Fig. 1 Maliciously circuit private MKHE with distributed setup for branching programs MKHEgp =
(dSetupgp, KGgp, Encgp, Evalgp, Decgp) based on privately expandable MKFHE with distributed setup
MKHEpg = (dSetuppg, KGpg, Encpg, Expandpg, Evalpg, Decpg) and maliciously circuit private single-key
FHE SKHEmcp = (KGmcp, Encmcp, Evalmcp, Decmcp)

Output pk; := (pKpg ;, Pkmcp.;» [Skee,i 1li, [skpE,i l7kG,: 1) and sk; := (skpg,;, Skmcp,i)-

o Encgp(pk;, x € {0, 1}): Parse pk; as (pkpg ;. Pkmcp.i [skpe,i i, [Skee,i ll7ka,i1). Pick
randomness 7gnc,; for Encpg, and compute
$
[[x]: := Encpe(pkpe ;> X; 7Enc,i) [rénc.ili < Encmcp(PKmcp ;s 7Enc.i)-
Output ct; := ([x1;, [renc,ili)-
e Evalgp(P, pp, pK, (Ix, Cti)kefn)): If there exists j € [N] such that pp; ¢

[dSetuppe (1%, 1V, /)], then output L and terminate. Otherwise, parse P as a length-£
branching program (G = (V, E), vo, T, ¢v, ¢r), and suppose its input length is n-bit.
Parse each pkj as (kaEJ, pkmcp’j, [[skee, ;11 [skeg, jllrkG, /1;) and each cty as ([xx ]y,
[renc,k 11, ). Let so be the length of Label(vg) determined below. (s itself is known a

priori.) For every j € [N], choose S; <i {0, 1}%, set g; := |{k € [n] : Iy = j}|, and
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compute

,qz pk .
P,/ Pkee, i ([l Y=, mEPj> )

([skeE, j 7k, j1;. {[renc.k]j} re=5)

= $ Validate
Vincp,j < Evalmcp (

T 3 .
[[skpe, ;1 < Expandpe (pp. Pkpe. Jj, [skpe j11;).

For each v € T, set Label(v) := ¢y (v). For each ' v € V \ T for which Label(ug) and
Label(u1) with T (v) = {ug, u1} are already defined, do the following:

— Let & := height(v), k* := ¢y (v), and {ug, u1} = I'(v) such that ¢ (v, ug) = 0 and
de,up) = 1.
— Let [0]l;,. == EncPE(pka,Ik*,O; 0) and [1];,. == EncPE(pka’,k*, 1; 0).
— Fort =1,...,s = |Label(ug)|, do the following:
* For o € {0, 1}, let Label(u, )[#] be the ¢-th bit of Label(uy).

* Set
[01;,. if Label(ug)[t] = 0 A Label(u1)[t] =0
Lo T, if Label(o)[t] = 0 A Label(up)[f] = 1
apg; = ,
PR 0. — [xie Dl if Label(uo)[f] = 1 A Label(u))[r] = 0
[11,,. if Label(ug)[t] = 1 A Label(u)[t] =1
and compute dpg ; & Expandp (PP, PKpe, i+, ape,). !
— Setdpg,y := (pE 1, - - ., dpEs). 2
— Compute
ape.y ifh=1,
Label(v) := — - L.
Evalpg (DeCPE, pp. pPkpe, (([skpe, ;1D jerny, aPE,v)) otherwise

where the inputs to Decpg in Evalpg are naturally arranged: the secret keys encrypted

—~

in ([[skpg, ;1) jernv) are used as skpg, and what is encrypted in dpe,y (which, for hon-
estly generated ciphertexts, is Label(uy,. )) is used as an expanded ciphertext to be
decrypted.

Finally, output ct := (Label(vo) & @B ;c(n; Sj» (Vimce, JjeND-
o Decgp(sk, ct): Parse each sk; as (skpE, ;, Skmcp ;) and ct as (c, (Vmcp j)jelny). For every
J € [N], compute §; := Decmcp(skmcp n Vmcp ). Let Clpg :=C D @/E[N] S;. Output
X := Decpg (skpE, CtpE).
Correctness and security We now see the correctness, security, and malicious circuit privacy
of MKH EBP-

Theorem 4.1 (Correctness) MKHEgp satisfies correctness.

10 This step will be performed from the nodes in the last layer to the initial node vy, so that Label(v) for every
v € V \ T will be defined in the end.

1 The way we compute dpg ; is different from [17]. In their construction, d@pg , in the case Label(uq)[t] =
Label(u)[#] = 1 is computed deterministically from the values that are generated outside the loop regarding
t. This seems to make dpg , distinguishable from what the simulator for the (malicious) circuit privacy in the
proof generates. Our design of Evalgp simplifies the design of the homomorphic evaluation algorithm in [17]
while also removing this bug.

12 One can check that each apg,; is an expanded ciphertext of Label(ux,.)[#]. Hence, Gpg,, is bit-wise
expanded ciphertexts of Label(x X )-
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Proof Let pp, pk, and sk be honestly generated public parameters, public keys, and secret
keys, respectively. Let Iy, ..., I, € [N] be arbitrary indices, x = (x1, ..., x,) € {0, 1}"* be

arbitrary plaintexts, and cty = ([xxlls,, [7enc, 1, 11,) i Ench(kak,xk) for every k € [n].
Let P = (G = (V,E), v, T, ¢y, pE) be a length-£ branching program. Now, consider

executing ¢t = (, (Vimcp, ;) je(n]) b Evalge (P, pp. pk, (Ik. pKi)ke(n)) and Decgp (sk, ct).
Since all public keys pk and ciphertexts (cty)xc[,] are honestly generated, the check regarding
pkpe, j and {[[x¢1l7, }7,=; in the homomorphic evaluation of Validate done by Evalmcp never
fails, and every Vmcp,j decrypts to S;. This implies Cle =T @jE[N] S; = Label(vp).
Hence, to show the correctness, it is sufficient to show Decpg(skpg, Label(vg)) = P (x).
For each & € {0} U [£], let v € V be a node such that height(v®”) = h and
NG {v(()h_l), vgh_l)}, and thus vg = v®. Intuitively, Evalgp homomorphically com-
putes the branching program P backwards from the terminal nodes to the initial node: Every

layer of the branching program computes P, u) (x) = Pv(h—l) (x) where &*® = ¢y (v ).
Xpx(h)

We now inductively show that for every & € [£], every vertex v at height & satis-
fies the property that Label(v™) is a bit-wise expanded ciphertexts of P,u) (x), and thus
Decpe (skpe, Label(v™)) = P ) (x) holds.

Base case h = 1 : by the construction of Evalgp, Label(v(l)) = 5PE_U(1) is bit-wise expanded
ciphertexts of Label(v)(cgz(l)) = Xpeh) = Py (x) 13
This means that

Decp (skpg, Label(vV)) = P a) (x).

Assumption for the induction (case h — 1) : suppose as the assumption for the induction that

the case 1 — 1 is true, i.e. every v~ at height 4 — 1 satisfies the property that Label(v"—1)
is bit-wise expanded ciphertexts of P, -1 (x) and we have

Decpe (skpg, Label (0" ~D)) = P o) (x).

Case i : let v be an arbitrary vertex at height 4, and let T(v®) = {v(()h_l), v}h_l)}
with ¢r (™, v((,h_l)) = o for 0 € {0, 1}. Recall that by the construction of Evalgp,

)(Cil:(hl))), and Label(v™) is an out-

dpg ) is bit-wise expanded ciphertexts of Label(v

put of Evalpg(Decpg, pp, pKpg, (([[Ska,j]]j)je[N], HPE’U(h))). Hence, Label(v®™) is bit-wise
expanded ciphertexts of
Decpe (skpg, Label (v ~1)) = P iy (x) = Py (x),
() VS a)
which means Decpg (skpg, Label(v)) = P,u) (x) holds.
This is true for every vertex at height /2, and thus proves the inductive step. Hence, we have

Decpe (skpe, Label(v?)) = Decpe(skpg, Label(vg)) = P(x), and thus the scheme satisfies
correctness. O

For the semantic security of MKHEgp, we need to assume MKHEpg is weakly circular
secure. Since the proof is straightforward, we only give a proof sketch.

Theorem 4.2 (Security) If MKHEpg is weakly circular secure and SKHEpcp is semantically
secure, then MKHEgp is semantically secure.

13 We here assume that for b € {0, 1}, véo) S I‘(v(l)) satisfies ¢V(UL(,O)) =b.
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Proof of Sketch By the semantic security of SKHEmcp, [skpE,i [|7kG,i]i in the challenge public
key pk; and [rgnc ;] in the challenge ciphertext ct; can be replaced by encryptions of unrelated
messages of appropriate length without being noticed by an adversary. Then, the weak circular
security of MKHEpg guarantees that the information of the challenge message x does not leak
from [x]; in ct;. m}

The following theorem guarantees the malicious circuit privacy of MKHEgp. The intuition
and notation for the proof of this theorem are given at the beginning of this section (Sect.
4.2).

Theorem 4.3 (Malicious Circuit Privacy) If MKHEpg is privately expandable and SKHE,cp
is maliciously circuit-private, then MKHEgp is maliciously circuit private.

Proof Let Extmcp and Simmcp be respectively the extractor and simulator that are guaranteed
to exist by the malicious circuit privacy of SKHEycp. We construct an extractor Extgp and a
simulator Simgp as follows:

e Extgp(pp*, i, pk;, ct*): Parse pk; as (pkp ;. PKmcp.;» [skee.i I, [skee.i l7kG,i]}) and ct*
as ([[x]];k» [rEnc];k)-

Extract 4

PE i ”rKG i = EXthP(pkmcp i [skpe.; 7k, z] ),
Fene i= EXtmcp(pkmcp i» [PEnc]?).
Check whether (kaE,, PE ;) = KGpe(pp*, i; r¢g) and there exists x" € {0, 1} such
that [x]I¥ = Encpe(pp”, kaE’l ,x'; rgno)- If the check passes, then output x'. Otherwise,
output 0.
e Simgp(pp*, pk*, (I, Ctf)ien], b* € {0, 1}): If there exists j € [N] such that pp*/f ¢
[dSetuppg(1*, 1V, j)], then output L and terminate. Otherwise, parse each pk7 as

(PKpe, ;. Pkmcp, j+ [Iskee, j 1% [skeg, jllrkg,;17) and each ctf as ([xillj, . [renck]7,). For
every j € [N], do the following:

— Sample §; < {0, 1}%.
Do the same check on kaE j and [[xk]]* as done in Extgp(pp*, J, kaE i cty) for all
k such that I = j.

— Compute
Simmcp (pk}kncp,j, (Iskmep, jlIrkG, j 17> {lrenc k) =j)- Sj)
7 ) if the above check passes
P =) o
S| Simmee (PKce. . sk, ks, T ([renc T ie=1) 0%)
otherwise

P
— Compute [skee.; 1 < Expandpe (pp*, pk*. [skpe ;7).

If one of the checks during the computatlon of Vmcp ,j was not satisfied, then pick ¢* i
{0, 1}°°, and terminate with output ctt = (¢, (V mCP. ]) jerny)- Otherwise (i.e. the checks
did not fail), set outy := b™*, and for h =1,..., ¢, do the following:

14 Each [skpE ; HVKG,i]f is actually a vector of ciphertexts. Thus, Extmcp(pkﬁ1CP i [ska’i];k) here means
applying Extmcp(pk:i,]CP ;»*) to each ciphertext in [skp, ,»];k and output the concatenation of the results. Same
for EXtmcp(pkmCP i s [rka, l] ) and EXtmcp(pkmCP i [rEnC];‘k)'
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Let [O]); := EthE(kaE 1,0;0) and [1] := EncPE(pkﬁE!] , 1;0).
— Fort=1,...,s:= |out;_1| (Where |outy| := 1), set

. [O]; if the z-th bit of out,_q is O
a = )
PE.¢ [17; if the ¢-th bit of out,_; is 1

and compute ap; , ha Expandpe (pp*, Pkpe. 1. agg ).

~% o~ ~x%
— Set dpg j, i= (aPE,l’ R aPE’S).
— Compute
~x 1 —_—
ApE ifh=1,
out, := —— %

EV3|PE<DGCPE,PP pkpe, (([skpe, ;T )je[N]aagg,h)) otherwise

Set¢* := out; & @y S; and output att = (T, (V* ) jelND-

Consider an arbitrary branching program P = (G = (V,E),v, T, ¢v,dE)
(with length ¢, input-length n), and public parameters pp*, public keys pk* =
(pk’Fk,E’j, [[Ska,j]];f, [ska,j||rKG,j]7)je[N], and index/ciphertext pairs (IksCtZ)kE[n] where
;= ([[xk]]’l‘k, [VEnc,k]}kk) for each k € [n]. (Here, possibly malformed values are denoted
with an asterisk.) Let

—~ o $
ct = (C, (Vimcp, j) jerny) < Evalgp(P, pp*, pk™*, (Ix, Ct})kern)),

$ .
=@,V mcp, ;) jelN]) < Simgp(PP*, PK*, (Ik, Ct)kern), b,

where b* = P(x{,...,x;) and xj := Extgp(pp*, Ik, pk’,‘k,ctk) for all k € [n].
Let sk;EjHr;G = EXthP(pkmcp j [ska]||rKG]] ) for all j € [N], and rf, , =

Extmcp(pkmcP I [7Enc, k]I ) for all k € [n]. What we need to show is ca~ g .
Firstly, it immediately follows that (Vmcp, J)jelN] s (V mCP, j :) je[n7 holds by the mali-
cious circuit privacy of SKHEcp. Hence, we have (c, (Vmcp!j)_,e D =5 (VmCP ]).,e NDs

where the right hand side is the “hybrid” distribution in which C'is generated as in Evalgp and
(V mCP. ]) je[n] is generated as in Simgp. Furthermore, if there exists j € [N] under which

Valldatepl; ]] kaEj {|IXA]] Yip=jsS; (Sk;E,j’ r;G,jv {rgnc,k}lk:j) = 0%
holds, then \7]* is independent of S, and makes ¢'in the hybrid distribution uniformly random
and independent of other values, which is exactly how ¢* in this case is generated. This means
that ct & ct* holds in this case.

We now consider the distributions of ¢ and ¢* in the remaining case (i.e. the check in
Validate is satisfied and it outputs S; for all j € [N]). In this case, it is guaranteed that
every pk;E’ j is a possible output of KGpg (pp*, j), and every Ika]]j‘k is a possible output of
EncPE(pkﬁE,,k, x;). Hence, we write [[x; ]1;, instead of [[xk]]’,‘k to reflect this.

Letv € V bethe vertex atheighth € {0}U[¢] along the pathindicated by (x}, ..., x}) €
{0, 1} To show € ~, ¢*, we inductively show that Label(v™) in Evalgp and out;, in Simgp
are statistically indistinguishable for every i € {0} U [£].

Base case & = 0 : We have outy = b* = Label(v?) by the design of Simgp, and thus clearly
outy =~ Label(v©).

Assumption for the induction (case & — 1) : Now, suppose as an hypothesis for the induction
that out,_; =, Label(v"*~1) holds.
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Case h : Forevery t = 1,...,s := |Label(v™)], if the ¢-th bit of out,_1 is 0, then Simgp
computes dpe . <i Expandpe (pp*, pkpg, 1, [0T1). On the other hand, if Label(v"—D)[¢] =

0, then letting k* = ¢y (v™), Evalgp computes dpe ; & Expandpe (pp*, pKe. Ik, ape ),
where

[0l or [xf 1y, ifxf = ge@®, v®=D) =0
a = .
T D — I D i = ¢p ™, 00 D) = 1

Since at this point [x/. ]I, is guaranteed to be a valid encryption of x/, apg ; is guaranteed to
be a valid encryption of 0 (under pk",;E I ). Hence, dpe,; is an expanded ciphertext of 0. Thus,

if the ¢-th bit of out;,_; is equal to 0 = Label(v"~D)[¢], then by the private expandability
of MKHEpg, we have @} , ~ dpe,;-

Similarly, if the ¢-th bit of out,_; is 1, then Simgp computes 5§EJ <i
Expandpe (pp*, pkjg, 1, [111). On the other hand, if Label(v*~D)[t] = 1, then Evalgp

computes dpe ; & Expandpg (pp*, pKpg, i+, apg,;), Where

[, =[x 0. ifxp = ¢e@®, 0Dy =0
a = .
T il or [l if e = @™, 0Dy = 1

Thus, if the 7-th bit of out;,_; isequalto 1 = La bel(v(h_l))[t], then ap ; is a valid encryption
of 1 (under pkj ). Again by the private expandability of MKHEpg, we have 5;5 , A5 GpE,;-
Averaging over out;,_; & Label(v"~D), we have 5§E’h A5 dpE,y(h) -

By applying Evalpe (Decpe, pp*, pkeg, ([skee.; 1 )je(v). -) to both sides of @, =
EPE,UW’ we have out;, =, Label(v™), proving the inductive step. Hence, we have out, ~
Label(v®) = Label(vg) and thus ¢* ~ .

We have shown that in any case, (C, ({/\mcp_j)je[]v]) ~, (C*, (f/\;cp,/’)/’E[N]) holds. This
means that MKHEgp satisfies malicious circuit privacy. O

Instantiation For the underlying privately expandable MKFHE scheme with distributed
setup, we can use MKHEpgHp shown in Sect. 3.3, whose weak circular security directly
follows from that of the original scheme MKHEgHp.

For the underlying maliciously circuit-private single-key FHE scheme, we can rely on the
existing results [9, 27, 36]. Specifically, Ostrovsky et al. [36] constructed a maliciously circuit-
private single-key FHE scheme from the combination of compact single-key FHE and single-
key HE satisfying a weak form of malicious circuit privacy (called input privacy), and the latter
can be based on a statistically sender-private (2-message) OT protocol and an information-
theoretic randomized encoding [27]. Brakerski and Déttling [9] recently constructed such an
OT protocol based on LWE, and the MKFHE scheme MKHEgpp can be used as single-key
FHE, we can realize a maliciously circuit-private single-key FHE scheme based on LWE and
the weak circular security of MKHEgpp.

Using the above two schemes in MKHEgp, we obtain a maliciously circuit-private MKHE
with distributed setup for branching programs based on LWE and the weak circular security
of MKHEgHp, yielding a proof of Theorem 1.1.
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4.3 Achieving full homomorphism

We follow the framework of [17] that generically transforms an MKHE scheme for branching
programs to a fully homomorphic one by using a (non-circuit-private) MKFHE scheme with
distributed setup as an additional building block. As in our scheme for branching programs
in Sect. 4.2, the main difference from [17] is that in the homomorphic evaluation algorithm,
we have to make sure the public parameters belong to the support of the distributed setup
algorithm.

Intuition of our construction To construct a fully homomorphic scheme, we combine
the malicious circuit-private MKHE scheme MKHEgp for branching programs in Sect. 4.2
and a standard MKFHE scheme MKHE. Inputs to a function are encrypted by MKHEg
and homomorphic evaluation is done by the evaluation algorithm of MKHEg. The result
of the homomorphic evaluation can be transformed into the ciphertext of MKHEgp in a
bootstrapping-like manner. Our homomorphic evaluation algorithm also uses MKHEgp to
check whether the inputs to the homomorphic evaluation are generated properly.

The homomorphic evaluation algorithm of our construction computes an output by homo-
morphically evaluating a composition of the decryption of MKHEgp and function that checks
all the input validations success. The composite function is parametrized by the results of
the homomorphic evaluation and input validations, which are the ciphertexts of MKHEgp.
Since the simulator for our construction can generate simulated results of the homomorphic
computation by using the simulator for MKHEgp, the composite function computed by our
simulator is statistically indistinguishable from the one in the real evaluation.

Building blocks We will use the following building blocks.

e Let MKHEF = (dSetupg, KGr, Encr, Evalr, Decf) be a (non-circuit-private) MKFHE
scheme with distributed setup whose decryption circuit can be computed by NC! circuits.

e Let MKHEgp = (dSetupgp, KGgp, Encgp, Evalgp, Decgp) be a maliciously circuit-private
MKHE scheme with distributed setup for length-¢ branching programs, where £ is a
polynomial of X large enough so that it can compute the validation circuits KValidate
and CValidate introduced below, and the decryption circuit of Decg. For notational con-
venience, we treat this scheme as an MKHE scheme for circuits that can be computed
by length £-branching programs. (Thus, Evalgp takes a circuit as input, rather than a
branching program).

Notation and convention We use similar notations and conventions as in Sect. 4.2, namely,
subscripts F and BP for parameters, and Encyg and Encgp takes bit-strings as a plaintext
inputs. Similarly, we allow Decr and Decgp to take multiple ciphertexts as input, and let their
outputs be the concatenation of the decryption results. We will also use bracket notations
for ciphertexts: [x]|; for a ciphertext generated as EncF(ka’I-, x), and [x]; for a ciphertext
generated as Encgp(pkgp ;, X).

Validation circuits We introduce three types of circuits that will be used in the construction
of our fully homomorphic scheme.

e KValidate checks whether a hardwired public key of MKHEF is well-formed. It has the
following values hardwired: N € N, public parameters ppg, an index i € [N], a public
key pkg, and some value out € {0, 1}*. Then, it takes a pair of (candidate) secret key skg
and randomness rkg as input, and its output is defined as follows:

out if (pkg, skp) = KGr(pp¢., i; rkG)

i N =
KValidatey, ; o out(SKF. 7kG) = 0 otherwise
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e (Validate checks whether the hardwired ciphertext of MKHEF is well-formed. It has the
following values hardwired: a public key pk, a ciphertext ctr, and some value out €
{0, 1}*. Then, it takes randomness rgnc as input, and its output is defined as follows:

. out if 3x € {0, 1} : ctr = Encr(pke, x; renc)
CValidatepy, ctr out(FEnc) = , PXp, X3 TEnc)
0  otherwise

e CombineDec checks whether the given ciphertexts of MKHEgp are correctly decrypted
to a hardwired element. It has N, g € N and some value out € {0, 1}* hardwired, takes
N secret keys skpp = (skgp, ;) je[n] and g evaluated ciphertexts {&Bp, j}jelq) as input,
and its output is defined as follows:

o if Decgp (skgp, asp,j) = out
CombineDecévLjf (SkBp, {aprj}je[q]) = forall j € [¢]

0 otherwise
Construction Using the building blocks MKHEF and MKHEgp, and the validation cir-
cuits KValidate, CValidate, and CombineDec, we construct our maliciously circuit private
MKFHE scheme with distributed setup MKHEncp = (dSetup,cp, KGmcp, Encmcp, Evalmce,
Decmcp) as follows. (For convenience, a one-page version of the description is given in
Figure 2in page 49.)

o dSetupycp(1*, 1V, i € [N1): Compute ppgp; < dSetupgp(1*, 1V, i) and ppr; <

dSetupg(1*, 1V, i). Output pp; := (PPgp ;» PPF,;)-
o KGmncp(pp, i € [N]): Parse each Pp; as (PPgp, ;- ppF,j). Pick randomness rgg, ; for KGr,
and compute

. $ .
(PKe i, skr,i) := KGF(PPE, i; 7kG,i)» (pkgp.;, skep,i) < KGgp(PPgp, i),
$ $
[skep,i1; <= Encr(pke ;, skap,i), [ske,i1i < Encep(pkgp ;. Skr.i),

$
[rkG,ili < Encgp(Pkep ;. 7ka,i)-

Output pk; := (Pkg ;. Pkgp,;, [skap,illi, [skr.i], [rka,il;) and sk; := sk ;.
o Encmcp(pk;, x € {0, 1}): Parse pk; as (pkg;, pkep;, [skep,:Ili, [ske,ili, [rka,ili). Pick
randomness renc,; for Encg, and compute

$
[xT; := EnCF(ka,,‘, X; FEnc,i)s [7Enc.ili < EnCBP(pkBP,i, TEnc,i)-

Output ct; := ([x1l;, [rEnc,ili)-

e Evalncp(C, pp, Pk, (Ik, Cti)ke[ny): If there exists j € [N] such that pp;, ¢
[dSetumeP(l}‘, 1V, )1, then output | and terminate. Otherwise, parse each PpP;
as (PPgp - PPk ;). each pk; as (pke ;. pkgp ;. [[skep, ;1. [skr,j1;. [rka,;1;). and each
cty as ([xk 1y, [7Enc,k17,). Compute

~ 3
Ctp < EV3|F<C» PPr, PKg, (I, [[xk]]Ik)ke[n]),

~ $ ~ .

Ctgp < Evalsp<DecF(~, Ctr). pPgp. Pkgp. (/. [SkF.j]j)jEIN])-
For every j € [N], compute
Kvalidate

PP J.Pke, ;.Clep” ) )

~K $
Ctgp i < Evalgp )
"/ PPgp- PKgp, (7, ([skr, 1}, [rkG, j17))
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KGmcp (PP, € [N]) :

[TEnc,ili L Encgp (Pkgp ;5 TEnc,i)
Parse each pp; as (PP ;, PPgp,;)- et BP, <> TEnet

Return ct; := ([2]4, [PEnc,ili)-

dSetup,,cp (17,17, i € [N]) : Encmcp(pk;, = € {0,1}) :
$ A 4N Parse pk; as
ppg ; « dSetupp (17,17, 1) i
T i A qN (Pke,;» Pkgp .+ [skep,i]i, [ske,i]i, [Tke,i]i)-
PPgp,; <— dSetupgp (17,17, 1) Pick a randomness 7gqc,; for Encr.
Return pp; := (PPe ;> PPep.;)- [x]: := Encre(pke ;, @5 TEnc,i)

Pick a randomness rkg,; for KGg. B o -
(Pke, ;5 skr i) := KGE(PPE, % Tke,i) e}c)(s 1ct) :
$ ) arse each sk; as SkF,]WA

(PkBP,nSkBP.i> — KGgp (PPgp; 1) Return z := Decg(skr, ct).

$
[skr,i]; < Encep(pkgp,;, skr,i)

$
[rke,i)i < Encep(pkgp, ;s kG, 1)

$

[skep,:]: <= Encr(pke ;,skep,i)
pk; := (Pke ;, Pkgp ;. [skep,i]i, [ske,i]i, [Tke,ili)
ski := skr ;
Return (pk;, skq).

Evalmce (C) PP, PK, (I, Cti) keln])
If 3j € [N] : pp; ¢ [dSetup,,cp(1*, 1%, §)] then return L.
Parse each pp; as (ppFJ, ppBP_j)A
Parse each pk; as (pke ;,Pkgp ;, [skep ;5 sk ;15 [rke,ili)-
Parse each cty as ([zx]1,, [FEnc,k]1),)-
&t <= Evale (C. PP, PKe, (i, [24]1, Dkepn))

-~ $ ~ .
ctgp «— Evalgp (DeCF(‘y ctr), PPgp; Pkgp; (J; [SkF.j]J>jE[N])
For every j € [N]:
. o . N
KVaIldatej = KVaIldateppF_’j,ka’j’aBP

~ $ . .
Cté(P,j «— Evalgp (KValldate_f].A, PPgp; PKgp; (J; ([skr, ;15 [TKG.J]J‘)))

For every k € [n]
CValidate), := CValidate

PkE, I elr, ctgp
Gtgp, i < Evalge (CValidate],, PPep, Pep [1enc,k]1, ) )
Dec’(+) := Decgp -, CombineDecy" N ™" (-, {ctgp ; } jen) U {€tSp s brern))
al Evi|F<DeC', PPr; Pke, (J, [[SkBP.j]]j)jE[N]>
Return ct.

Fig.2 Maliciously Circuit Private MKFHE MKHE,cp = (dSetupmcp, KGmcp, Encmcp. Evalmcp. Decmcp)

based on maliciously circuit private MKHE for branching programs MKHEgp
(dSetupgp, KGgp, Encgp, Evalgp, Decgp) and  (non-circuit-private) ~MKFHE  MKHEg

(dSetupg, KGg, Encg.Evalg, Decp). The constructed scheme as well as the building blocks are MKHE

with distributed setup

For every k € [n], compute

~ CValidate G s
CtBCP . Bl Evalgp Pk 7, . [Lxk Iz, .Ctep

' PPsp, PKgp. (k. [renc klr,)
Output

. N.N ~K ~C
Decgp (-, CombineDecg e {ctgp j}jernt U {Clap t }keln1)),

& < Evale .
PPr. PKe, (7, [skep, ;1) jern

o DecCmcep(sk, a): Parse each sk; as sk ;. Output X := Decp(skF, a).

Correctness and security The correctness of MKHEcp is immediate from the correctness

of MKHEF and MKHEgp.

The semantic security of MKHEcp is not straightforward. Like the construction in [17],
a public key pk; of MKHEmcp contains an encryption of a secret key skgp; under pke ;,
and encryptions of a secret key skr ; and the randomness rkg,; used to generate sk ; under
pke ;. Hence, semantic security does not simply follow from a straightforward combina-
tion of the semantic security and/or (weak) circular security of the individual building
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blocks MKHEF and MKHEgp. In order to prove the semantic security of MKHEqcp, it seems
unavoidable to assume that the semantic security of MKHEF and MKHEgp continue to hold
even if in the semantic security games of each scheme, an adversary is additionally given
the values that constitute the public parameters pp; = (PpPf;, Ppgp ;) and a public key

pk; = (pkr.;, pkgp.;. [skep,i i, [skr.ili, [rkG,ili) of MKHEmcp. 12

Once we admit this type of somewhat non-standard circular security assumptions on
MKHEF and MKHEgp, the semantic security of MKHEcp follows straightforwardly, and thus
we omit the proof.

Theorem 4.4 (Security) If MKHEF and MKHEgp satisfy the above “joint” circular security,
then MKHEcp is semantically secure.

The following theorem guarantees the malicious circuit privacy of MKHEy,cp. The intuition
and notation for the proof of this theorem are given at the beginning of this section (Sect.
4.3).

Theorem 4.5 (Malicious Circuit Privacy) If MKHEgp is maliciously circuit-private, then so
is MKHE cp.

The proof goes similarly to that of [16, Theorem 5.1].

Proof Let Extgp and Simgp be the extractor and simulator, respectively, that are guaranteed
to exist by the malicious circuit privacy of MKHEgp. We construct an extractor Extmycp and a
simulator Simpcp as follows.

o Extmcp(pp*. i, pki, ctf): Parse each pp} as (PP ;. PPgp ;). PK; as (PKE ;. PKap ;.
[skr.i ], [rka,i]7, [skep,: I}), and ct} as ([[X]], [7Enc,i]). Extract
ski ; := Extgp(pPgp. i, PKgp ;- [SKF.i17),
’";G’,' = EXtBP(PpEpa i pkEp,ia [VKG,i]:'F),
rgnc,i = EXtBP(PpEpa i, pkgp,i, [”Enc,i]?)-

Check whether (ka l, ) = KGr(pp;. i; 7fg ;) and there exists x € {0, 1} such that
[xIf = EncF(ka P rEnc ;). If the check passes, then output x’. Otherwise, output 0.
o Simpycp(pp*, PK*, Ik, Ct)kefny, b¥): If there exists j € [N] such that ppj‘- ¢

[dSetupmcp(l)‘ N, j)] holds, then output 1 and terminate. Otherwise, parse each ppj.
as (PPF ;. PPgp ;). each pkj as (kg ;. pk Bp], [skgp, ;1. [ske, 17, [rkg,;17), and each

cty as ([xkll7, . [7énc.k 17, )- Compute Ctap ha Simgp (PPgp. PKgp, (/. [skF,j17)) jern, b¥).
For every j € [N], compute

Sk;’] = EXtBP(pp§P5 j’ pképd, [SkF/]j)7
r;(kG’j = EXtBP(ppEP5 js pkEP ja [rKG,j]j)s

out*K — CtBP if (ka /, -j) = KGF(ppF, J, rZG’j)
77|00 otherwise ’

15 For proving the semantic security of the maliciously circuit-private MKFHE scheme by Chongchitmate
and Ostrovsky [17], a similar “joint” circular security assumption on the building blocks seems necessary. In
the corresponding proof of [16, Theorem 5.1] (the full version of [17]), it is written that the semantic security
of their maliciously circuit-private scheme follows from the building blocks, but no explanation on how the
proof is obtained is given.
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~xK $ . .
Clgp,; < S|m3p<pp’§p, pkgp, (7, (skere, 17, [ka, j17)), OUth)'
For every k € [n], compute
TEnck = Extep(PPgp, Ik, PKgp. 7, » [7Enc.k17,)s

outf€ i {ctgp if 3x" € {0, 1}« [xellj, = Encr(pkf ;. s rnc )

0 otherwise

~+C $ .
Ct;[;p,k < Simgp (pPEp, Pk’ép, Ik, [Tenc.k1g) OUtZC>-

Output

Ctgp

) ~ 4K ~xC
& & Evale Dech(-,ComblneDecN’N+”(-,{ct’ép’j}je[N]U{ct’gpyk}ke[,,])),
PP;. PKE, (. [skep,; 17) jeny

Since agp, (E\t’g{{j)je[m, and (aég,k)kdn] computed in Simpmycp are respectively statisti-
cally indistinguishable from aBp, (agp,_/) jeln]> and (&Bcpﬁk)kem computed in Evalncp by

the malicious circuit privacy of MKHEgp, the distribution of ct output from Simpmcp is also
statistically indistinguishable from the evaluated ciphertext ct output from Evalmcp. O

Theorems 4.4 and 4.5 yield Theorem 1.2.

Instantiation For the underlying maliciously circuit-private MKHE for branching programs,
we can just use the scheme explained in Sect. 4.2. For the underlying (non-circuit-private)
MKFHE, we can use the MKFHE scheme MKHEgyp.

As explained above, for the resulting scheme to be semantically secure, we need joint
circular security for the above two schemes. This assumption seems reasonable since the
former building block scheme is also based on MKHEgp (albeit an additional LWE-based
OT protocol from [9]).

5 Maliciously circuit-private MPC based on LWE

In this section, we describe our MPC protocol from any maliciously circuit-private MKHE
scheme with distributed setup, a maliciously (statistically) sender-private OT protocol, and
a projective circuit garbling scheme.

5.1 Definitions for MPC

We here give the definition of maliciously circuit-private MPC protocols. We consider a 1-
server and N-client protocol. In this protocol, inputs to participating parties are asymmetric
(i.e., the server has a function to be computed, and the clients have inputs for the function), so
the secure MPC protocol needs to have two types of security requirements: server privacy and
client privacy. The server privacy has almost the same requirement with the circuit privacy
in MKHE, and the client privacy means the semantic security of the client’s input. We do
not allow adversaries to corrupt the server, but we want to consider stronger security against
clients. The client privacy should be considered for a semi-honest server and malicious clients.

In the following, we first define a client-server MPC protocol, then we define the client
privacy and server privacy for the protocol, where we refer to the server privacy as circuit
privacy. These definitions follow from those in [17].

@ Springer



1678 N. Attrapadung et al.

Definition 5.1 (Client-Server MPC protocol) Let C be a class of functions with at most N

inputs. A multi-party protocol IT for C is a protocol between parties Pj, ..., Py, and the
server S where P; (i = 1,..., N) is given x; as input, and § is given a function F on N
inputs. Denote X = (x1,...,xy). At the end of the protocol, each party P; outputs F(x)

while S outputs L.

Definition 5.2 (Client Privacy) An adversary A corrupting {P;}icr for some T C [N]
receives all messages directed to P; for every i € T and controls the messages that they
send. Let View, s (F, x) denote the joint collection of messages that S receives in an execu-
tion of the protocol IT on an N-input function F € C and an input set X = (x1, ..., xy). Let
Viewr, 4 (F, x) denote the joint collection of messages A receives through corrupted parties
in an execution of protocol IT on F and x. A multi-party protocol IT for C is secure against
a semi-honest server and malicious clients if the protocol satisfies the following two privacy
notions:

e Privacy against clients For every adversary A corrupting parties {P;};ier with |T| =
t < N, for all N-input functions F € C and for all input sets x = (x1,...,xy) and
x' = (x],...,x}) such that x; = x/ forany i € T, for all y the range of F,

[Viewn a(F,x) : y = F(X)] ~ [Viewn a(F,x) :y = F(X)].

e Privacy against a server For every server S, for all N-input functions F € C and for all
input sets X = (x1, ..., xy) and X’ = (x{, ..., x)) such that x; = x/ forany i € T, for
all y the range of F,

[Viewn s(F,x) : y = F(x)] ~ [Viewn s(F,x) : y = F(X)].

Definition 5.3 (Malicious Circuit Privacy (Server Privacy)) Let I1 be a multi-party protocol
for a function class C. In the ideal-world execution of II, the computation of F € C is
performed through a trusted functionality F. Each party P; sends their input x; to F, the
server sends F to F, which performs the computation and sends the output F(x) to each P;
(i € [N]). Let Ideal £ s(F, x) denote the joint output of the ideal-world adversary (called
simulator) S, parties Py, ..., Py and the server S. Moreover, let Realr, 4 (F, X) denote the
joint output of the real-world adversary A, parties Py, ..., Py and the server S. The protocol
IT is maliciously circuit-private if for every malicious (and possibly unbounded) adversary
A corrupting any number of parties, there exists an unbounded simulator S with black-box
access to A such that for all N-input functions F € C and for all input sets x = (xy, ..., Xy),
Idealr s(F, x) =~ Realm, 4(F, X).

5.2 Construction

Our MPC protocol consists of four rounds, and is maliciously circuit-private in the plain
model. We follow the approach of [17] but require an additional round (the first round) that
computes the distributed setup.

Intuition of our construction The server evaluates the function over encrypted inputs sent
from the clients. The server then constructs a special decryption circuit that given as input a
secret key for the circuit-private MKFHE scheme and randomness used to generate the secret
key, decrypts the result of the homomorphic evaluation if the input secret keys are valid. Also,
the server sends a garbled circuit of the special decryption circuit to the clients. The difference
between real-world and ideal-world executions of the protocol is how to construct a garbled
circuit of the special decryption circuit. The simulator of the malicious circuit privacy for
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our MPC protocol generates a simulated result of the homomorphic evaluation by using the
simulator for the circuit-private homomorphic scheme, and compute a garbled circuit for the
special decryption circuit hardwired with the simulated result. Since the simulated result is
statistically indistinguishable from the result of the real evaluation, the garbled circuit is also
statistically indistinguishable from the one in the real-world execution of the protocol.
Building blocks We will use the following building blocks.

e Let MKHEcp = (dSetupp,cp, KGmcp, ENCmcp, Evalmep, Decmcp) be a maliciously
circuit-private MKFHE scheme with distributed setup.

e Let OT = (Q, A, D) be a maliciously sender-private OT protocol.

e Let GC = (GCircuit, GEval) be a projective circuit garbling scheme.

The description of our protocol IT is as follows.

o Inputs and outputs: The clients P; (i = 1, ., N) is given x; as input, and the server S is
given a function F on N inputs. Each P; outputs F(xy, ., xn) while S outputs L.

e Round 1: For i € [N], the client P; computes pp; <i dSetupmcp(l’\, 1V i € [N]), and
broadcasts pp; to other parties and the server S. Each of the parties P; and the server S
checks if pp; € [dSetuppcp(1*, 1V, j) for all j € [N]. If the check fails, the parties
abort the protocol. Let pp := (ppj)je[N].

e Round2:Fori € [N], the client P; runs (pk;, sk;) <i KGmcp (PP, i; rkG.i)- Lets and r be
the bit-size of sk; and r¢g_;, respectively. The client P; computes (ql.k , stf? ) <i Q(1*, sk 1)
for k € [s] (where sk; x is the k-th bit of sk;), and (g5 %, st™) & Q(I*, rg.i x) for

k e [r] (where rkg,; « is the k-th bit of rkg ;). Also P; computes a ciphertext ct; <i
Encmcp(pk;, x;), and sends (pk;, ct;, (ql.k)ke[Hr]) to the server S.
e Round 3: The input of the server S is a function F that takes on inputs x = (xq, ..., xn).

The server S selects a circuit C representing the function F. It then computes ct &
Evalncp(C, pp, Pk, (ct;) je[n]), Where we denote pk := (pkj)je[N]. Let g& pp,pk be the
following circuit:

8 pp.pk ((SKj» 7)) je[n)

_ Dec(sk, a) if (pkj, skj) = KGmcp(pp, j; rj) forall j € [N];
L otherwise

’

where we denote sk := (sk;) je(n]. The server S then generates a garbled circuit (G, e) <i
GCircuit(1*, g& pp.pk)s Where e = (X9, X}) jen(+s)). Foreach i € [N]and k € [r +

s], the server S computes af i A(q;‘, X X ). It finally sends

0 1

(=D (r4s)+k> X (=1)r+s)+
(G, (al{c)ke[rﬂ]) to the client P; for eachi € [N].

e Round 4: For i € [N], P; computes the garbled input X _1)¢+5)+k = D(al{‘, stf) for
k € [s + r]. The client P; broadcasts these to all the other clients, P; for j € [N]\{i}.

Each client computes y := GEval(G, (X ;) je[N(+5)])-
The security of our protocol is guaranteed by the following theorem.

Theorem 5.1 If MKHE,cp is semantically secure and maliciously circuit-private, OT is sta-
tistically sender private against malicious receivers, and GC is secure, then Il is a secure
MPC protocol with malicious circuit privacy.
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The proof of Theorem 5.1 is divided into the following three lemmas: the first two lemmas
state that the protocol IT has privacy against malicious clients and a semi-honest server, and
the third one is for saying the malicious circuit privacy of IT.

Lemma 5.1 (Privacy against Malicious Clients) Assume MKHEpcp is semantically secure,
OT is statistically sender-private against malicious receivers and GC is secure. Then, for any
y € {0, 1}, x,x' € {0, 1}V, F : {0, 1}V — {0, 1} and T C [N] such that x; = x| for any
ieT,

[Viewn, a(F,x) : y = F(X)] ~. [Viewn a(F,x) : y = F(x)].

Proof The ciphertexts {ct;} je[ny)\r obtained for x in the second round of the protocol are
computationally indistinguishable from {ct’j }jeln\r obtained for X’ by the semantic security
of MKHEcp. Let g and g’ be circuits obtained in the third round of IT for input x and
x/, respectively, where both circuits evaluate to y if a secret key and randomness for the

key generation are valid, and O otherwise. Let (G, e) <i GCircuit(1*, g) and (G, ¢') i
GCircuit(1*, g’). By the sender-privacy of OT against malicious receivers, A can obtain
at most one garbled input (token) for the corrupted clients. Let X and X’ be garbled inputs
obtained by e and ¢’ for the secret key and its randomness. Since both circuits evaluate to y on
garbled inputs corresponding to valid secret keys and 0 otherwise we have (G, X) ~. (G’, X')
by the security of GC. Also, @;’s and garbled inputs do not depend on the protocol inputs.
Therefore, the views of an adversary A in the executions of TT for input x and that for x’ are
computationally indistinguishable. This concludes the proof of lemma. O

Lemma 5.2 (Privacy against a Semi-honest Server) If MKHE,cp is semantically secure and
OT is receiver private against semi-honest senders, then for any y € {0, 1}, x,x’ € {0, 1}V,
and F : {0, 1}Y — {0, 1}, we have

[Viewn s(F,x) : y = F(x)] ~, [Viewn s(F,x) :y = Fx)].

Proof In the second round of I, each client P; (i =1, ..., N) sends OT-queries (qf)ke[,ﬂ]
to the server, and the queries do not depend on the protocol input. Thus, by the receiver privacy
of OT, they are computationally indistinguishable from OT-queries generated by using some
fixed string independent of the secret key and randomness. This in turn enables us to invoke
the semantic security of MKHEycp, and say that the server’s view in the case that the ciphertext
ct; in the second round message encrypts X, is computationally indistinguishable from the
case that ct; encrypts x’. This concludes the proof of the lemma. O

Intuition for the proof of the following theorem is given in the beginning of this section
(Sect. 5.2).

Lemma 5.3 (Malicious Circuit Privacy) If MKHEycp is maliciously circuit-private, then the
protocol T1 is maliciously circuit-private.

Proof Let Extmcp and Simmcp be the extractor and simulator that are guaranteed to exist by
the malicious circuit privacy of MKHEqycp. Here we show the construction of a simulator S
for I, where we can assume w.l.o.g. that the real-world adversary .A corrupts all the clients,
because we are not considering the privacy of the clients here.

e Step 1: The simulator S receives ppj for j € T = [N] from A. Denote pp* :=
(PP} jeN]-
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e Step2: Given (pk;, ct}, (4} Dkelr+sDier from A, S runs Extmcp to compute the corrupted
input X; := Extmcp(pp*, i, pk’, cty). It then submits them to the ideal functionality F
and obtains b* := F(X{,...,Xn).

o Step 3: Denote pk* = (pk’;)je[N]. The simulator S runs Simmcp to compute

~% $ .. .
ct® < Simmcp (PP*, PK, (Jj, Ct}) jerny, ),
then defines a circuit
g&*,pp*,pk*((Sij r])jE[N])
~. i (pk}, skj) = KGmcp(pp*, ji 7))
— Decmcp(sky, ..., sky, ct)) forall j € [N] .
0 otherwise

The simulator generates a garbled circuit (G*, e*) <i GCircuit(1*, ga*’pp*,pk*) where
e* = (X;fo, X;fl)je[N(rH)]. For all i € [N] and k € [r + s], the simulator S computes

alf"k i A(qi*k, X?i(ll)(r+s)+k’ X?ilfl)(rﬂwk)’ and sends (G*, (Cl,-*,k)ke[rﬂ]) fori € T to

e Output: In Round 4 of the protocol, no interaction between the server S and the clients
P; occurs. Since we are assuming that all clients are corrupted and controlled by A, the
simulator S need not do any action until A returns the outputs of the corrupted parties.
Finally, when A terminates with the outputs of the corrupted parties in the real-world
execution of I1, S just forwards the received outputs and terminates.

By the malicious circuit privacy of MKHEmcp, ct’ is statistically indistinguishable from
the real computation of Evalnhcp for F, and thus the garbled circuit G* is also statis-
tically indistinguishable from the one in the real-world execution of IT. Hence we have
Real, 4 (F, x) = ldealr s(F, x). O

Instantiations from LWE When instantiated MKHE,cp with our proposed schemes in
Sects. 4.2 and 4.3, we obtain Theorems 1.3 and 1.4, respectively.

6 Conclusion

In this paper, we constructed a maliciously circuit-private MKHE scheme for branching pro-
grams based on LWE as well as weak circular security of the (plain) MKFHE scheme by
Brakerski et al. [15]. We also showed how the obtained scheme can be combined with a plain
MKFHE scheme (such as [15]), to obtain a fully homomorphic maliciously circuit-private
scheme. To obtain this result, we relied on a somewhat non-standard circular security assump-
tion, but a similar assumption is required to show the security of the previous maliciously
circuit-private MKFHE scheme in [17]. Based on either of our MK(F)HE schemes, we built
a four-round MPC protocol with circuit privacy against semi-honest server and malicious
clients in the plain model, where the additional building blocks required for our protocol can
be instantiated assuming only LWE.
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