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Abstract

Bipartite secret sharing schemes realize access structures in which the participants are divided
into two parts, and all the participants in the same part play an equivalent role. Such a bipartite
structure can be described by the collection of its minimal points. The complexity of a scheme
is the ratio between the maximum share size given to the participants and the secret size,
and the Shannon complexity of a structure is the best lower bound provided by the entropy
method. Within this work, we compute the Shannon complexity of regular bipartite structures
and provide optimal constructions for some bipartite structures defined by 2 and 3 points.

Keywords Secret sharing - Bipartite access structures - Information ratio -
Shannon-complexity

Mathematics Subject Classification 94A62

1 Introduction

Secret sharing is a method to distribute sensitive information amongst participants (P) such
that only some predefined coalitions called qualified sets can recover the secret. A secret
sharing is perfect if the unqualified sets cannot compute any nontrivial information about
the secret. In this paper all secret sharing schemes are perfect. The set of qualified sets is
monotone and called access structure (I"). Secret sharing was introduced by Shamir [29] and
Blakley [4] independently and is used in many cryptographic protocols, e.g. secure multiparty
computation [3, 8, 9], multi-signatures [2], secure aggregations [6], attribute-based encryption
[21] and many others, see [1].
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Fig.1 A staircase defined by four

points (£ = 4), (1,4), (3,3), (4,1), )

(7,0)
4
3
2
1
0

We measure the complexity of an access structure with the information ratio, that is, the
largest amount of information each participant has to store about the size of the secret. If this
value is 1, then the access structure is ideal. Computing the information ratio of an arbitrary
access structure is usually a hard problem, the exact value is known only for small structures
and specific families, for example, access structures on at most 5 participants [19, 25], some
graph based [5, 14, 20, 22,23, 30, 32], a few bipartite [15, 18] and some ideal access structures
[7,17, 26,27, 31].

A secret sharing scheme is called k-threshold if the qualified sets are the ones that have at
least k elements [4, 29]. All participants in a threshold scheme have the same role, however,
in some applications for example in the case of hierarchy we want to provide more control for
certain participants, like leaders. A possible generalization is to divide the participants into
two parts and a set of participants is qualified if it contains enough elements from each part.
Instead of considering only one threshold pair (a threshold for each part), we can consider
multiple instances of pairs, for example, a set is qualified if it contains at least 5 participants
from the first and 2 from the second, or 3 participants from the first and 6 from the second
part. Such access structures are called bipartite [27]. Formally let P = P{U P>, PPN P, =0
and ny = |P1|, np = | P2|. The bipartite I is given by an integer £ and two integer sequences

O<xi<xx<...<x)<nandny >y >2y;>...2y >0 (D

such that A € T if and only if [A N P;| > x; and |A N P2| > yi for some 1 < k < £. The
sequence (x1, y1), - .., (x¢, y¢) is a staircase in the non-negative grid, see Fig. 1.

It is worth defining the widths wy = xx4+1 — xx and the heights Ay = yr — yx+1 of the
staircase as the complexity of the bipartite structure depends on the widths and heights and
not the actual coordinates of the points. The widths and heights in Fig. 1 are 2,1,3, and 1,2,1
respectively. The bipartite structure is regular if all widths are the same and all heights are
the same.

Padré and Séez [27] determined all ideal bipartite structures. Csirmaz, Matus, and Padré
[15] computed the value of the information ratio of some regular bipartite structures. Assume
all widths are w, and all heights are /. In this case, the staircase is regular.

e If w = h then the Shannon complexity of the structure is 2 — 1/w, that is independent
from £.

e If 4 = 1 and all the widths are w then for every € the Shannon complexity of the structure
is 1+ L0l
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Our first result is a generalization of these statements. We give a lower bound on the infor-
mation ratio for every regular staircase, more precisely we compute the Shannon complexity
of such access structures.

Farras et. al. [18] and Csirmaz et. al. [15] constructed optimal secret sharing schemes
on bipartite access structures given by two points (x1, y1), (x2,0) and three points
(0, 3)(1, 1), (3, 0) respectively.

Our second result is an optimal secret sharing scheme on bipartite access structures defined
by three points (0, x1), (x2, ¥2), (x3, 0). By duality, this also yields an optimal secret sharing
scheme to bipartite access structures defined by two points (x1, y1), (x2, y2) where x1, y2 #
0. Albeit the case y, = 0 was already solved by [18] as we mentioned earlier, we provide a
different optimal secret sharing scheme for this case too.

The paper is organized as follows. In the next section, we introduce the main concepts and
recall some of the results from previous works (focusing on [15]) that are essential for the
later sections. In Sects. 3 and 4 we present our results; we compute the Shannon complexity
of regular staircases in the former, and present the optimal secret sharing schemes in the latter.
Let P be a finite set of participants and I' C 2 be a monotone increasing set system on
P. The elements of I" are called qualified sets, while the other subsets of P are unqualified.
There exists a few different definitions of secret sharing, we use the one from [11].

Definition 1 A perfect secret sharing scheme S realizing I' is a collection of random variables
& forevery p € P and & with a joint distribution such that

(i) if A € I, then {§,, : p € A} determines &;;
(ii) if A ¢ I, then {§,, : p € A} is independent of &.

A secret sharing scheme is linear if the shares of the participants and the secret can be
represented as linear subspaces of a vector space.

The complexity of a secret sharing scheme is the ratio between the maximum share size
of the participants and the size of the secret. The information ratio measures the complexity
of the most efficient secret sharing scheme.

Definition 2 Let I be an access structure. Then the information ratio of I is

H(&p)

o (I') = inf max ——
s peP H(&s)

where H () is the Shannon entropy and the infimum is taken over all perfect secret sharing
schemes S realizing I'.

The linear complexity of an access structure is

M) = inf max HEp)
S linear peP H (&)

)

and clearly o (I') < A(T").
Define f to be the normalized entropy function, i.e. f : 2F > Rand f = H ép:pe
A)/H (&) where H is the Shannon entropy, A C P and s is the secret. Using the properties
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of the entropy function [16] and the secret sharing we have [10]

(1) f@) =0, and in general f(A) >0 (positivity);

2) f(B)= f(AIfACB (monotonicity);

B3 fLA+fB)=f(ANB)+ f(AUB) (submodularity);

4 f(B)=> f(A)+1if A C B and B is qualified 2)
but A is not (strong monotonicity);

&) f(A+fB)= f(ANB)+ f(AUB)+1, if
both A and B are qualified but A N B is not (strong submodularity).

Let f be any real-valued function satisfying (2). Then any lower bound given to
max,ep f(p) is also a lower bound for the information ratio. The value

k() = m;n rvnga&( f)

is called Shannon complexity and can be computed by solving the corresponding LP. Usually,
the LP is too large to be solved, and its size is exponential in the number of participants,
however, in the case of bipartite structures due to the symmetry the number of inequalities can
be decreased drastically. We enlist the reduced version of (2) from [15]. f is now a function
on the grid, for more details see [15]. In the strong variants, we use f* and f° to emphasize
that the argument is qualified and unqualified respectively.

f@,j)=0,70,0=0 non-negativity
FG+1,7)—fG, ) 20}

SG, j+D)—fGj=0
fGHN—fG-1,)H)—-G+1Lj)—-fGJj)=0 }
fG@ H—fGj+0)) -G j+D—fGE4))=0
(fG+Lj)H—fa,jH—a+1,j+H)—-fG j+1)=0 submodularity - 2(3)
Sfa+1,))— oG, ) Zl}

oA, j+D—foG, =1
(feaD—=rea=L)—-GC+1Lj)—fG 50 Zl}
(fe@D—roGi+0) -G j+hH—rG 7)) =1
(fG+1,)—fr°6,j))—(*G+1,j+1)— f°G, j+ 1) >1 strong submod. - 2

monotonicity

submodularity - 1

strong monot.

strong submod. - 1

Finally let H = f(1,0), and V = f(0, 1). Determining the Shannon complexity is
equivalent to the following problem:

k() = ir}f{max(H, V) : f satisfies (3)}. 4)

Every submodular function f on the non-negative grid that satisfies (3) yields an upper
bound for «. (3) is only needed to be satisfied for adjacent points on the grid, therefore it is
more convenient to give the values of f as the difference between two adjacent points on the
grid. We assign the differences to the edges that connect the points (Fig.2). As f(0,0) =0,
the values assigned to the edges determine f uniquely. (3) can be reformulated in terms of
edge values [15]. We note that an additional property, consistency, has to be satisfied as well.

e Monotonicity - edge values are non-negative.

e Consistency - on each 1 x 1 square, the sum of the left and top edges
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Fig.2 Non-zero edge values for a
submodular function f (the 63
values are multiples of 1/3). The
bipartite structure is defined by
points (1,5), (2,2), and (5,1). The 53
qualified points are the ones
above, to the right or on the solid o N
line. The value of f at any point 43 J
is the sum of the differences all 4 1
alqng any shortgst path from the 3 4 4 1 1
point to the origin
4 1
2 —5——5——a——2
i : 4
1—5 5 3 3 3
f f 4
0—> ) 4 4 3

Fig.3 Lemma 1. The points may k VA m

be on a vertical line, in the order

A, B, C, D from bottom up —© © © o—
A B C D

equals the sum of bottom and right edges.

e Submodularity - values are decreasing from left to right, and from bot-
tom up (both for vertical and horizontal edges).

e Strong monotonicity - an edge between a qualified and an unqualified
vertex has a value at least 1.

e Strong submodularity 1 - the increment between two adjacent horizontal
(vertical) edges is at least one if the second edge has two qualified endpo-
ints and the first edge has only one.

e Strong submodularity 2 - in an 1 x 1 square with three qualified nodes

the left edge is at least 1 more than the right edge.
(&)

We do a little abuse of notation as we denote both the point of the grid and the value of
f in that point with the same notation such as A, B, A1, etc. We recall three lemmas from
[15]: Lemmas 1, 2 and 3. The first two are used in Sect. 3, to calculate a lower bound on the
Shannon complexity while the third is needed in Sect. 4 and it provides a lower bound for
the Shannon complexity based on the maximal width.

Lemma 1 With the notation of Fig. 3

(a) B;A > CZB,

(b) T = S

(c) if A is unqualified, B is qualified, and there are s qualified nodes between A and B (not

including B), then TA > % + %

Lemma2 Let A, B, A', B' be as in Fig. 4. Then B — A > B' — A’ + =¥
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Fig.4 The arrangement of the k
points in Lemma 2.

O

A B

A B
Fig.5 Regular staircase with | w
width w = 6 and height h = 4 l
h
w
f—/%

Lemma 3 Suppose I has a step of width w = wy = ix4+1 — ix > 2 such that i # 0. Then
k() >2—-1/w.

Finally, we need the concept of duality. The dual of an access structure I consists of
the complements of the unqualified subsets of I', ' = {P — A | A ¢ TI'}. Especially
the minimally qualified elements in I'! are the complements of the maximal unqualified
elements of I". Clearly (I't)1 = I'. There is a close relationship between an access structure
and its dual as A(I") = A(I'1) [24]. We mention that there is a similar connection between
the Shannon complexities, « (I') = «(T'4) [13], however, it is unknown if the same holds for
the information ratio.

2 Shannon-complexity of regular staircases

The main result of this section is the following theorem.

Theorem 1 Consider the regular staircase I of width w, height h and length £ where x1 # 0
and w > h ( (x1, y1) is the leftmost point). Then

(tw—-1C2w—-1)

k() = .
h—DHw+ Qw+£—2)(w—h)

The Shannon complexity only depends on if x; # 0, the exact value is not important.

We note that Theorem 1 gives back the values from [15] for the special choice of £ and
h.If £ =2 or h = w then clearly the Shannon complexity is 2 — 1/w and with the choice
h=1,itis £l

We prove Theorem 1 in two separate parts. First, we compute a lower bound using the

reduced entropy inequalities, then we construct an f function on the grid satisfying (5).
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Fig.6 The arrangement of the w
points in Lemma 3.
AB C
D E| F
h
G A B

2.1 Lower bound

Theorem 2 Consider the regular staircase U of width w, height h and length £ where x1 # 0
and w > h ((x1, y1) is the leftmost point). Then
Lw—1DQRw—1
(T) > (fw—-DQw -1 _
h—Dw+ Qw+£—2)(w —h)

Before we start the proof of Theorem 2, we introduce two lemmas that are two different
generalizations of Lemma 2. The lemmas estimate the increment of the values in the grid for
one step on the staircase at two different places.

Lemma4 Let A,B,C,D,E,F,G,A’, B’ be points as in Fig. 6. Then

-V -1V F-B
B_A—(B—ay> 2=V _ =DV, .
w—1 w w

Proof Recall that V = f(0, 1) is the maximal vertical value. By part (c) of Lemma 1 we
have

C
B—A> + 1. (6)
w—1

First, use the consistency for the BC D E rectangle, then the strong monotonicity for CE, the
(a) part of Lemma 1, and that B — D is at most the vertical maximum V':

C—B:(C—E)-}-(E—D)—(B—D)z1+wT_I(F—D)—V. @)

Substituting (7) in (6) yields
F-D w-V
w w—1"

®)

Applying the consistency for the DFG B’ rectangle, then the (b) part of Lemma 1 and that
D — G is at most & — 1 times the vertical maximum results in:
F-D=(F-B)+B -G)—(D-G) >
>F—B +wB —A)—(h-1V. Q)

Finally substituting (9) into (8) yields the statement of the lemma. ]

Lemma 5 With the notation of Fig. 7,
w—V B-—D

(B—A) = (B' =AYz~ — .
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Fig.7 The arrangement of the w
points in Lemma 4
AB C
h
D E
F A B
w w
C; D;
h
AiaBi
Ci—iDi1
Fig.8 The points from Lemmas 3 and 4 in the same diagram
Proof By part (c) of Lemma 1,
C—-B
B-A> +1, (10)
w—1
by the consistency of the rectangle BC DE we have
C—-B=(C—-E)+(E—-D)—(B-D). an
C — E > 0 because of monotonicity. The consistency for the rectangle DEFA’ yields
E—-D=(E—-A)+ (A —F)—(D—F). E— A’ > 1 because of strong monotonicity,
A" — F > (w—1)(B’ — A’) by part (a) of Lemma 1, and D — F < V, thus
E—-D>1-V+(w-1)(B —A. (12)
Substituting (11) and (12) subsequently into (10) finishes the proof. ]

Proof (Theorem 2): Let B, be the leftmost corner point of the staircase, that is (x1, y;) and
Ay is the one strictly left to By. As H > By — Ay, our goal is to estimate By — A, using only
w, h, £ and V. First, we only restrict our attention to one step on the staircase.

With the notation of Fig. 8 the statement of Lemmas 4 and 5 respectively yield

w—V (h—l)V D; — Bj_

Bi — A —(Bi-1 —Ai—1) > — + , (13
w—1 w w
w—V D;, — B;_
D; —Ci —(Di-1 —Ci—1) > - = —. (14
w—1 w—1

@ Springer



Secret sharing on regular bipartite access structures 1959

Adding up (13) with (w — 1) /w times (14) cancels out the D; — B;_1 part, the remaining
is
w—1
Bi — A — (Bi-1 — Ai—1) + e (Di — C; — (Dj—1 — Ci—1))

w—V h-1)V w-V 2w — 1 1 h
w—1 w w w—1

s)

w—1 w

The left-hand side is a telescopic sequence, while the right-hand side contains only fixed
values and V. Adding up the inequalities (15) fori =2,3,...,¢ — 1 we get

w — 1
By 1 —A¢g 1 — (B — A+ —u (Dg—1 —Cp—1 — (D1 —C1)) =2 (£ —=2)A (16)

Clearly By—1 — A¢y—1 < H, and Dy — C; > 1. Lemma 2 implies that B; — A; >
L=V +D;—Cifori =landi = £—1.Thus Bj— A} > =7 +1,and 21 (Dy_1 —C_1) <

w—1
w—1 H— w=V

w w
Substituting each of these bounds into the inequality (16) we have

w—V w—1 w—V w—1
H — -1+ H — — =

w—1 w w w
2w —1 1 1 w—1 w
w w  w-—1 w w—1
2w—1 2w —1 Qw —1)2
=H +V — > —-2)A.
w w(w — 1) w(w —1)

Substituting back the value of A yields
HQw? = 3w+ 1)+ V(wht —2h +£) —ht +2h — 1) > Qw — 1)(fw — 1).
The left hand side can be bounded from above by max(H, VIQw? — 3w+ 1+ wht —
2h 4+ €) — he + 2h — 1), therefore
(w—-1DQRw—1)

max(H, V) > .
“h—DHw+ Qw+£—2)(w—h)

m}

Theorem 3 Consider the regular staircase I of width w, height h and length £ where x1 # 0
and w > h ((x1, y1) is the leftmost point). Then
Lw—1)QRw—1
() < (tw-DQw -1 _
h —Dw+ Qw+ £ —2)(w —h)

a7

Proof We construct the function f, more precisely the non-negative grid satisfying (5). Let wg
be the minimal number of participants such that all qualified sets have at least wq participants
from Pj. Similarly, let 4o be the minimal number of participants such that all qualified sets
have at least /¢ participants from P,. The value of « (I") does not depend on the exact values
of wg and hyg, just on the fact whether wq and & are zero or not.

Instead of giving values to all edges on the grid, we focus on rectangles of width 2w and
height 4. The four coordinates of the rectangle, denoted by M; are (wo+ (£ —2—i)w, ho+ih),
(wo+U—=i)w, ho+ih), (wo+{—i)w, ho+(i+1)h) and (wo+ (L —2—1)w, ho+ (T +1)h).
The value of i goes from O to £ — 1. The last rectangle, M,_ is shorter if wg < w.

First, we specify the values of the edges in M (see Fig.11 for general or Fig.12 for
concrete values), this is the most important part of the proof. Next, we show how to modify
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\
T L4
"o Wo = w w4+ 2w wh =+ 3w wh =+ 4w

Fig. 9 First we define the values of the grid for rectangles of size (2w x h), which are marked in red, e.g.
My,My,...,M;_1 (Color figure online)

r 70,0 ‘ 70,1 ‘ ‘ T0,w—1 T T0,w —’7 *‘r T0,2w—1

€0,0 €1,0 2,0 Cw—1,0 Cw,0 Cw+1,0 C2w—1,0 C2w,0
71,0 1,1 TLw—1 f4— T1,w T1,2w—1 +

co,1 c1,1 c2,1 Cw—1,1 cw,1 Cw41,1 Co2w—1,1 Cow,1
— 72,0 T2,1 T2,w—1 44— T2,w T2,2w—1 <‘
—Th—1,0 4— Th—1,1 ———— -+~ Th—1,w—1 | Th—1,w — .-+ rh 1,2w—1

€0,h—1 C1,h—1 €2,h—1 Cw—1,h—1 Cw,h—1 Cw+1l,h—1 C2w—1,h—1 F2w,h—1
L Th,0 ‘ Th,1 ‘ Th,w—1 L Th,w J— —L Th,2w—1 J

Fig. 10 Row and column values in a rectangle

M)y to get the edge valuesin M; i =1, ..., ¢ — 1 (see Fig. 12 for example). At this stage, all
the edge values are determined inside the union of the rectangles. The last step is to extend
the values to the whole grid.

Let V be the right hand side of the inequality in (17) and define o = and B = 2w7 i
Denote the jth value in the ith column with ¢; ; and similarly denote the jth value in the ith
row with r;; starting the indexing from 0 as in Fig. 10.

The values cg,0, ¢1,0, - - - , Cw,0 form alinear sequence starting with cp,o, = V and decreas-
ing by o, and ¢y41.,0, - - -, C2w,0 are all zeros. Thatisc; o =V —ia fori <wandc; o =0
ifi > w.coj,c1,j,...,cow—1,j j > 0is also a linear sequence starting from co, ; = V and

decreasing by 8. Hence ¢;, j = V —ifif i <2w — 1 and ¢2y,; =0, j > 0 in both cases.
The values in the first row are different from the other rows just as in the column case:
ro,j =1—aif j <w—1landrg; = 0 otherwise. r1 j, 12 j, ..., 4, j is a linear sequence
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r 1=y T 1=y -’— —r 1=y |
Yw—1t+ Yw—-2+ Yw-3+ Y1+ 0+
— 0+ —— 04 —— +++ —— 0+ —— 0+
Toaw—1 T2w—2 T2w—3 LTw+l T Tap—1 Tw—2 T1
—xi+ +— o1+ —— o —— 1+ +— 1+ = 21 r1
Toaw—1 T2w—2 LT2w—3 LTw+l T Tap—1 Tw—2 T
— To+ — T2+ —— 0 —— T2+ +— T2+ J— T2 T2
Th_o+ | Th—2+ — oo — Tp_o+ | Th—2+ | Th-2 Th—2
T2w—1 T2w—2 T2w—3 Lw+1 Tw Tw—1 Tow—2 1
Th—1+ ! xp_1+ L J Th-1+ l wh,l-&-‘. Tho1 ‘ ‘ Tho1

Fig. 11 The values in M. The empty edges are 0, x; = i, y; = i«, and + means that we add +1 to the
value. E.g. 0+ means 0 4+ 1 =1

for j =0, ..., 2w. The only difference is that if j < w, then the linear sequence starts from
riyj=landr; j =1+ @G —1)B,andif j > w,thenr; j =0andr; ; = (i — DB.

We note that all elements in a column are identical except the first one. Similarly, except for
the first row, the elements in all rows are almost identical, but the elements in the non-qualified
part are larger by 1.

Figure 12 presents the values of f in My (bottom), in M (middle) and in M, (top) for the
case of £ = 3, w = 4, h = 3. The Shannon complexity is 77/41,« = 12/41, = 11/41 and
A = 7/41. For simplicity, we omit the zeros and the denominators. The thick line separates
the qualified and the unqualified sets (points on the line are qualified too). The four lower-
right edges of M| and M have the same value as the four upper-left edges of My and M;
since these edges are identical.

It is easy to check that the grid satisfies consistency, nonnegativity, monotonicity, and
submodularity. It also satisfies strong monotonicity and strong submodularity.

‘We now construct M from M. he column values are identical and the row values are
almost the same, the only difference is that we add A =rg o —rpp = (1 —a) — (h — 1)B
to each row value except the last element of each row, see Fig. 12. My, M3, ..., M;_, are
constructed from M similarly, the columns are unchanged, and in M; we add (i — 1)A to
each row values. Finally, in M,_ the first value of each column is 0, and the rest is the same
as in M. The row values are constructed by adding (£ — 2) A to each value, except the first
w values of the Oth row. These values are all (¢ — 2)A + 1, which are equal to the first w

values of the first row, see Fig. 12. It is clear that M; satisfies (5) fori =1,...,¢ — 1, too.
Notice that M; and M;; have a common line segment of length w. A was chosen in
a way that the first w row values in the Oth row in M; (which are (1 — y +iA,..., 1 —

y + iA,iA)), are equal to the last w row values in the Aith (last) row in M; (that is
((h=DB+G+DA,....(h — DB+ (G + 1A,iA)), thus these values are equal. (5)
remains true if we consider the union of M; i = 0, ..., £ — 1. The only non-trivial inequality
is the strong submodularity for the column values where M; and M;;; meet. It is enough
to check for My and M| because the column values are equal in each rectangle. The values
in the ith column are: V — i in My and (w — 1 — i)B in My, thus all we need is that
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=55 55 55 55 wm— 14 —— 14 —7— 14 —— 7 —
*5515515515514%*14%*1474
" 66 55 44 33 22 11
*66+66+66+66**254*254*25ff74
" 66 55 44 22
L77J~77J~77J~77<|—36J—36J—36——7—
r36—r36—r361—7—f7 7 7

7 65 53 41

P48+48+48+48

" 66 55 44 33 22 11
P59+59+59+59**184*184*18

7 66 55 44 22
L7OJ~70J~70J~70<|—29J—29J—29
r29—r29—r29 |

T 65 53 41

P41+41+41 41

" 66 55 44 33 22 11
P52+52+52+52ff11%*11%*11

7 66 55 44 22

L63J~ J* J*63<L22J—22J—22

Fig. 12 An example of the edge values on the grid

ai =V —ia)—(w—1—-i)B > 1.ap,ay,...,ay—1 is a linear sequence, the first element
isV —(w—1)B=wp > 1, and the last element is V — (w — 1) = 1, hence all elements
of the linear sequence is at least 1.

-1

Let M = |J M;. We have defined all the edge values in M, we extend these values for
the whole grild. ’

First, we complete the upper right part of the grid. All column values are 0. For the row
values, consider the uppermost row values of M, and give the same value to all row values
that are above it as in Fig. 14. The column upper border of M is all zero, thus the consistency
remains true. The upper bound part clearly inherits the monotonicity and submodularity of
M. All points are qualified thus the strong variants need not be checked.

The left lower part can be extended similarly. The column values are now V, and for the
row values, consider the lowermost row values of M, and give the same value to all row
values that are below it as in Fig. 15. The column lower border of M is all along V, thus
the consistency remains true. The lower bound part clearly inherits the monotonicity and
submodularity of M. All points are unqualified thus the strong variants need not be checked.

Set the value of all the edges both in columns and rows right from M to zero. Now the
only undetermined values are the edges left from wg — w (if they exist). Let all row values

@ Springer



Secret sharing on regular bipartite access structures 1963

N

0 2

ho

Wo

Fig. 13 Values in M (area demarcated in red) are known, we need to extend it to the whole grid (Color figure
online)
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Fig. 14 Above M, the value of every vertical edge is 0, and the value of a horizontal edge is the value of the
one strictly below it

Fig. 15 Below M, the value of

every vertical edge is V, and the

value of a horizontal edge is the ]

value of the one strictly above it 1 m‘;ﬁﬁjﬁj vy
VYV VWYV
VYV YWY
[N
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L0 L o 0 o

be 1 + (h — 1)B + (£ — 1) A (this is the largest value in My _1), all column values below the
y = £h — 1 line be V, and the values above that line be 0.

We have defined the values for the whole grid. The largest column value is clearly V, and
the largest row valueis 1 + (h — 1) + (£ — 1) A.

Recall that«, 8, and A were chosenaso = 5—:}, B = ML_], andA = (1—a)—(h—1)B.1t
is aroutine to check thatusing V astheboundin (17), A > 0,and V = 14+(h—1)+({—1)A)
indeed, which finishes the proof. O
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Theorem 4 Consider the regular staircase T of width w, height h and length € with x; = 0
and w > h ((x1, y1) is the leftmost point). Then
(£ - Dw - DHQRw — 1)

k() = .
(C=Dh—Dw+ Qw4+ —1)—2)(w—h)

Remark: The Shannon complexity of I is the same as if we consider the regular staircase
of width w, height 4, and length ¢ — 1 for which x; # 0.

Proof A regular staircase of width w, height 4 and length ¢ contains every other regular
staircase with the same width, height, and less length (the containing does not depend if the
leftmost point of the staircases is on the y axis or not). Thus the lower bound for « (") is
trivial.

L 2

For the upper bound construct the values for My, M1,...,My_5 as in the previous proof.
For M,_1, only the right w x h part is in the non-negative grid, hence we only need to define
the values in that part. Let the right part of M,_; be the right part of M,_; increased by A.
The values in the grid can be easily extended to the whole grid.

The largest vertical value is V = «(I"). The largest horizontal values are now in the Oth
row of My_> (or equivalently in the sth row of M,_;), thatis 1 4+ (h — 1)8 + (£ —2)A. The
same calculation can be applied as before to show that this is equal to « (I"). O

3 An optimal secret sharing scheme

We investigate the bipartite access structure given by the three points, (0, m +k), (¢, k), (n+
£,0) for m, k, n, £ € N. The Shannon-complexity of this access structure is 2 — 1/n [15] if
n > m, but it was unknown if this bound can be achieved. We were able to create an optimal
secret sharing scheme for this family of bipartite access structures. The optimal secret sharing
scheme for the case (m, k), (m +n, 0) was created in [ 18], we also present a different optimal
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scheme. Our schemes are linear: the shares of the participants and the secret are represented
as linear subspaces of a vector space. By the duality, our construction yields an optimal secret
sharing scheme for bipartite staircases defined by two points if neither of them is on the axes.

It is more convenient to make our constructions over the reals. It does not make any
difference because for any vector space V over R and finitely many vectors {v; € V :i € I}
there is a vector space W of the same dimension over every finite field ¥ of large enough
characteristic and vectors {w; € W : i € I} such that for every I’ C I, the dimension of the
subspace spanned by {v; : i € I’ is the same as the dimension of the subspace spanned by
{w; :i € I'}[28].

An optimal secret sharing scheme for the bipartite staircase defined by points (0,3),(1,1),(3,0)
was presented in [15]. That work has served as a starting point for us, our construction uses
the same techniques but in a more general way.

Before we start the proof, we would like to introduce an important concept from [15] that
will be used in the proof. The construction requires the use of independent values, we refer
to these as generic numbers. To be more precise, if we consider all vectors as rows of a huge
matrix then any £ x k submatrix that contains a generic entry is non-singular. This can be
achieved easily by choosing all unspecified values to be algebraically independent.

We begin our construction for the bipartite access structure defined by the points (0, m +
1), (1, 1), (n 4+ 1, 0). This construction will be the base of our secret sharing schemes, as all
the other construction can be obtained from it by only making small modifications.

Proposition 1 There exists a linear scheme with complexity 2 — 1/n for the bipartite access
structure U defined by the points (0,m + 1), (1,1), (n + 1,0) where n > m, n,m € N,
n,m>1.

Proof Following ideas of [15], we represent the shares of the participants and the secret
with a linear subspace of a linear space. The actual shares (and secret) can be computed by
orthogonal projection of a random element of the vector space on these subspaces. Denote
the subspace assigned toa € Py, b € P and the secret by E,, E and Eq respectively. First,
we summarize the requirements that the construction has to satisfy.

(a) forevery a € Py and b € P», the linear hull of E, U E}, contains Ey;

(b) For every n + 1 participants from Pj, the linear hull of subspaces assigned to them
contains Ej.

(c) For every m + 1 participants from P,, the linear hull of subspaces assigned to them
contains Ey.

(d) For every n participants from Pj, the linear hull of subspaces assigned to them intersects
Ey trivially.

(e) For every m participants from P,, the linear hull of subspaces assigned to them intersects
Ey trivially.

Let N = n® 4+ 2n — 1 be the dimension of the vector space we work in. For every a € P;
and b € P>, E, and E}, are of dimension 2n — 1, while Ej is an n dimensional subspace. We
define the subspaces with their bases.

The construction uses strings (vectors of length shorter than N) of different lengths. To
make it easier to follow we write the length as superscript. For example, v¥ denotes a string
of length k, eiN denotes the string with 1 in the ith coordinate and 0 in every other, 0 is
a string with all k coordinates zero, and finally, o is a string of length k with k different
generic elements, each chosen independently.
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1 a1 Qo 0 0 |ar ag ag O 0 O 0 0 0
1 Qa3 QY 0 0 0 0 0 ar  ag Qg 0 0 0
E,=11 a5 Qg 0 0 0 0 0 0 0 0 a7 ag «ag
0 0 0 1 0 0 0 o o0 o0 o o0 0 o0
0 0 0 0 1 0 0 o o0 o0 o o0 0 o0
1 0 0 B B|Br 0 0 B 0 0 0 0 0
1 0 0 B3 B4 |0 Bz 0 0 B O O 0 O
E,b=|1 0 0 B B|0 0 B 0 0 B 0 0 0
0 1 0 0 0 0 O o 0o o0 o0 0o 0 0
0 0 1 0 0 0 O o o0 o o o0 o0 o
S1  S2  S3  S4  Sp 0 0 0 0 0 0 0 0 0
EO = S6 S7 S8 S9 S10 0 0 0 0 0 0 0 0 0
S11 S12 513 S14 S15 0 0 0 0 0 0 0 0 0
Fig.16 E,, Ep, Eginthecaseofn =3, m =2, ay,..., a9, By, ..., B8, 51, - .. S5 are generic values. The
basis vectors are in the rows of the matrices.
The secret Eg can be generated by n vectors. The basis is: sl.z"_IO”2 fori =1,...,n

where sl.z” “lis composed from 2n — 1 generic values. We note that the last n? coordinates

of s € Eg are 0.

The vectors that are in the basis of E, and E} are composed of two parts. The first 2n — 1
coordinates of E, and E}, are used to recover the secret (as the secret has non-zero coordinates
in only these places), while the goal of the second n? part is to provide security if there are
at most n participant from Py or m from P;.

The subspace E, assigned to a € Pj can be generated by 2n — 1 vectors. It is useful
to define yl."z € R" as a concatenation of n(i — 1) zeros, «", and n(n — i) zeros: yi”2 =
(0"G=D " (""=D) Tt is important that each yl.”z uses the same generic « for every i =
1,...,n. Now we can present a basis of E,. There are two types of vectors in E,, for an
example see Fig. 16:

o First type: xiN = (1!, al.”_l,O”’l, yi”2) fori =1,...,n. af'_l consists of different
generic values for every i.
e Second type: eleori =n+1,...,2n—1.
The subspace assigned to b € P, canbe generated by 2n— 1 vectors. §;"" € R™" is a vector
of length mn, starting with i —1 zeros, then 81, B2, . .., B generic values separated with 07!
each, and finally n — i zeros in the end: 8" = (0°~!, B, 0"~1, o, 0", ..., By, 0",

B, 0"1). The generic values with the same index are the same for every §!"". The basis of
E}, is (see Fig. 16 for an example):

o First type: yiN =" o, pi"_1 , 8{””0("””)") fori =1,...,n. p;’_l is composed from
n — 1 generic values, which are chosen independently for each i.
e Second type: elN fori =2,...,n.

We note that with the choice of m = n = 2, the bipartite access structure is (0,3),(1,1),(3,0)
from [15], and this secret sharing scheme is identical to the one they presented. The proof
that conditions (a)—(e) hold is also similar to the one in [15] but it is more complex due to the
larger size and more number of vectors. Our goals in (a)—(c) are to show that the subspace
corresponding to a qualified set contains ey, ..., e2,—1, while in (d)—(e) we show that the
intersection of the subspaces assigned to the secret and an unqualified set is trivial.
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(a) eﬁv, e eévnfl isin E, U Ep, hence we only need to show that e{v is in the linear hull of
€ E, U Ey,. There is a non-trivial linear combination of x¥, ..., xY, yN, ..., y¥ such
that the last n2 coordinates are 0s. If " = (¢1, ..., 1,), then

m n
Z Bi 7/inz _ Z t (almno(nfm)n) — Onz’

i=1 i=1

m n
2
2Bl =3yl =0

i=1 i=1

where 2"~ is 2n — 1 non-zero values, the exact value is not interesting. 1,[/2"_10"2 and
eVi=2,...,2n — 1 are in the linear hull of € E, U Ej, hence Y10 +21-2 also for
some non-zero ¥ and so thus e{v too is in the linear hull.

(b) First we note that elN fori = n+1,...2n — 1 is in the linear hull. Consider xiN for
all the n + 1 chosen participants from Pj;. These have n non-zero coordinates in the last
n? coordinates, all in the same positions, hence the vector (11, w”_l, 0"2+"_1) is in the
linear hull of these n + 1 vectors for some non-zero "~ !. Computing these values for
i =1,...,n, we get n different vectors with all zeros but the first n coordinates. These
are generic, hence these n vectors must be linearly independent and therefore the linear
hull of the vectors must contain e{v e e,’,v .

(c) The same works as in (b), the only difference is that there are only m + 1 participants,
but there are only m non-zero values in the last n? coordinates, so that is not a problem.

(d) First consider only the n? vectors of the first type. The last n? coordinates of the vectors in
E are zeros, thus a non-trivial linear combination must have the same property. However
as " is generic, the n? x n? matrix made from the last n? coordinates from all the n2
vectors of the first type must be non-singular. Therefore there is no non-trivial linear
combination of vectors of the first type with zeros in the last n* coordinates. The linear
hull of eflv IRTRE egl_l intersects Ey trivially, because E is generic, hence the linear hull
of the subspaces intersect Ey trivially as well.

(e) The proof is essentially the same as for part (d).

m}

Theorem 5 There is alinear scheme with complexity 2— 1 /n for the bipartite access structure
I" defined by the points (0,m + k), (£, k), (n + £,0) where n > m, n,m, k, ¢ € N, and
m,n, k,>1.

Proof We use the previous construction as a base and slightly modify it. The main idea is
that if we add a new coordinate with a generic value to the end of each vector in the previous
construction, then a new participant is needed to eliminate this extra coordinate. We need
to execute that step independently for all vectors in E, or Ej if we want to increase the
participants needed from P; or P,.

First, we show the constructions for the bipartite structures defined by the points
O,m+1),2,1),m + 2,0) and (0,m + 2),(1,2),(n + 1,0). The construction for
©O,m + k), (€, k), (n + £,0) can be established by combining the two methods separately
multiple times.

O, m+1), 2, 1), (n+2, 0): Extend each vector with 2n — 1 coordinates. Let eiz" ~! denote
a string with a generic value at the ith coordinate, and zeros in the others. The new share of
a € Pyis:

. (xl.N,eiznfl)fori= 1,...,n,
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1 o1 0 a3 QY 0 0 (675 0 0

Ea = 1 (%) 0 0 0 Q3 (6 7] 0 (673 0
0 0 1 0 0 0 0 0 0 a7

1 0 AlB 0 0 0 0 0 0
E=1 0o B|l0 B 0 0 0 0 0
0 1 0 0 0 0 0 0 0 0

B = S1 S92 S3 0 0 0 0 0 0 0
7 \ss s5 s |0 0 0 0 0 0 0

Fig.17 E,, Ep, Ep inthe case of n = 2, m = 1. We add a generic value to the end of every vector in the base
of E,4, while only zeros in the case of Ej and Eg

o eV, e HYfori=n+1,...,2n—1.

|2
The share of b € P and the secret are only changed by adding 0>"~! to the end of all vectors.

O, m +2),(1,2), (n + 1,0): The construction is very similar to the previous one. The
only difference is that we add eizn ~! to the end of the vectors in E », b € Py, and 021 to the
end of the vectors in E,, a € Py.

To get a secret sharing scheme on (0, m + k), (¢, k), (n+ £, 0), perform the first extension
step (as for (0, m + 1), (2, 1), (n +2, 0)) £ — 1 and the second extension step (as for (0, m +
2),(1,2), (n+1,0)) k — 1 times one after the other.

The arrangement realizes the bipartite structure (0, m—+k), (¢, k), (n+¢, 0) if the following
five conditions hold:

(a) For every £ participants from P; and every k participants from P,, the linear hull of
subspaces assigned to them contains Ej.

(b) For every n + £ participants from P;, the linear hull of subspaces assigned to them
contains Ey.

(c) For every m + k participants from P,, the linear hull of subspaces assigned to them
contains Ey.

(d) Forevery n+ € — 1 participants from P and every k — 1 participants from P», the linear
hull of subspaces assigned to these participants intersect Ey trivially.

(e) Forevery ¢ — 1 participants from P; and every m + k — 1 participants from P,, the linear
hull of subspaces assigned to these participants intersect Ey trivially.

We prove that the constructed secret sharing scheme satisfies all of these conditions. First,
let v and w be two vectors with the following properties: supp(v) = supp(w) (supp(v)
denotes the support of v), the first coordinate of both vectors is 1 and the other non-zero
coordinates are different generic values. Denote the index of one of the non-zero coordinates
by i, i # 1. It is possible to construct a new vector v’ (or in other words eliminate the i
coordinate of v with w) such that the first coordinate of v’ is 1, and supp (v') = supp(v)U{i}.
The construction of v’ is easy, v/ = wliw (w;v — v;w). (v; and w; are the ith coordinates of
v and w respectively, v; # w;).

(a),(b),(c): Every vectorin E,, a € Py has £ — 1, and every vector in Ep, b € P, hask — 1
extra non-zero coordinates in compare to the construction in Proposition 1. However there
are { — 1 more participants from Pj in (a) and (b), and k — 1 more participants from P in
(a) and (c). The share of each of those extra participants can be used to eliminate one extra
coordinate from the vectors of the others (see the method above). As the number of the extra
non-zero coordinates and the extra participants are equal, therefore after eliminating all the
extra coordinates, they can recover the secret as in Proposition 1.
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Fig. 18 E} in the case of (1,1),(3,0)

(d): Suppose that there exists a non-trivial linear combination of the vectors of the partici-
pants that is equal to a vector s from Ep. We note that s has only zero coordinates, except for
the first 2n — 1. The last (k — 1)(2n — 1) coordinates of every vector from E,, a € P; is 0,
however, if we put the last (k — 1)(2n — 1) coordinates of all the 2n — 1 vectors of all the k — 1
participants from P, in a square matrix, then the resulting matrix is non-singular because of
the generic values. Therefore none of the shares of the participants from P, was used for the
linear combination. Now consider only vectors of the first type of the participants from P;
and put them in a matrix. Remove the first 2n — 1 columns and those columns that contain
only zero elements. The remaining entries form a non-singularn(n + € — 1) x n(n + £ — 1)
matrix because of the generic values, therefore no vector of the first type is used in the linear
combination. Ej intersects the linear hull of vectors of the second type trivially and so we
get a contradiction.

(e): The proof is essentially the same as for part (d), but the roles of @ and b are reversed.

O

Theorem 6 There exists a linear scheme with complexity 2 — 1/n for the bipartite access
structure T defined by the points (m, k), (m +n,0), m,k,n e N,ym,n, k > 1.

Proof The proof is very similar to Theorem 5, hence we provide only a sketch. First, we
construct the shares for (1, 1), (n + 1, 0). The subspaces assigned to participants in P; and
the secret are the same as in the case of the bipartite structure (0, m + 1), (1, 1), (n + 1, 0).
The subspaces assigned to participants in E, are slightly changed:

e First type: y; = (02"_1, sty fori=1,...,n.
e Second type: efv fori =2,...,n.

The shares for (m, k), (im + n, 0) are made from the shares (1, 1), (n + 1, 0) the same
way as the shares of (0, m + k), (¢, k), (n + £, 0) made from (0, m + 1), (1, 1), (n + 1, 0)
by adding ¢; and 0%"~! to the end of the shares. O

Using the properties of duality we can compute the linear complexity and the information
ratio for bipartite access structures defined by two points. It is easy to show that the dual of
a bipartite access structure is also bipartite.

Theorem 7 There exists a linear scheme with complexity 2 — 1/n for the bipartite access
structure U defined by the points (£, m + k), (n + £, k) ifn,m, €,k #0andn > m.

Proof Lets = Py and ¢t = P,. The maximal unqualified sets in I" are (¢ — 1,¢), (n + € —
1,m+k — 1) and (s, k — 1) hence the dual of I" is a bipartite access structure given by the
points (0, —k+ 1), (s —n—€+ 1,t —m —k + 1), (s — £ 4+ 1,0). With the notation
a=s—n—4{+1,b=t—m — k+ 1, the three points can be written in the more familiar
form (0, m + b), (a, b), (n + a, 0). Theorem 5 implies that the linear complexity of rtis
(') =2 — 1/n. Using the properties of the duality

AD) =ATH=2-1/n
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[m}

Corollary 1 Let I' be an access structure given by two points, (£, m + k), (n + £, k), n > m.
Ift =k =0theno (') = 1, otherwise c(I') =2 — 1/n.

Proof There are three cases, depending on if both, one of, or neither of £ and k is 0. If
£ = k = 0, the access structure is ideal [27]. If exactly one of £ and k is 0, then the lower
bound is due to Lemma 3, while the upper bound is from [18] or Theorem 6. If neither of £
and k is 0, then the lower bound is due to Lemma 3 once again, and the upper bound is from
Theorem 7. O

4 Conclusions

In this paper, we presented two results on bipartite access structures. We computed the
Shannon complexity of regular bipartite access structures. An interesting open question is
to construct efficient secret sharing schemes for such structures, as the best-known share is
proportional to the length of the staircase. Our second result is optimal linear secret sharing
schemes for bipartite structures defined by three points (0, y1), (x2, y2), (x3,0). As a con-
sequence of duality, the construction also yields an optimal secret sharing scheme for the
bipartite access structures given by two points (x1, y1), (x2, ¥2), X1, y2 # O.
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