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LOI MO DAU

Internet xuét hién khdng chi phuc vu cho viéc giri email hay tai phan
mém ma no con 1a dong luc dé phat trién kinh té toan cau. Trong thuc té,
internet d3 trd thanh trinh diéu khién cua nén kinh té. Su xuét hién cua
Internet va cac mang cuc bo da gitp cho viéc trao d6i théng tin tré nén nhanh
chong, dé dang hon. Email cho phép chung ta nhan hay gui thu ngay trén
may tinh caa minh, Ebusiness cho phép thuc hién giao dich, buén ban trén
mang... Cling gidng nhu Internet, blockchain xuat phat nhu mot trao luu voi
ddng tién ao Bitcoin.

Sy phat trién cua internet ciing dong hanh véi nhitng ton that sau cac
cudc tan cdbng mang, gay anh hudng lén dén nén kinh té ciing nhu xa hoi.
Theo cudc khao sat ciia hang phan tich Grant Thornton, khoan tién ma doanh
nghiép mat vao tay tin tic & Chau A-Thai Binh Duong 1én t6i 81,3 ti dollar
trong vong 12 thang (tinh dén cudi thang 9/2015). Muc ton thét tir cac dot
tan cong mang & Chau A nhiéu hon Bic My téi 20 ti USD va EU véi con s6
tuong tu, chiém hon 25% tong muc ton that caa thé gisi (315 ti USD)... Tai
Viét Nam ciing xay ra tinh trang mat an toan véi céc tai khoan guri ngan hang,
dién hinh nhu vu tin cdng vao Vietcombank. Thang 2/2016, thdng tin vé
viéc Ngan hang Trung Uong Bangladesh bi tin tic danh cap 101 triéu USD
gay chan dong thé gigi 1a mot bai hoc cho bat ¢t to chirc ndo. Su ¢ xay ra
duogc cho 1a do Ngan hang nudc nay sir dung bo dinh tuyén cii gia 10 USD
ma khéng c6 bat c mot hé théng tuong lira ndo. So tién ton that trong vu
nay co thé 1én dén hén 1 ty USD néu nhutin tic khdng viét sai 16i chinh ta.
Tu nhitng rai ro an ninh mang nén cac to chic tai chinh can nhitng cong nghé
méi, vi du nhunén tang caa ddng tién sé Bitcoin, chinh 1a Blockchain, dugc
ky vong khong chi nham cat giam chi phi ngan hang ma con dam bao tinh
an toan va xa hon nita la cach mang héa cac giai phap bao mat.

Nhan thdy Blockchain 1a mét céng nghé rat phi hop véi mac d6 bao
mat cao, tinh minh bach cao va khéng thé chéi bo lich st giao dich. Nhém
ching em quyét dinh nghién ctiu va thyc hién trién khai ang dung minh hoa
dé hiéu dugc cong nghé nay ciing nhu nham muc dich x6a bo nhitng gian lan
trong cac giao dich hién dai.



CHUONG 1. TONG QUAN VE BLOCKCHAIN

1.1. Giéi thiéu

Viéc trién khai mét giai phap trén nhiéu cong ty cd thé 1a mot thach thuc
Vi ban can tin tuéng vao dit liéu tir cac ddi tac. Trong hau hét cac truong hop,
chlng ta st dung co sé dir liéu trung tdm Central Database. Dir liéu duoc luu
trir & mot vi tri ngudn goc dang tin cay nhat. Cong ty duy tri co so di liéu
phai dugc tin cdy l1a co quan trung tam caa di liu.

Block Chain cho phép ban trién khai quy trinh kinh doanh khi ban can tin
tuong vao dir liéu va ngudi tham gia ma khéng can sir dung co so dir liéu
trung tam.

Gia st ban 13 kién tric su tai mot cong ty kem sita. Ban sir dung mot chudi
cung tmg dé nhan cac mat hang sira twoi tir nhiéu cong ty sira. Cong ty cua
ban van chuyén kem dong goi dén cac nha ban lIé khac nhau. P c6 van dé
vé chat lugng va an toan thuc pham do bao quan & nhiét &6 khdng phu hop
trong qué trinh van chuyén. Bgi vi nhiéu cong ty chiu trach nhiém van
chuyén va luu trix san pham, nén rat kho dé xac dinh bén c4 1i trong chudi
cung ang. Ban mudn tao mot hé thong xéc dinh cac van dé trong chudi cung
tng mot cach nhanh chéng. Méi cong ty trong chudi cung tmg déu muén
tich hop céac hé thong hién cé caa ho vai giai phap va kiém tra doc lap cac 16
hang néu c6 thu hdi vé an toan thuc pham.

1.2. Blockchain la gi ?

Block Chain 12 mét cong nghé luu trix va thyuc thi sir dung mat ma dé lam
cho viéc thay d6i lich sir trudc do tré nén vo cung kho khian. N6 cho phép
ngudi tham gia chia sé ludng cong viéc bing cach theo ddi cac thay dbi trén
sd cai ma da dugc chia sé.



Quay tré lai véi mé hinh cong ty kem sira trén, 1am thé nao dé ching ta
phat hién ra van dé vé chat luong hoic an toan thyc pham do bao quan &
nhiét do khdng ph hop trong qua trinh van chuyén? Chang ta can theo doi
bén chiu trach nhiém va nhiét 6, ddng thoi ghi nhat ky cac thay doi.

1.2.1. Tai sao khéng st dung co so dix li€u tap trung
(centralized database)?

Chuing ta c6 thé st dung co so dit liéu tap trung ma tat ca nhitng nguoi
tham gia sir dung dé theo ddi céc 16 hang. Trong nhiéu truong hop, co so dit
liéu tap trung la giai phap phu hop. Gia stir chdng ta co mét co s di ligu tap
trung luu trir thdng tin chi tiét vé 16 hang va ngudi chiu trach nhiém hién tai.
Trong kich ban cua trén, chling ta c6 thé yéu cau bén ndng trai, ngudi giao
hang, nha may va nha ban I¢ sir dung cung mét co so dir lidu tap trung.
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Uu diém cua co sé dir ligu tap trung 1a dé& kiém sodat truy cip va nhat
quan. Tat ca cac bén lién quan déu sir dung ciing mot co sé dir liéu va c6 mot
co quan dang tin cay kiém soat quyén truy cap. Bai vi chi c6 mot co s dir
liéu, tat ca nhimg ngudi tham gia dang st dung cling mot bo dir lidu. Tat ca
nhitng nguoi tham gia can tin tuong rang co sé dit liéu 1a chinh xac va hon
thé nira, ho can tin twdng chu so hitu co so dit liéu s& khong sta ddi lich sir
di ligu vi bét ky 1y do gi.

Diéu gi xay ra néu kich ban caa ching t6i khéng cho phép mét co so di
lidu tap trung dang tin cay? Diéu gi s& xay ra néu khdng cé cong ty nao mudn
chiu trach nhiém luu trit co s dir lidu tap trung? C6 1& khdng thé dap ung
c4c yéu cau vé tich hop hé thong vai tat ca cac bén lién quan.



1.2.2. Co so dir liéu phan tan (Distributed database)

Piéu gi s& xay ra néu mdi ngudi tham gia c6 thé ¢ ban sao cua co so dit
liéu cho riéng ho? Co s& dit liéu phan tan sir dung nhiéu ban sao cia co s
dir liéu va cac thay d6i duoc dong bo hda. Trong kich ban caa ching i,
chiing t6i cd thé yéu cau nha cung cap, ngudi giao hang, nha may va nha béan
Ié st dung co so dir liéu phén tan cua riéng ho.

i

ol

MJi trang trai, nha may, ngudi giao hang va ctra hang déu sir dung co s
dir liéu phén tan cua riéng ho. Cac thay doi co s¢ dir liéu dugce dong bo hoa
gitra cac ban sao.

Uu diém cua co so dit liéu phan tan 1a mdi nguoi tham gia c6 mot ban
sao cua co so dit liéu. Trong hau hét cac truong hop, viéc kiém soat quyén
truy cap va tich hop céc hé théng cua ban va xir Iy trong ban sao co so dit
liéu ciia riéng ban sé dé dang hon. Tuy nhién, can phai dong bo hda céc thay
d6i dbi voi timg co sé dit lieu. X 1y céc 161 va xung dot ¢6 thé 1am ting
thém cé4c van dé phirc tap va 1am anh huéng dén su toan ven di liéu.

1.2.3. S6 cai phan tan (Distributed ledger)
Cong nghé Block Chain con duogc gigi thiéu 1a s6 cai phan tan. Ciing
gidng nhu s6 ké toan, so cai phan tan Ia lich sir cua toan bo giao dich. Mi
giao dich trong sb cai anh hudng dén trang thai cudi cung.




Mang luéi Block Chain dugc phan phéi gitta nhitng ngudi tham gia va
cac bén lién quan. Mang lién két cung cap cho mdi déi tac kha nang hién thi
moi giao dich xay ra trén mang.

Mai trang trai, nha may, ngudi giao hang va cira hang déu sir dung so cai
phan tan cua riéng ho. Cac giao dich dugc gui dén tat ca cac diém trong
mang.

. l“fi“
l Y I # l
;fi HE\ """" o~ %E][:D ................ = hing pf’

I I

Block Chain sir dung céc quy tac dong thuan dé dam bao dir liéu nhat
quéan giira cac nat. N6 ciing st dung mat ma dé cho phép nguoi tham gia tin
tuwong vao di liéu. Cu thé, nd ngan chin bat ky mot ca nhan hoic mot nhoém
nguoi dung sira doi lich sir. Vi blockchain duoc phan cap nén céc giai phap
c6 thé str dung co so dir liéu phi tap trung s& hoat dong tot nhat.

1.3. Nguyén li hoat dong cua BlockChain
1.3.1. Dit liéu dwoc phan phéi nhuw thé nao?

Trong kich ban trén ,c6 nhiéu cong ty cing tham gia. Chlng ta c6 thé c6
mét co s& dir liéu tap trung tai cdng ty ché bién sira. Tuy nhién, khdng ai
tham gia mudn tré thanh co quan trung wong. Chung t6i ¢6 thé sir dung mot
distributed ledger Block Chain. Sir dung Block Chain loai bo su can thiét cua
mdt co quan trung wong. Ngoai ra, mdi ngudi tham gia ¢ su dung nit
Blockchain c6 mot ban sao cua s6 cai dé ho c6 thé tu kiém tra va tich hop
véi hé thong ctia minh. Tuy nhién, khong c6 yéu cau dbi voi mdi cong ty
phai c6 nut riéng. Cac nat co thé duogc chia sé giira cac doi tac.



Mdi nut duoc két ndi véi cac nat khac biang mang Block Chain. Vi du:
trang trqi Dalia Pelayo, nha may kem va ciza hang kem déu c6 mot nat dé
quan ly. Contoso West va Contoso East la nhimng ddi tac riéng biét c6 chung
cdng ty me. Contoso ¢ mot nat. Khéng can phai ¢ mdi quan hé 1-1 cua cac
nat véi cac cong ty.

Contoso West Shipping ﬂ _________ ED_E::-ntoso East Shipping
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Mgt sé nit blockchain ciia nguoi tham gia dwoc Két néi béi mét mang.

1.3.2. Thay déi trang thai

Dir liéu trong Block Chain dai dién cho trang thai. D6 1a 1y do tai sao cac
digital token nhu tién dién tir rat phd hop véi Block Chain. Néu ching ta
nghi vé quyén sé hiru tién té vat chat, thi mot déng xu chi c6 thé nam trong
tdi caa mot ngudi tai mot thoi diém. Néu ddng xu nam trong tdi cua ban,
trang thai s hitu 1 cia ban. Néu ban dua dong xu cho ban caa minh, trang
thai s& thay doi thanh ban ciia ban s hitu dong xu. Trong kich ban trén, cac
16 hang di chuyén qua chudi cung tng. Trach nhiém ddi véi san pham phai
duoc chuyén giao. Dit liéu ching tdi quan tam I1a bén chiu trach nhiém, nhiét
d6 va lieu san pham c6 tuan thu hay khéng.

Block Chain sir dung cac giao dich dé thay doi trang thai cua dir liéu tur
gia tri nay sang gia tri khac. Vi dy, chling ta can biét liéu kem co6 duoc bao
quan & nhiét d6 du lanh hay khdng. Trong mot 16 hang kem, mot cam bién
nhiét do bao cao nhiét @6 dinh ky. Nhiét d6 dugc bao céo la mot giao dich
duoc gui dén mot nat giao dich Block Chain.
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Trong kich ban kem, khi mot 16 hang dugc gui qua chudi cung tng, mot
giao dich s& duoc gui mdi khi trang thai thay doi. Vi du, hinh minh hoa cho
thiy céc giao dich cho mot 16 hang dién hinh dén nha may kem. Mdi giao
dich thay d6i bén chiu trach nhiém hoac nhiét d6. Trang thai hién tai cua so
la céac giao dich dugc ap dung theo thu tu.

Responsibility:  Dalia Pelayo Farms Responsibility: Ice cream factory

Temperature: 0°C

Responsibility: Contoso West Shipping
Temperature: 2°C
Responsibility:  Ice cream factory Qut of compliance: False
Temperature: 07 C Last modified:  1/2/2020 11:00

Danh sach céc giao dich theo tht tu thay d6i bén chiu trach nhiém va
nhiét do. Su két hop cua cac giao dich dan dén trang thai s6 cai dua trén tha
tu thay doi giao dich.

Khi gui di mot giao dich, ban giri ndé dén mot nit giao dich Block Chain.
Gia su Dalia Pelayo Farms gii mot 16 hang sita bang Contoso West
Shipping. Hé thng giao hang cua Dalia Pelayo Farms giri mot giao dich
dén nat Block Chain cua ho. Giao dich cap nhat trach nhiém van chuyén tur
néng dan dén Contoso West Shipping.

Contoso West Shipping
Responsibility: Contoso West Shipping (] [ Contoso East Shipping
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lce cream factory

Block Chain gui giao dich trén toan mang Block Chain. Mdi nit nhan
dugc mot ban sao caa giao dich.



Contoso West Shipping
Responsibility: Contoso West Shipping  (],] [ I} Contoso East Shipping
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Responsibility: Contoso West Shipping ; ¢ ; Responsibility: Contoso West Shipping
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" Ice cream factory

Responsibility: Contoso \West Shipping

MJi nat xir Iy giao dich nhung né van yéu cau xéac thuc bang co ché dong
thuan. Su dong thuan cho phép tinh nhat quan va tin cay doi véi sé cai phan
tan.

1.3.3. Lam thé nao ban c6 thé tin tweng dir liéu trong so cai
la nhat quan?
Trong mot mang phan tan, rat kho dé xac dinh diéu gi 1a ding vi cac thay

ddi dir liéu phai xay ra trén tat ca cac nat. Diéu gi xay ra néu nha may san
xuat kem khdng nhan duoc giao dich van chuyén? Lam sao ho biét néu sira
da duoc van chuyén tir trang trai? Diéu gi s& xay ra néu xe tai dong lanh cua
cong ty van chuyén bi hong va sita bi hong? Cong ty van chuyén co thé sua
d6i s6 cai cua ho dé tron tranh trach nhiém khong?

Block Chain sir dung co ché dong thuan dé xac thue va dong y vé dir liéu
trén tat ca cac nit Block Chain. Sy dong thuan cung cap mot cach dé tat ca
cac nat phi tap trung dén clng mat trang thai. Khi chuyén giao gia tri hoic
trach nhiém, thir ty quan trong. Vi du: néu ban chuyén quyén sé hitu 6 to cho
ban cua minh, thi ban ciing khéng thé chuyén quyén so hiru cho dong nghiép
tai noi lam viéc. Sy dong thuan dam bao tha tu dung cua cac giao dich va
tinh toan ven caa Block Chain. L mét phan caa su dong thuan, mét nhom
cac giao dich duoc xac thuc la Block va mang phai dong y néu khéi do dugc
dua vao Block Chain.

y g (1] Contoso West Shipping
Responsibili N/ ER T C East Shippi
ponsibility:  lce cream factory [T Contoso East Shipping

Temperature: 0°C ) &% % lce cream shop
Out of compliance:  False ) && E_E lce cream factory
Last modified:  1/2/2020 11:00 @8 8} Dalia Pelayo Farms
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C6 mot sb thuat toan dong thuan blockchain bao gom bang ching cong
viéc, bang chitng ¢b phan va bang chiing vé tham quyén. Mai thuat toan giai
quyét tinh nhat quan theo mot cach khac nhau. N6i mot cach don gian, sy
d6ng thuan cung cap mot phuong an dé s6 cai phan tan dat dén trang thai
chung.

1.3.4. Block la gi?
Block 1a mot cum dir liéu trong Blockchain luu trit thong tin giao dich.
S6 luong giao dich trong Block thudng dua trén thoi gian. Vi du: hinh minh
hoa cho thay Block chira cac giao dich da xay ra trong 10 phdt qua.

Block 0

Responsibility: Dalia Pelayo Farms
Responsibility:  Contoso West Shipping
Temperature: 2°C
Responsibility:  loe cream factory
Temperature: 0°C

Responsibility:  lce cream factory
Temperature: 0% C
Out of compliance:  False

Last modified:  1/1/2020 11:00

Théng qua su dong thuan, cac khdi dugc xac thuc s& duoc thém vao
blockchain tai méi nat. Vi tat ca cac nat c6 cing block trong chudi nén so
cai s& duoc nhat quan trén toan mang ludi. Két qua 13, tat ca cac nit déu chua
cung mot dir liéu da duoc xac thuc theo tha tu da thoa thuan.

1.3.5. Lam thé nao ban c6 thé tin reong sé cai 1a bat bién?
Ban nghi rang néu ban c6 quyén kiém soat so cai trong nat cua minh, ban
chi can thay doi dix li¢u trong ban sao ciia minh. Lam thé nao nd co thé Ia bat
bién?

Blockchain sir dung ham bam mat ma dé tao lién két giira cac khéi. Bang
cach lién két cac khéi, thir ty ciia cac giao dich 6 thé dugc théng nhat théng
qua thuat toan déng thuan. Bam mat ma 14 mot thuat toan anh xa d liéu co
kich thuéc tiy y thanh biéu dién bit ¢6 kich thuéc ¢b dinh. Ban c6 thé coi n6
nhu mot dau van tay k¥ thuat so. Bitcoin sir dung thuat toan bam SHA-256.
Néu ban di str dung ham bam SHA-256 trén tai liéu 100 trang, dau ra cua
ham 1a gié tri bam 256 bit. Néu ban chi thay d6i mot ky tu trong tai liéu va
tao lai ham bam, thi dau ra 1a mot gia tri bam 256 bit khac. Bay gio, hdy

11



tudng tuong néu ching ta sir dung Block 1am dau vao cho ham bam. Pau ra
la mot gia tri bam duy nhat cho dir liéu trong khoi.

Block O

@ Hash function

clb? abbd Sb7c 4878 21f5 4234 159d d3e5
e2bc ceba 4df2 31fe 933a Bddc @854c 9cfs

Block dvwoc Qui thong qua ham bam va ham bam mat ma dwoc tqo.

Blockchain st dung ham bam dé phét hién xem c6 bat ky thay d6i nao
duogc thuc hién doi véi cac khoi hay khdng. Bang cach bao gom gié tri bam
cua khdi trude d6 khi tao ham bam cua khdi tiép theo, cac khédi duogc lién két
véi nhau théng qua cac gia tri bam.

Block O Block 1

[—D Block 0 hash: clb? a66d 5Sbic...

e e
o) o)
v |
clb7 abbd Sbic d87@ efde 996 B@378 3dc3
21f5 4234 159d d3e5 Be@8 3e6l 9cle 6eds
e26c ceba 4df2 31fe b8e7 3clc d659 8515
933a Bddc @54c 9cfs e22d 521a @72c dcab

Blockchain cung cap su tin tudng bang cach sir dung gié tri bam dé ching
minh lich sir dit liéu khong thay d6i. Bang cach bao gom ham bam cua khéi
trude do6 khi tao khoi mai, mot chudi giao dich bat bién dugc tao theo thir tu.

Block 0 Block 1 Block 2
r—k Block 0 hash: clb7 a66d Sb7c... r—P Block 1 hash: ef4e 996 @378...
e e
o ® )
| v |
Block 0 hash: clb? a66d Sbic... Block 1 hash: efd4e 996 @378... Block 2 hash: 9ead b337 c728...
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Néu bat ky khéi nao dugc stra d6i trong chudi, ham bam cua céc khéi sau
do6 s€ khac. Két qua la, phat hién ra su khac biét.

1.3.6. Logic dang tin cay
Blockchain cho phép luu trit dit liéu nhat quéan va co thé tin cay duoc.
Lam cach nao dé thém logic ma dugc thuc thi giong nhau tai moi nat?

Trong kich ban nay, chiing ti can logic dé chuyén giao trach nhiém san
pham tir nguoi tham gia nay sang ngudi tham gia khac. Chung tdi ciing can
st dung dit liéu tir cam bién nhiét do IoT dé biét liéu nhiét d6 c6 qua cao hay
khong.

Ung dung phi tap trung (DApp) 1a mét ting dung trén hé thong may tinh
phan tan. Trong module nay, ching tdi s€ tap trung vao viéc sir dung giao
thac blockchain Ethereum. Ethereum DApps duogc goi la smart contract.
Smart contract chira logic duoc thuc thi nhu mot phan cua giao dich. Trén
Ethereum, ban 1ap trinh logic bang ngén ngit 1ap trinh c6 tén 1a Solidity.

Smart contract dugc trién khai vao blockchain va dugc tham chiéu boi
mot dia chi. Pé stir dung smart contract, ban tao mot phién ban. Mot phién
ban smart contract chira dir liéu trang thai va logic chuong trinh. Trong kich
ban nay, mot phién ban smart contract chira dit liéu nhu nguoi tham gia chiu
trach nhiém, vi tri va liéu nhiét d6 ctia san pham c6 nam ngoai quy dinh hay
khong. Vi du, ta cd thé thuc thi cac chirc nang dé chuyén giao trach nhiém
hoac nhan phép do nhiét do tir xa.

Address
E OBab5cd3bd295caleable

Leats function TransferResponsibility(address newCounterparty)

& function IngestTelemetry(int temperature, int timestamp) public

Data

iz

Céc thanh phan cuia smart contract bao gém dia chi, logic va diz liéu.

Khi trach nhiém cua mot san pham chuyén giao cho mot bén khac, mot
giao dich duoc thuc hién. Smart contract logic cap nhat dir liéu trang thai.
Trong kich ban kem, hé théng van chuyén cia nha may san xuat kem tao ra
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mot phién ban smart contract cho mot 16 hang kem méi. Hé thdng van chuyén
ciia nha may giri mot giao dich goi ham TransferResponsibility dé chuyén
trach nhiém van chuyén 16 hang cho céng ty van chuyén Contoso East. Mang
blockchain guri giao dich dén tat ca cac nat. Logic smart contract thuc thi tai
moi nat.

Conteso West Shipping

Jug7g:=:

[ Contoso East Shipping

¢
(=
& lce cream

Dalia Pelayo
Farms ﬁ & shop

A GE |

I&ﬁa ...... ‘\ y ’

™ Ice cream factory

A\ 0x8a65c43bd295caTeable
ﬁ function TransferResponsibility(ContosoEast)

= m
P

East Shippil

ibility: Cont
Temperature: 0°C
Out of compliance: False

Last modified:  1/2/2020 10:00

Piéu gi s& xay ra néu trong qua trinh van chuyén, b phan lam lanh bj
hong va nhiét do caa kem vuot qua mic dong bang? Cam bién nhiét do loT
giam sét nhiét ¢o6 kem va guri giao dich dinh ky. Néu nhiét d6 trén mic dong
bang, logic smart contract s& danh dau 16 hang la khong tuan tha.

A oxessscazpazescateabie

¢ function

IngestTelemetry(16)

Responsibility:  Contoso East Shipping

Temperature:
Out of compliance:
—  Last modified:
1
Contaso West Shipping (D\

)
L

10°C
True

1/2/2020 15:00

{I) Contoso East Shipping

] - & fooem
' L]
:: ) T AVE

Dalia
e
i LR
B e s actory

A ¢HE

Bai vi giao dich dugc bao gom trong mét chudi cac khoi, nén c6 mot ban
ghi bat bién veé thoi diém 16 hang tré nén khong tuan tha. Cira hang kem c¢o
thé tur choi giao hang va cé thé tranh dugc cac van dé veé an toan thuc pham.

Ciing giong nhu dit liéu trong blockchain, smart contract 1a bat bién. Sau
khi trién khai, logic khéng thé thay dbi. Do d6, ban c6 thé tin tuéng riang
logic hop dong thdng minh ludn thyc thi gibng nhau trén tit ca cac nat. Moi
thay d6i vé ma déu yéu cau hop dong théng minh méi dugc trién khai tai
mot dia chi mai.
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CHUONG 2. INTERNET COMPUTER (ICP)

2.1. Tong quan vé khai niém va lich sir phat trién ciaa
internet computer

2.1.1. Khai niém

Internet Computer 1a mét giao thirc 16p 1 duoc phat trién boi DFINITY
Foundation* duogc phét trién bang ngdn ngit Motoko, nhim muc dich tré
thanh mot mang blockchain phat trién internet. Internet Computer dy dinh
mé& rong chirc ning cua internet cdng cong dé nod co thé luu trir phan mém
phu trg trén mot mang phi tap trung, duoc cung cap bai cac smart contract
va mat ma chudi khdi (chain key cryptography). N6 st dung cryptography
dé tao ra mot blockchain an toan hon va c6 thé sir dung dugc, c¢d thé chay ¢
tbc do web, nghia 1a chiing ta c6 thé xay dung cac ung dung web 100% trén
blockchain, va luén luén hoat dong.

2.1.2. Lich si cua Internet computer
- Thang 10 ndm 2016: T6 chirc DFINITY do Dominic Williams bat dau,
c0 tru so tai Zurich, Thuy Si.

- Thang 2 nam 2017: Huy dong duoc 4,2 tri¢u do la trong mot dot gay
quy hat giong (tang gap 4 lan so voi myc tiéu von hda mém).

- Thang 8 ndm 2017: C6 ké hoach theo d&i vong hat giéng ngay 17 thang
2 Vi mot cudc gay quy chinh, nhung da quyét dinh theo mot con dudng
khac.

- Thang 2 nam 2018: Huy dong dugc 61 tri¢u d6 la tr Andreesen
Horowitz va Polychain Capital.

- Thang 5 ndm 2018: Phan phdi 35 triéu d6 la ma thong bao DFINITY
trong mot dot airdrop.

- Thang 8 nam 2018: Huy dong duoc 102 tri¢u d6 la tir Andreesen
Horowitz, Polychain Capital, SV Angel, Aspect Ventures, Village Global,
Multicoin Capital, Scalar Capital va Amino Capital, KR1, cling nhu cac
thanh vién cong dong DFINITY.

- Thang 11 nam 2019: SDK va Motoko.
- Thang 1 nam 2020: mang demao.
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- Thang 6 nim 2020: m& mang thi nghiém cho mot sé nha phét trién
nhat dinh.

- Thang 9 nam 2020: Hé thng than kinh mang dwoc cong bé / tinh kinh
té caa hé sinh thai vi mach.
- Thang 12 ndm 2020: Ra mat mang chinh alpha cua Internet Computer.

- Thang 5 nam 2021: Mercury phat hanh chinh thuc: Sy kién phat sinh
may tinh Internet; ra mat ma théng bdo mainnet va ICP.

2.2. Céc thanh phan cia Internet computer
- Subnets (mang con): 1a mdt nhém céc node (nat). Bat ky thi gi chay
trén mot mang con cu thé déu dugc sao chép qua mot dén nhiéu nut trong
mang con. Dinh nghia k¥ thuat hon (va chinh xac hon) vé mang con la mot
nhom phan tan cac ndt trén pham vi dia ly va quyén tai phan.

Ne

o7/ |\Ce
‘N

@ )
N

- Nodes (nat): 1a mot may duy nhat chay & mot noi nao d6 trén thé gidi.
Cac node két hop stc manh tinh toan cia chiing va chay Internet Computer
Protocol.

- Canisters (hop): 1a noi mdt tng dung chay trén mét mang con (hoac
mot nhom céc ndt). Pidu ndy co nghia 12 hop 1a ma, trang thai, bo nhé va luu
trir cho cac ung dung Internet Computer.

- The Nervous Network System (NNS): Pay 1a mot hé thong biéu quyét
c4c té bao than kinh (neutron). Bat ky ai ciing c¢6 thé mua ICP trén mot san
giao dich va dit nd vao mot té bao than kinh dé c6 thé giri dé xuét thay doi
giao thtrc hoac bo phiéu cho cac dé xuat ma ngudi khac di gui. Hé thong
biéu quyét cac no-ron nay la tht chi Internet Computer. (C6 thé hiéu ban
mua 1 ghé trong hdi dong, s neutron ban cang cao thi quyén biéu quyét caa
ban cang 16n).
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- Neuron (té bao than kinh): Mot neuron c6 thé chaa ICP dit coc (stake).
Khi ICP duoc dit cuge va do tré giai thé (mé khda unlock) 16m hon 6 thang,
no-ron la mot thuc thé bieu quyét trong NNS.

- Proposal (dé xuat): Dé thay ddi Internet Computer theo bét ky cach
nao, ban phai thuc hién thong qua dé xuat véi NNS. Bé xuat s& phéc thao
mot thay doi cu thé va tat ca moi ngudi c6 ICP dit coc trong té bao than kinh
s& bo phiéu cho né dé quyét dinh c6 ap dung thay doi hay khéng.

- Votes (quyén biéu quyét): Mdi no-ron nhan duoc quyén biéu quyét dya
trén s6 luong ICP duoc dit trong nd, thoi gian ICP da dugc dit trong no-ron
va thai gian ICP phai bi khda (con goi 1a d6 tré hoa tan). Khi mot no-ron b
phiéu cho mot @& xuat NNS, s& kiém duoc phan thuong.

- ICP: Internet Computer Protocol, ICP, la mét mé& thong béo tién ich cé
thé duoc mua tai cac san giao dich théng thuong (Coinbase, Binance) va
dugc dat trong mot no-ron dé tham gia vao viéc quan ly Internet Computer.
Ban ciing nhan duoc phan thuong trong ICP cho viéc dit cuoc va bo phiéu
cho cac dé xuat NNS.

- Cycles: ICP c¢d thé dugc chuyén doi thanh cac Cycles (chu ky). 1 nghin
ty chu ky gidng nhu 1 SDR (tién té qudc té). Ty 18 chuyén doi giira cac chu
ky va ICP ludn thay d6i dua trén mot dé xuat NNS xay ra sau mdi 10 phdt.
Chu ky la mét hoat dong dugc thuc hién bai may tinh, vi vay chu ky la mét
dang chi tiét hon cta tinh toan chi phi. Cac hop (xem dinh nghia & trén) thuc
hién cac phép tinh trén Internet Computer va str dung cc chu ky dé thuc hién
cac phép tinh do.

2.3. Loi ich chinh caa ICP

Chung ta di va dang xay dung cac ung dung trén internet trong nhiéu
thap ki tuy nhién c6 mét sé van dé Ion ddi véi cac ang dung web tap trung
va ICP c6 cac giai phap thuyét phuc dé giai quyét cac van dé nay va sé duoc
giai thich rd hon & phan dudi day:

- Quyén sé hitu cong dong.

- Cai thién bao mat.

- Phan cap hoan chinh.

- D& sir dung hon cho nha phat trién.
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2.3.1. Quyén sé hitu céng dong

Khi mét cong ty cong nghé ra mét cong ching hoic dugc mua lai (cac
su kién thanh khoan 16n d6i véi mot cong ty), nhitng nguoi chién thing déu
& trong cong ty, & cap cao nhat: nguoi sang lap, giam déc diéu hanh va nha
dau tu. Mot s6 nhan vién ban dau ciing c6 thé gianh chién thing va nhitng
nhan vién con lai c6 thé thang & mot mic ¢ nao d6. Nhung ngudi ding tng
dung ban dau khdng nhan duoc gi. Nguoi dung nhém tiéu diém khong nhan
duoc gi. Nguoi dung tan tam hon 10 nam khong nhan duoc gi.

Sy giau c6 duoc tao ra tir mot cong dong duoc xay dung dua trén cong
nghé chi danh riéng cho nhitng nguoi ¢ cap cao nhat.

Pay 1a mot van dé cd thé sé chi gia ting trong nhiing nim téi khi cong
nghé tiép tuc phat trien va quyen kiém soat, quyen luc va anh hudong sé tiep
tuc duoc tap trung vao tay nhitng nguoi da nam quyén tai cac cong ty cong
nghé.

Giai phéap cho van dé nay Ia phan phéi cua cai cho toan bo cong dong.
bicu nay thuong xay ra theo hai cach:

- Airdrop cho nguoi st dung ung dung
- Ban ma thong bao cong khai giai doan dau:

Viéc ban ma thong bao giai doan dau nay cho phép bat ky ai dau tu vao
cac cdng ty yéu thich caa ho. N6 hoat dong tt nhat vai cac cong ty hoan
toan phi tap trung vi cac 1y do phap 1y, nhung phan tan sy giau co trén mot
hé sinh thai tot hon nhiéu so véi cong ty tu nhan tiéu chuan theo 16 trinh IPO
hoac mua lai.

Ca hai chién luoc lan truyén su gidu c6 ndy déu duoc thuc hién dé dang
trén Internet Computer. Airdrop phéd bién trong cac tng dung do tinh chat
APl méd va cé thé tuong tac cia NFT va céc tiéu chuan ma thdng bao trén
IC. Va Service Nervous System (SNS) s& ra mét vao nam 2022, sé& la cong
cu ban ma thong bao DAO + chia khoa trao tay cho cac tng dung web. Diéu
nay s& cho phép cac thanh vién cong dong dau tu sém vao cac cong ty yéu
thich cua ho dé chia sé loi thé khi cong ty phat trién va thanh cong hon.
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2.3.2. Cai thien bao mat
- Misconfigurations (C4u hinh sai):

CAu hinh sai 1a khi may chu va / hoic co s& dit liéu duge dinh cau hinh
khong dung cach cho phép truy cap khong dung vao dit liéu cdng khai va
riéng tu. Pang budn thay, didu nay xay ra moi lic do sy phic tap cia co so
ha ting internet. Diéu ndy c6 thé vo hiéu héa xéac thuc da yéu té cho quan tri
vién, khién dir liéu khong duoc ma hoa ¢ trang thai nghi hoic khdng cap
quyén truy cap tai nguyén dung cach.

Vi dy, cac doanh nghiép kinh doanh ¢6 2.269 su ¢ cau hinh sai mdi
thang va cac doanh nghiép thuong danh gia thap s lwong cau hinh sai ma
ho gap phai theo hé s 10.

Déi voi cac nha phét trién xay dung (ng dung, c6 nhiéu phan chuyén
dong trong mot thiét 1ap AWS phtc tap hon so véi khi so séanh véi Internet
Computer. Vi Internet Computer c6 it bo phan chuyén dong hon, nén viéc
c4u hinh dang va chinh x4c s& d& dang hon. Ban chi can chon mot mang con
dé trién khai va ban da hoan tat! Thiét lap don gian hon nhiéu ndy dan dén it
16 hong dinh cau hinh sai hon.

- Phishing (ltra dao):

Phishing 1a mot cudc tin cong mang trong d6 ai d6 c¢b ging yéu cau ban
cung cap cho ho thong tin ca nhan caa ban (mat khau, khda ca nhan, v.v.)
bang cach gia vo 13 nguoi ma ban tin tuéng. Phan 16n cac cudc tan cong lira
dao xay ra thong qua email. Lira dao 12 loai t6i pham mang pho bién nhat va
96% cac cudc tan cong hira dao dén qua email.

Phan 16n cac tng dung trén Internet Computer dang st dung Internet
Identity dé quan Iy xac thuc. Internet Identity sir dung sinh trac hoc va khoa
vat 1y (nhu Yubikey) dé xac thuc. Diéu nay c6 nghia 1a ngay ca khi ai d6
muén danh cap mat khau cua ban, ho ciing khong thé vi Internet Identity
khong str dung mat khau va Internet Computer sé& chi luu trir thong tin mat
ma cdng khai tir dang nhap sinh tric hoc cua ban. Piéu nay lam cho thdng
tin xac thuc trén Internet Computer an toan hon nhiéu so véi mot nha cung
cap dam may truyén thong.

- Security Fixes (Cac ban stra 16i bao mat) khong duoc trién khai:
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Trong nhiéu trudng hop, mot 15 hong bao mat dugc phat hién va va (trong
kho mi chinh), nhung cac ban va khong duoc ap dung dong nhat trén tat ca
cac trang web va ng dung. Trén thuc té, 60% cac vu vi pham bao mat da
xay ra khi mot ban sira 16i bao mat di co san nhung chua duoc thuc hién.

Internet Computer chiu sy diéu chinh caa Service Nervous System
(NNS). Khi can cap nhat, ai d6 co thé giri d& xuat téi NNS, moi ngudi c6 thé
bo phiéu chap nhan hoac tir chbi dé xuat va sau do6 cac ban stra 151 s& ty dong
dugc ap dung trén tit ca cac nit trong mang. Diéu nay c6 nghia 1a khi mot
156 hong bao mat dugc phat hién va khic phuc, ban sta 13i ¢6 thé duoc day
ra 100% cac nat, giam thiéu hiéu qua 156 hong bao mat nay trén Internet
Computer.

- Downtime (Thoi gian ngung hoat dong)

D6i khi, mot mang phan phdi noi dung tap trung (CDN) hoic nha cung
cap dich vu luu trir s& gap su ¢d va g bo mot phan mang internet véi né. Vi
du:

— Hai luc dia bi anh huong bdi Dyn Cyberattack vao nam 2016, anh
huong dén Airbnb, Amazon, BBC, CNN, eBay, Netflix va Twitter

— Toan bo Doi bay cua British Airways ngirng hoat dong vi sw ¢6 CNTT
vao nam 2017 — Microsoft Azure da ngirng hoat dong trong 11 gio do 16i cua
con nguoi trong ndm 2018

— Facebook ngurng hoat dong trong 36 gio vao ngay 13 thang 3 nam 2019,
anh huong dén 7,5 triéu nguoi

— Méy chu ctua Google gap su ¢b vao thang 12 nim 2020, anh hudng dén
YouTube, Google Drive, Google Meet va Gmail

— L4i c4u hinh nhanh vao ngay 8 thang 6 nim 2021 di anh huéng dén
Amazon, Reddit, Twitch, Github, Shopify va Spotify.

Trén may tinh két ndi Internet, hé s6 sao chép mic dinh cho cac nit trong
mang con 13 13, c¢6 nghia 13 tng dung cua ban s& chay ddng thoi & 13 noi
khac nhau trén thé gioi va s& chi bj g& xudng néu nhiéu trung tdm di liéu
cung hoat dong. thoi gian. Internet Computer ¢ chic nang nay theo mac
dinh , vi vay s& c6 it 1an nging hoat dong hon néu moi tng dung dugc luu
trir trén Internet Computer.
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2.3.3. Decentralization Benefits (Loi ich phan quyén) cia

Internet Computer
Vao ngay 21 thang 1 ndm 2021, mot trang web truyén thong xa hoi gay
tranh c&i co tén Parler dd bi AWS va céc nha cung cap dich vu luu trir khac
d6t ngot g& xudng. Cho du ban c6 dong v véi ly do Parler bi x6a hay khong,
thi ¢6 vé gi 1a la khi mot cdng ty cdng nghé khong 16 hoat dong vi lgi nhuan
c6 thé quyét dinh ai bi cAm va ai khong? Khong nén dé nhiing quyét dinh
nay cho cong ddng?

Vao ngdy 8 thang 1 nim 2021, Tong théng Hoa Ky, Donald Trump, di
bi cdm trén nhiéu trang mang x& hoi. Cho du ban c6 déng y véi ly do anh ta
bi cAm hay khdng, khong cé gi la khi mot cong ty cong nghé vi loi nhuan
khong 16 dwa ra quyét dinh ai bi cdm khoi nén tang cua ho va ai khong?
Khéng nén dé nhiing quyét dinh nay cho céng dong?

Véi cac ung dung truyén thdng xa hoi phi tap trung va cac tng dung khac
chay trén May tinh Internet, cong dong c6 thé dua ra cac quyét dinh g& xuéng
nay. Quan tri may tinh Internet dién ra théng qua Service Nervous System
(NNS). NNS nhan dugc cac dé xuat va bat ky ai da dat ICP caa ho trong mot
no-ron (voi thoi gian tri hodn giai thé it nhat 6 thang) déu co thé tham gia bo
phiéu cho cac dé xuat.

Céac dé xuat nay cd thé bao gom viéc cAm mot nguoi ding cu thé pho
hop vaéi céc tiéu chi cu thé hoac chidng co thé bao gom cac nguyén tac hoac
han ché ve loai néi dung duoc phép trong mét nén tang cu thé.

Sy phan quyén cua Internet Computer c6 nghia 1a bat ky ai muén bo
phiéu dé xac dinh diéu gi xay ra trén Internet Computer déu c6 thé c6 quyeén
d6, mién 1a ho phai trai qua quy trinh mua va dit cuoc ICP thich hop.

2.3.4. Dé sir dung cho nha phat trién
Cac nha phat trién vi mach tin rang viéc xay dung tng dung trén Internet
Computer don gian hon nhiéu so véi cc dich vu tap trung khac.

Thiét 1ap moi thir trén AWS, ban phai lo lang vé viéc tao dam may riéng
a0 (VPC), tao mang con cta riéng ban trong VPC, dinh cau hinh dia chi ip
ctia mang con cuaa ban, thiét 1ap nhém bao mat dé dam bao moi thir déu co
quyén truy cap va vai tro thich hop trong mdi mang con twong tmg , dinh ciu
hinh tudng hra, dam bao cau hinh cong cia ban co y nghia, trién khai trinh
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can bang tai, dam bao ban c6 ching chi SSL cho tat ca cac mién va dam bao
DNS duoc thiét lap dung cach.

Viéc trién khai véi Internet Computer c6 thé don gian nhu viéc chon
mang con, h¢ so sao chép va cai dat quyén riéng tu ctia ban. May tinh Internet
loai bo phan Ion sy phuc tap.

2.4. So sanh Internet computer véi cac nén tang

blockchain layer 1 khac
Sy ddi méi chinh dang sau Internet Computer 14 Céng nghé Chia khoa
Chudi (Chain Key Technology), véi nhiéu cong nghé méi duogc gidi thiéu
bao gom: Co ché ddng thuan, tao khoa phan tach khéng twong tac — Non-
Interactive Distributed Key Generation (NI-DKG), hé théng than kinh mang
— Network Nervous System (NNS), Internet Identity, v.v.

Trong khi céc blockchain khac chi dang c¢b gang thay d6i nham cai thién
mét s6 han ché ma Ethereum dang phai d6i mit nhu toc d6 giao dich hay phi
gas thi Internet Computer con lam duoc nhiéu hon the.

Chuing ta hdy bat dau véi nhitng yéu té co ban nhat cia mot nén tang
blockchain:
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2.4.1. Co ché dong thudn
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Muc dich ctia co ché dong thuan 1a xac minh rang thong tin dugc thém
vao so cai 1a hop 16. Biéu nay dam bao rang khéi sau thém vao duoc thé hién
mét cach chinh xac va tat ca céc giao dich trong mang déu duoc cap nhat.
Piéu nay ngan viéc 1ap lai théng tin nhiéu 1an hoac dir liéu khdng hop 18.

Proof-of-Work (PoW), giao thitc dong thuan phd bién nhat trong tién
dién tr, 1an dau tién ra mat clng voi su phat minh ra Bitcoin. Ethereum da
ap dung co ché twong tu, hién nay di duoc nang cap Ién Proof-of-Stake
(PoS).

Nhiéu blockchain khac da sao chép ma ngudn cua Bitcoin do d6 ciing str
dung m6 hinh Proof-of-Work.

Mac du Proof of Work 1a mét phat minh dang kinh ngac, nhung né khong
hoan hao. N6 khong chi can mot luong dién dang ké ma con rat han ché vé
s0 luong giao dich ma no cé thé xir ly cung mot Iuc.

Proof-of-Stake (PoS) duoc tao ra dé thay thé cho Proof-of-Work va giai
quyét cac van dé con han ché caa Proof-of-Work. Nhing wu diém chinh cua
Proof-of-Stake 1a né 1am giam ning luong tiéu thu va cai thién tdc do tao
mdi khéi duoc thuc hién trong vai gidy. ( mili gidy trong trudng hop cua
Solana, nhung van cham hon 10 1an so véi tdc d6 cua Internet Computer).

Solana, Binance Smart Chain va Avalanche sir dung co ché dong thuan

Proof of Stake. Cac blockchain khac str dung céc thuat toan dong thuan dua
trén Proof of Stake nhu:

— Polkadot (Nominated Proof of Stake, NPoS ).
— Cardano ( Ouroboros ).
— Algorand (Pure Proof of Stake, PPoS ).
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— Zilliga thi str dung thuat toan dong thuan (PBFT) két hop vai Proof-of-
Work.

Internet Computer str dung co ché ddng thuan Threshold Relay , mot
phién ban duoc tdi vu hoa cua md hinh Proof-of-Stake (PoS). N6 tap trung
vao viéc t6i wu thoi gian xac thuc giao dich bang cach két hop Threshold
Relay véi cac chudi chit ky BLS dé giai quyét cac van dé lién quan co ché
ddng thuan PoS.

Trong phién ban hién tai cua Internet Computer, cac node tao ra mot s6
ngau nhién, dugc goi la “random beacon”, dugc st dung dé chon nhdom nodes
tiép theo va dieu khién cac giao thirc cua nén tang.

2.4.2. Toc do

) @ L C Q A la

Internet =
“ X Ethereum | Polkadot Car . &Mme, 2diqe Algorand  Awslanche
Comgputer Semart Chain

Average

Block Tene

Blocks per
second

Finakty Web Speec

Khi so sanh gitta cac nén tang blockchain, théng sé dugc nhitng nguoi
ding quan tdm nhat |a nhitng thong s6 lién quan dén toc do. Khéng giéng
nhu bao mat hoic kha nang mé rong, toc do c6 cac thdng sé cd thé do luong
duoc gilp xép hang nguoi chién thang dé dang hon.

Téc d6 giao dich duoc tinh biang ba sé liéu:

— Kich thudc khéi: Luong dit liéu (tinh bang byte) c6 thé duoc chia trong
mot khoi duy nhat.

— Thai gian tao khdi: Thoi gian can thiét dé tao khdi tiép theo trong chudi
khi.

— Kich thudc giao dich trung binh: Kich thudc giao dich trung binh trén
mang blockchain.
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Thong thudng, viéc thuc hién phép tinh nay rat phic tap boi thuc té 1a
mot s6 blockchain nhu Ethereum, di va dang ting dan kich thudc khéi trong
nhirng nam qua dé dap tng nhu cau giao dich.

Téc d6 cua mang blockchain anh huéng truc tiép dén thoi gian nguoi
ding cudi thuc hién giao dich tir tai khoan nay sang tai khoan khac. Thoi
gian nay duoc do bang tham sé “thoi gian xéac thuc”, cho biét khoang thoi
gian ching ta phai doi dé dam bao rang cac giao dich tién dién tir khong thé
bi thay doi, dao nguoc hoidc hay bo sau khi chiing hoan tat.

Mot s6 blockchain thuong sir dung “Thoi gian tao khéi” thay vi str dung
“Thoi gian xac thuc” dé quang co vé tdc do blockchain cia minh. Nhung
ho lai khong dé cap dén cac thong so nhu do tré (thoi gian can dé mang
blockchain xac nhan mét giao dich), duoc bao gom trong “thoi gian xac
thuce”. Toe do thuc té cia mot blockchain duogc kiém tra tai dy.

Chi sé quan trong tiép theo ma chling ta can quan tam d6 1a 1a s6 giao
dich thuc hién trong méi giay (TPS).

Giao dich mdi gidy 1a s6 luong giao dich ma mang cé kha ning xu ly
mai gidy. Pay chi l1a mét con s6 ly thuyét duogc tinh toan nhu cac giao dich
trén mdi khoi, chia cho thai gian tao khoi.

Solana d tich cuc quang ba ban than vé khéi luong giao dich cao va thoi
gian tao khdi thap.

Thoi gian tao khéi cia Solana thuc sy nhanh (n6 12 tot nhat sau Internet
Computer), nhung né rat khac thoi gian xac nhan. N6 thuong s& ton vai khéi
trudc khi ¢d thé thuc hién giao dich bao gém ca viéc tao khoi ciing nhu dat
duoc trang thai dong thuan. Solana str dung “Optimistic Confirmation” can

~

32 phiéu; do d6 “Thoi gian xac nhan” giao dich 1a khoang 13 giay.

Mic du ca hai déu khong c6 thoi gian tao khoi tot bang Solana, nhung
Algorand va Avalanche da va dang cai thién thoi gian xac thuc giao dich. Do
d6, chung ta cd thé khang dinh rang, sau Internet Computer, blockchain c6
tdc d6 dir lieu tét nhat 14 Avalanche.

Internet Computer sir dung cong nghé Keychain ciia minh dé hoan thanh
giao dich gitra cac hop ddng thong minh trong 1-2 gidy. D6 1a khoang thoi
gian nguoi dung ¢ thé chap nhan dugc.

Cac tng dung cu thé nhu tro choi truc tuyén yéu cau phan hdi duoc cung
cap cho nguoi dung tinh bang mili giay.
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Internet Computer giai quyét vin dé nay bang céch chia viéc thuc thi
chtrc nang hop ddng théng minh thanh hai loai, dugc goi 1a “Iénh goi cap
nhat” va “Iénh goi truy van”.

Su khac biét co ban cua hai Iénh 1a khi ban goi mdt ham dudi dang 1énh
goi cap nhat, bat ky thay doi ndo ma né thuc hién d6i véi dix liéu trong bo
nhé cua canister s& van ton tai, trong khi néu mét ham duoc goi dudi dang
1énh goi truy van, thi bat ky thay d6i ndo ma né thuc hién déi vai bo nho sé
bi loai bo sau khi hoan tat truy van.

Cac lénh goi cap nhat tao ra cac thay d6i lién tuc va chiing ciing chong
duoc gia mao vi cac giao thic cua ICP chay chung trén moi node trén subnet.
Tai thoi diém bai viét, thoi gian thuc hién Iénh goi cap nhat: 2s.

Mt khéc, cac 1énh goi truy van khong tao thay doi lién tuc. Moi thay doi
ma chdng thuc hién dbi véi bo nha sé bi loai bo sau khi [énh duge thuc hién.
Chuing rat hiéu qua va khong ton kém, thoi gian thuce hién mot 1énh tai thoi
diém bai viét 12 0.2s. Do chling khdng chay trén tat ca cac node trén subnet,
diéu nay ciing c6 nghia 1a chiing cung cap mirc d6 bao mat thap hon.

Trong giai doan Genesis, mang con hé thong than kinh mang NNS da
duoc khéi chay voi 28 node va mdi mang con ung dung ¢6 7 node. Kich
thudc ciia mang con duoc quyét dinh bang phiéu bau cua nguoi ding stake
ICP trén NNS. Trong may tinh Internet, mang con la cac blockchains ma mat
ma Chain Key két hop thanh mét blockchain duy nhat.

Internet Computer dang lién tuc phat trién theo cap s6 nhan, véi 4.300
node dy kién vao cudi nam nay, do d6, giao dich mdi gidy (TPS) cua mot
mang con s& dugc nhan vai s6 mang con duoc tao ra. Vi thé I1C khong c6
gidi han vé TPS.

2.4.3. Kha nang mo rong
) Q ¢ S @ A B
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Kha ning mo rong cia mang blockchain 1a kha ning hd tro mot lugng
giao dich cao va tang trudng trong tuong lai. Di€u nay c6 nghia la khi lugng

26



ngudi dung va dapps ngdy cang tang thi hiéu suat caa blockchain phai khdng
bi anh hudng.

Bitcoin va Ethereum dang bi anh huong boi cac van dé vé mé rong.

Bitcoin va Ethereum d3 gap phai cac van dé vé kha niang mo rong trong
vai nam qua do giGi han cua co ché dong thuan Proof of Work. Hién tai,
Ethereum c6 thé tan dung cé4c giai phap layer 2 dé khac phuc cac van dé vé
kha ning mé rong, nhung cac node chay trén cac nén tang ddm may cua cac
cong ty cong nghé Ién nhu Amazon Web Services (AWS), né mat di tinh phi
tap trung can co.

Ethereum ciing c6 ké hoach chuyén tir Proof of Work sang Proof of Stake
trong ban cap nhat co6 tén 1a “London”. Ban cap nhat nay sé cho phép no cai
thién nang luc va kha nang mé rong caa Ethereum 1én t4i 64 shard chains.

Cac shard chain nay sé cung cap cho Ethereum nhiéu dung lugng hon dé
lwru trix va truy cap dir liéu, nhung ching s& khong duoc st dung dé thyc thi
code.

Tuong tuy Ethereum 2.0, v4i Polkadot la Relay chain, vai mot sb shard
duoc goi 12 Parachain. Sé lugng Parachain c6 gidi han va hién duge uéce tinh
vao khoang 100. Nhu toi da dé cap trong phan truéc, subnet cia IC 14 cac
blockchains ma cdng nghé Chain Key két hop thanh mét blockchain duy
nhat dé ting dung lugng cua nd theo nhu cau (dung luong khong gidi han)
va cung cap mét 16 trinh dé ¢ kha niang mé rong vo han. Sé luong subnet
cua IC la khdng gidi han.

Pé dat dugc kha nang mé rong, Binance Smart Chain hy sinh kha ning
phi tap trung.

Trong co ché ddng thuan cua BSC, n6 chi sir dung 21 trinh x4c nhan
(Proof of Authority), diéu d6 1am cho BSC tro thanh blockchain thiéu phi
tap trung nhét. Trong khi d6, Cardano van dang chd Hydra, giai phap layer
2 cua ho, giai phap twong ty ma Matic (Polygon) di cung cap Ethereum tir
kha Iu roi.

Tiép theo la Solana

Gidng nhu cach Bitcoin va Ethereum hy sinh kha ning mo rong, Solana
d3 hy sinh kha nang phi tap trung caa minh. Bang ching lich sir (PoH) “sang
tao” ra thém mot van dé moi khdng ton tai trong cac blockchain khac. Mdi
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ngady, giao thic ndy tao ra mot lwgng 16n dir liéu lich st giao dich can dugc
Iuu trit (hon 2 TeraByte mdi nam).

Kich thuéc caa nd tham chi con Ién hon téng dit lidu dugc tich liy boi
mudi mang blockchain hang dau cong lai. Solana luu trit lugng dit liéu khong
16 nay trong Arweave (mot mang luu trix phi tap trung) do do céc trinh xéac
thuc caa nd chi co thé luu trix dit lidu trong hai ngay.

Bing cach nay, Solana dit thdng tin lich st giao dich cua khach hang
vao tay céc chain khac do cong ddng khac quan ly.

Ngoai ra, kha ning mé rong ciia Solana dang gap phai van dé gan day.
Solana da ‘sap’ sau khi mang luéi blockchain bi ngirng hoat dong trong hon
17 gid. Mang khong thé xu 1y sy gia ting hoat dong, cai ma Solana goi 1a
“can Kiét tai nguyén“. Va day khong phai 1a lan dau tién n6 gap phai tinh
trang ngung hoat dong blockchain trude d6 di tirng cé lan nging hoat dong
trong khoang sau gio vao thang 12 nam 2020.

Cudi cuing, t6i sé tdp trung vao Avalanche va Algorand

Mang Avalanche 12 mot nén tang dugc xay dung boi ba chudi khdi twong
thich: Chudi giao dich (X-Chain), Chudi nén tang (P-Chain) va Chudi hop
ddng (C-Chain). Céac subnet dugc quan ly trén P-Chain, hoat dong nhu mot
mang ludi mini va tat ca cAc mang ludi mini nay tham gia dé tao thanh mang
Avalanche 16n hon. Do dé, kha niang mé rong sé phu thuoc vao sb lugng
mang con.

Nhuoc diém cua Avalanche (va Algorand) la khéng cung cap dich vu luu
trir dir liéu cua riéng. Algorand sir dung mang lugi chuyén phat noi dung
hoan toan phi tap trung ( IPFS ) va Avalanche st dung ca Arweave (thong
qua mang Kyve) va Ceramic. Ho sir dung cac dich vu phi tap trung nay dé
chia sé tép va luu trir dir liéu.

Tat ca dix liéu déu duoc luu try on-chain trén IC, day 1a mot lgi thé quan
trong khac cua kha nang mé rong.
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2.4.4. Phi giao dich
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Phi giao dich thuong cho nguoi khai thac (PoW) hodc nguoi xac thuc
(PoS), nhirng nguoi giup xac nhan giao dich.

Trong khi phi Bitcoin phu thudc vao quy mé cua giao dich tinh bang byte
thi phi giao dich Ethereum tinh dén kha ning tinh toan can thiét dé xir ly mot
giao dich, duoc goi 12 gas, ciing c6 gia bién d6i duoc do bang ETH va cd lién
quan truc tiép dén luu luong truy cap mang.

Do6i véi BSC, phi giao dich 13 twong tu nhu mot cach 1am cua Ethereum.
Khong c6 gi la bai theo quan diém cua tdi, BSC 1a mot ban sao cua Ethereum.
Ho di thay d6i mo hinh ddng thuan dé cai thién mot s6 han ché caa mé hinh
sau (va ciing phai noi rang, 1am nhiing han ché trén ETH tro nén toi té hon
nhu tinh phi tap trung).

Cubi cung, cac blockchain khac nhu Algorand va Internet Computer
cung cap mot khoan phi ¢b dinh phu thudc vao gia token cua ho (twong tng
la 0,001 ALGO va 0,0001 ICP).

2.4.5. Smart Contract
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Hé sinh thai cua céc nén tang blockchain phat trién véi mot toc do khac
nhau. Dbi véi mot sé c6 thé mat vai thang dé cho ra mat ban cap nhat tiép
theo, trong khi nhitng nén tang khac nhu Internet Computer, da c6 nhiing
budc phat trién Ion gan day.

Ké tir khi Ethereum ra mat Hop dong thong minh dau tién vao nim 2015,
cac blockchain khac da lam theo. Mot vi du rd rang 12 Cardano gan day,
thong qua “Alonzo Hard Fork”, dé tao hop dong thong minh dau tién cua
minh ma khdng c6 thém bt ci cai tién nao.

Hop dong thdng minh cua IC dugc goi 1a ‘Canisters’ vi chung 14 mot goi
ma WASM va Trang bd nhé, dong thoi chiing 12 sy phat trién va cai tién cua
hop dong thong minh. Su gia ting dang ké vé s lwong cua ho ndi 1én hoat
dong ngdy cang tang ctia cac nha phat trién trén mang:

Canisters loai bo céc nat that co chai bang cach sir dung “Orthogonal
Persistence”, gitip loai bo nhu cau duy tri va quan 1y co s dit liéu bén ngoai
hoac khéi luong luu trir (code va dix lidu luu trit truc tiép on-chain). Trong
khi cac blockchain khac phai luu trit dir liéu cia ho trén cdc mang luu trit phi
tap trung khéc.

Cong dong Internet Computer ciing di théng qua dé xuét ting dung
lugng cua Canisters tir 4GB I1én 300GB. Rét it (ing dung can nhiéu dung
luong hon, nhung ban c6 thé xay dung dich vu/hé théng caa minh tir nhiéu
hop dong tuy thich néu roi vao trudng hop nay.

Ngoai ra, mot ngén ngir lap trinh duoc goi la Candid cho phép céc
canister twong tac v6i nhau bat ké ngdn ngit lap trinh ma chung duoc phét
trién.

Trong khi d6 Cardano van dang xem xét hop dong thong minh dau tién
caa minh.

IC s& tich hop hop ddng thdng minh vao Bitcoin vao cudi nim nay. Co
thé thong qua mot tng dung cia mat ma Khoa chudi s& tich hop truc tiép cac
mang. Hop ddng thdng minh trén IC s& co thé gitr, gai va nhan bitcoin ma
khong can private key.

Cac hop ddng théng minh cua Bitcoin s& chay nhu cac canister thong
thuong trén IC, do d6 ban sé tiét kiém duoc rat nhiéu chi phi giao dich.

Déi véi Ethereum, cac nha phat trién/dev tra tién dé trién khai cac hop
dong théng minh va moi nguoi tra tién dé sir dung ching nhung di véi IC
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thi moi thir hoan toan nguoc lai. Cac nha phat trién sé& 1a ngudi tra phi can
thiét dé chay cac tng dung/hop dong thédng minh caa ho (goi 1a “cycles”).
Hon nita trén Ethereum, dé ¢6 thé luu tritr 1GB dit liéu, ban c6 thé phai chi
khoang 5.000.000 USD nhung ddi véi IC, 1GB c6 gia khoang 3-5 USD.

NGi tom lai, Canisters 1a Hop dong théng minh khéng cé gisi han cho
phép tai tao moi thir nhu web tuong tac va dApps trén chudi (Blockchain
Singularity) thay vi st dung dich vu ctaa cac cong ty cong nghé 16n nhu
AWS, Google, Azure, v.v.

2.4.6. Qudn ly nhdn dang ki thudt so
Internet Computer xay dung mot hé thdng hoan toan méi méi cho viéc
quan 1y danh tinh nguoi ding thdong qua hé thong nhan dang Internet —
Internet Identity (I11) mai cia ho. Xac thuc blockchain nang cao nay dam bao
rang dir liéu cia ban khong bi theo déi hozc bi khai thac. N6 cho phép ban
xé&c thuc mot cach an toan va an danh khi ban truy cap cac ¢ng dung phi tap
trung (dApps) sir dung hé thdng xéc thuc.

Xéc thuc véi cac dich vu bang cam bién van tay, Face ID, YubiKey, v.v.

Internet Identity dang duoc cai tién lién tuc dé lam cho né tuong thich
véi ngdy cang nhiéu thiét bi. Hién tai, n6 ciing hd trg Windows Hello nhur
mot phuong thirc X4c thuc.

Trong khi véi cac blockchain khac nhu Ethereum, ngudi ding can vi bén
ngoai nhu Metamask dé tuong tac véi cac ung dung phi tap trung. Dudi day,
ban c6 thé thay su khac biét gitra Ethereum va Internet Computer.

Dapps trén IC:
— Tao danh tinh — Internet Identity.
— Truy cap mot trang web va sir dung Dapp mién phi.

— Hoic ban c6 thé sir dung cac vi dugc phét trién trén IC dé uy quyén —
Vi Stoic va Vi Plug.

Dapps trén Ethereum :
— Str dung vi Metamask.
— Chuyén dén san giao dich, tao tai khoan, mua Ethereum.

— Gui ETH dén Metamask.
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— Truy cap mot trang web, dang nhap vao Metamask, sir dung Dapp bing
cach thanh toén bang ETH.

2.4.7. Qudn tri mang leéi IBS phiéu /Dé xudt
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IC sir dung mot hé thong quan tri theo thuat toan duoc goi 1a Hé thong
than kinh mang (NNS) cho phép chu s& hitu ICP khéa cac token dé tao ra
“neurons*. Nhitng neuron nay cung cap quyén biéu quyét dbi vai cac dé xuat
dugc dua ra, diéu ndy anh huéng dén hoat dong ciia mang va mang lai cho
nguoi tham gia phan thuong dudi dang token ICP.

Trong sé tat ca cac blockchain duwoc néu trén, chi Polkadot va Avalanche
c6 hé thong quan tri, mac du trong truong hop cia Avalanche, chi danh cho
cac thdng sé mang quan trong (c6 nghia 1 ho dang danh gia thap quyén biéu
quyét ciia cong dong). Chi mot sb thdng sb xac dinh trude co thé dugc sua
ddi théng qua quan tri, chiang han nhu s tién stake tdi thiéu, tbc duc token
va cac thong sé kinh té khac.

Ngoai ra, hé théng quan tri caa Algorand van dang duoc phat trién.

2.4.8. Phdn thuéng staking
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Stake 1a qua trinh ty quyén hoic khéa cac token ngudi ding nam gitr dé
kiém phan thuong. Khi ban da stake tai san ctia minh, ban c6 thé kiém duoc
phan thuong dua trén s tai da stake va ting luong token da stake bang cach
cong gop nhitng phan thuong dé trong twong lai.

Nhu ban c6 thé thay trong bang trén, Internet Computer mang lai loi
nhuan cao nhat, dao dong tir 15,4% moi nam do6i véi thoi gian stake 6 thang
dén 28,9% mdi nam ddi véi dat cuge 8 nam.

Tham khao May tinh ICP Neuron dé xac dinh loi nhuan ban s& nhan duoc
theo muc tiéu ciia minh. Cac huéng dan sau day cung cap cho ban hudng
dan step-by-step giai thich 1am thé nao dé stake ICP str dung mang than kinh
hé théng (NNS).

2.5. Tong két
Internet Computer 12 moét cach méi dé luu trir cac Gng dung trén
blockchain cho phép quyén sé hitu, an toan hon, kha nang chéng kiém duyét
cao hon va d& st dung hon cho cac nha phat trién. C6 rat nhiéu cai tién ky
thuat blockchain (mat ma khda chudi) mang lai nhiing loi ich nay.

Internet Computer sir dung ma thong béo tién ich duoc goi la ICP, c6 the
duoc dit bén trong mét no-ron dé bo phiéu cho cac dé xuat NNS va nhan
phan thuong dit cuoc va dugc chuyén doi thanh céc chu ky dé sa dung cho
chi phi luu tri¥, tinh toan va luu tri.

Internet Computer hién van 13 ‘ngudi méi’, cung cap cho thé gigi mot
mo hinh va cong nghé mai vai cac muc tiéu mang tinh cach mang trong thoi
gian téi nhu tich hop Bitcoin va Ethereum .

Pay 1a blockchain nhanh nhat vai thoi gian xac thuc 1a 2s va Iénh goi
truy van la 0.1s. Céac hop dong thong minh trong canister caa n6 cung cap
mot web 3.0 thyuc su phuc vu web va tuong tac truc tiép véi ngudi dung. Kha
nang mo rong la khdng gidi han va IC cung cap mot blockchain c6 kha ning
thich (g cao cho phép cong ddng bo phiéu cho cac dé xuat théng qua Hé
thng than kinh mang dé quan ly 1C.
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CHUONG 3. CAI PAT CHUONG TRINH

3.1. Opend
3.1.1. Nhzng thugc tinh

ate type Listing
itemOver: Pr nal;
itemPrice: Nat;

~ mapOfNFTs = HashMap.Ha ) ci NFTActorC NFT>({1,Principal.equal, Principal.hash);
~ mapOfOwners = Has ' rinc st st ci » Principal.equal, Principal.hash);
~ mapOfListings ashMap.HashMap<Principal, Listing>(1, Principal.equal, Principal.hash);

Poan ma nay khai tao 3 bién khac nhau:

mapOfNFTs 1a mot bang bam (hash map) duoc khoi tao vai 1 phan tu
trong, va sir dung Principal.equal va Principal.hash 1am ham so sanh va ham
bam cho cac khoa (key) trong bang bam.

mapOfOwners ciing 1a mot bang bam khéi tao vai 1 phan tir tréng, va st
dung cung hai ham Principal.equal va Principal.hash nhu trén.

mapOfListings 12 mot bang bam khoi tao véi 1 phan tir trong, va ciing st
dung cung hai ham Principal.equal va Principal.hash nhu trén.

Péi tuong Listing 1a mot kiéu dit liéu dinh nghia trong doan ma, va chta
2 thugc tinh: itemOver la mot doi twong Principal, va itemPrice la mot so tu
nhién (Natural Number).

Cac bang bam nay c6 thé duoc sir dung dé luu trir cac thong tin vé cac

d6i twong NFT (non-fungible token) va cac nguoi s& hiru chiing, va cac danh
sach cung cap cac NFT.

3.1.2. Phuong thuc mint
a) Back end

public shared(msg) func mint(imgData: [Nat8], name: Text) : async Principal {
let owner : Principal = msg.caller;

let newNFT await NFTActorClass.NFT{name, owner, imgData};

let newNFTPrincipal = await newNFT.getCanisterId();

mapCfNFTs . put (newNFTPrincipal, newNFT);
addToOwnershipMap({owner, newNFTPrincipal};
return newNFTPrincipal;

34



Ham mint va c6 2 tham sb dau vao: imgData 1a mot mang céc s6 tu nhién
8 bit, va name la mot chudi ky tu (Text). Ham nay tra vé mot Principal bat
dong bo (async).

Trong ham nay, bién owner duoc gan bang ngudi goi ham, va mot doi
twong NFT méi duoc tao ra bang cach goi ham NFTActorClass.NFT véi céc
tham s6 name, owner, va imgData. Sau d6, mot Principal méi dugc tao ra
bang céach goi ham getCanisterld trén dbi twong NFT méi tao. Cudi cung,
Principal méi duoc thém vao bang bam mapOfNFTs véi NFT mai tao lam
gia tri, va ham addToOwnershipMap dugc goi véi tham sé owner va
newNFTPrincipal dé cap nhat bang bam mapOfOwners. Cudi cling, ham tra
vé Principal méi

b) Front end

Create NFT

Upload Image

[T TLRIEN No file chosen

Collection Name

Giao dién tao méi 1 NFT

span onClick={handleSubmit({onSubmit}} classMame="form-Chip- “>Mint NFT</span

async function onSubmit{data) {
setlLoaderHidden(false]
const mame
const 1
const 1m
const 1
const n

ENFTPrincipal(newNFTID});

o :
etLoaderHidden(true)

5
5

Trong ham nay, ham setLoaderHidden duoc goi voi doi s6 false. Sau do,
cac bién name va image duoc khoi tao bang cach truy cap cac thudc tinh
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tuong tmg trong d6i twong data. Bién imageArray duoc khai tao bang cach
goi ham arrayBuffer trén ddi tuong image, va bién imageByteData dugc khoi
tao bang mot mang cac phan tir 8 bit tir imageArray. Sau d6, ham mint duoc
goi trén ddi tugng opend vai cac tham sé imageByteData va name. Két qua
tra vé& cia ham mint duoc gan cho bién newNFTID. Tiép theo, ham
setNFTPrincipal duoc goi vai tham s6 newNFTID, va ham setLoaderHidden
duoc goi v6i dbi s6 true dé an loader.

3.1.3. Phuong thuc addtoOwnershipmap

private func addToOwnershipMap(owner: Principal, nftId: Principal) {
var ownedNFTs : List.List<Principal switch (mapOfOwners.get(owner)) {
case null List.nil<Principal=();
case (?result) result;

Is

ownedNFTs := List.push{nftId, ownedNFTs);
mapCfOwners . put(owner, ownedNFTs);

Ham addToOwnershipMap va c6 2 tham sé dau vao: owner 1a mot doi
tuwong Principal, va nftld 1a mot ddi twong Principal. Ham nay khéng c6 gia
tri tra ve (void).

Trong ham nay, bién ownedNFTs duoc khoi tao bang cach sir dung cau
lénh switch-case (switch statement) dé truy cip gia tri trong bang bam
mapOfOwners véi khoa 1a owner. Néu khong tim thay gia tri nao, bién
ownedNFTs duoc khai tao bang mot danh sach réng (empty list). Néu tim
thay gié tri, bién ownedNFTs duoc gan bang gia trj do.

Sau d6, bién ownedNFTs duoc ciap nhat bang céch sir dung ham
List.push dé thém nftld vao cudi danh sach, va bang baim mapOfOwners
dugc cap nhat bang cach goi ham put véi khoa 1a owner va gia tri la
ownedNFTs.
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3.1.4. Phuong thuc getOwnedNFTs, getListedNFTs
a) Back end

public query func getOwnedNFTs(user: Principal) : async [Principal] {
var userNFTs: List.List<Principal switch (map0fOwners.get(user))
case null List.nil<Principal>();

case (?result) result;

return List.toArray(userNFTs);

Ham nay c6 1 tham sb dau vao 1 user 1a mot ddi tuong Principal, va tra
vé mot mang cac doi tuwong Principal bat dong bo (async).

Trong ham nay, bién userNFTs duoc khai tao bang céch su dung cau
lénh switch-case (switch statement) dé truy cap gia tri trong bang bam
mapOfOwners vé&i khoa 1a user. Néu khong tim thay gia tri nao, bién
userNFTs duoc khoi tao bang mot danh sach rong (empty list). Néu tim thay
gia tri, bién userNFTs duoc gan bang gia tri do.

Cudi cung, ham tra vé mot mang cac ddi tuong Principal dugc tao tir
danh sach userNFTs bang cach goi ham List.toArray.

public query func getlListedWFTs() : async [Princip
let ids = Iter.toArray({mapOfListings.keys());

return ids;

Trong ham nay, bién ids duoc khéi tao bing mot mang cac khda trong
bang bam mapOfListings duoc tao bai ham Iter.toArray. Cudi cling, mang
ids duoc tra vé nhu 1a két qua cua ham.

b) Front end
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async function getNFTs() {
await opend.getOwnedNFTs (CURRENT

serOwnedGallery(<Gallery title="My NFTs" ids={userNFTIds} role="collection”

await opend.getlListedNFTs()

(<Gallery title={"Discover"} ids={listedNFTs}

Trong ham nay, bién userNETIds duoc khai tao bang két qua tra vé cua
ham getOwnedNFTs goi trén d6i twong opend véi dbi sé 1
CURRENT USER ID. Ham setUserOwnedGallery dugc goi Vo
component Gallery dugc truyén céc props title, ids, va role. Cudi ciing, bién
listedNFTs duogc khoi tao bang két qua tra vé cia ham getListedNFTs goi
trén d6i tuong opend va ham setListingGallery duoc goi twong tu nhu trén
V6i bién listedNFTs lam ddi so.

3.1.5. Phuong thuc listltem
a) Back end

public shared(msg) func listTtem(id: Principal, price: MNat) : async Text
/ar item : NFTActorClass.NFT 1
case null return "MFT

case (?result) result;

let owner await item.getOwner();
if(Principal.equal(owner, msg.caller) ) {
let newlisting : Listing
itemOver owWner;
itemPrice = price;

mapOfListings.put(id, newlListing);

return "Sucess”;

} else {

return ™Y

Ham nay c¢6 mét bién "item" dugc khoi tao bang cach sir dung cau 1énh
"switch" dé kieém tra xem bién "id" c0 ton tai trong "mapOfNFTs" hay khong.
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Néu khong, ham s& tra vé& chudi "NFT does not exist."; Néu cd, ham s& tiép
tuc thuc hién céc Iénh tiép theo. Sau d6, ham sé& khoi tao bién "owner" bang
cach goi ham "getOwner" trén bien "item".

Néu "owner" tring véi ngudi goi ham ("msg.caller”), ham s& khai tao
mot d6i twong "newListing” véi hai thudc tinh “itemOver" va "itemPrice"
dugc géan bang "owner" va "price" twong tng, sau d6 luu trit ddi tuong nay
trong bién "mapOfListings” véi “id” 1a owner ctia NFT va tra vé chudi
"Success". Néu "owner" khdng tring véi ngudi goi ham, ham sé tra vé chudi
"You don't have the NFT.".

b) Front end

Price in DANG

Giao dién input va button dé ban 1 NFT

async function sellTtem{) {
setBlur({filter '

sole.log("” ¥
st listir t op 5.1id, Number{price))
sole.log( '
if(listi
const ©
const tr

console

Ham nay s& thuc hién mot sé ¢éng viéc nhu sau:
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1. St dung cau lénh "setBlur" dé thiét 1ap gia tri cho mét thudc tinh c6
tén "filter" bang "blur(4px)".

2. Str dung cau lénh "setLoaderHandle" dé thiét 1ap gia tri cho mot bién
bang "false".

3. Goi ham "listltem" trén d6i twgng "opend" véi hai tham sé "props.id"”
va "Number(price)". K&t qua tra vé tor ham nay dugc Iuu trir trong bién
"listingResult".

4. Néu gia tri caa "listingResult" 1a "Success", ham s& tiép tuc thuc hién
cac lénh tiép theo:

a. Khoi tao bién "openDId" bang két qua tra vé tr ham
"getOpenDCanisterID" trén d6i tuong "opend".

b. Goi ham "transferOwnership" trén ddi tuong "NFTActor" voi tham sb
"openDId". Két qua tra vé tr ham nay dugc luu trit trong bién
"transferResult".

5. Néu gia trj cua "transferResult” 1a "Success", ham s& sir dung cac cau
Iénh “setLoaderHandle", "setButton", "setPricelnput”, "setOwner" va
"setSellStatus" d¢ thict 1ap cac gia tri cho cac bién twong ung.

3.1.6. Phuong thuc completePurchase
a) Back end

public shared{msg) func completePurchasd{id: Principal, ownerId: Pr al, newOwnerId: Principal) : async Text {
var purchasedNFT : FT = switch (mapOfNFTs.get(id
case null return "NFT 5 n (ist";
case (?result) result;
HE

let transferResult = await purchasedNFT.transferOwnership(newOwnerId);
if(transferResult - SRt
mapOfListings.delete(
var ownedNFTs : List incipa switch (mapOfOwners.get(ownerId)) {
case null List.nil
case (?result) result;

ownedNFTs := List.filter({ownedNFTs, func(listItemId: Principal) : Bool {
return listItemId id;

3

addToOwnershipMap(newOwnerId, id);

return "5 ;

JL
else {

return "Error”;
JL
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Phuong thirc nay dugc dinh nghia vai tén "completePurchase” va nhan
ba tham sé: id (kiéu Principal), ownerld (kiéu Principal) va newOwnerld
(kiéu Principal). N6 tra vé mot két qua kiéu async Text.

Trong phuong thirc ndy, c6 mot bién co tén "purchasedNFT" duoc khai
tao bang két qua tra vé boi mot 10i goi dén phuong thirc "get” ctia mot dbi
tuong "mapOfNFTs" va truyén vao tham sb "id". Néu két qua tra vé la null,
bién "purchasedNFT" s& duoc gan bang chudi "NFT does not exist". Néu
khdng, n6 s& dugc gan bang két qua tra veé.

Sau d6, phuong thtic ndy goi phuong thic "transferOwnership” cua doi
tuong "purchasedNFT" va truyén vao tham sé "newOwnerld". Két qua tra
vé dugc luu trir trong bién "transferResult”. Néu “transferResult" bang
"Success", phuong thuc "delete” cua dbi tuong "map OfListings" duoc goi
va truyén vao tham s6 "id" dé x6a mét muc tir danh séach.

Sau d6, bién "ownedNFTs" dugc khai tao bang két qua tra vé bai mot
161 goi dén phuong thirc "get"” cua dbi twong "mapOfOwners” va truyén vao
tham s6 "ownerld". Néu két qua tra vé 1a null, bién "ownedNFTs" s& duoc
gan bang mot danh séch tréng. Néu khong, no sé dugc gan bang két qua tra
Ve,

Sau d6, bién "ownedNFTs" duoc cap nhat bang két qua tra vé tir 1oi goi
dén phuong thac "filter" cua dbi twong "List" va truyén vao bién
"ownedNFTs" va mot ham vaoi mot tham sé "listitemld" (kiéu Principal).
Ham nay s& tra vé gia tri true néu "listitemld" khong bang "id" va nguoc lai.

Cubi cung, phuong thirc "addToOwnershipMap" duoc goi va truyén vao
tham s6 "newOwnerld" va "id". Néu khong co 15i xay ra trong qué trinh thyc
hién, phuong thuc s& tra vé chudi "Success”. Néu cd 15i xay ra, nd sé tra vé
chudi "Error".
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Ham nay dugc dinh nghia véi tén "handleBuy" va khong nhan tham sé.
No6 dugc danh dau vai tir khoa "async™ nén co thé chira cac loi goi ham bat
ddng bo.

Trong ham nay, ham "setLoaderHandle" dwgc goi va truyén vao dbi s6
"false" dé thiét 1ap gia tri cia mot bién. Sau do, bién "tokenActor" dugc khoi
tao bang két qua tra vé bai 101 goi dén ham "createActor" cua dbi tugng
"actor" va truyén vao hai tham sé: "tokenldFactory™ va mot déi tugng chia
cac thugc tinh "agent™ va "canisterld".

Sau d6, bién "sellerId" duogc khoi tao bang két qua tra vé bai 161 goi dén
ham "getOriginalOwner" ctua d6i twong "opend" va truyén vao tham sb
“props.id". Bién "itemPrice" duoc khoi tao bang két qua tra vé boi 1oi goi
dén ham "getListedNFTPrice" cua dbi tugng "opend™ va truyén vao tham s
"props.id".

Sau d6, ham "transfer" cua d6i tugng "tokenActor" duoc goi Va truyén
vao hai tham so: "sellerld” va "itemPrice". K&t qua tra vé dugc luu trir trong
bien "result".

Néu "result" bang "Success", ham "completePurchase" cua ddi tuong
"opend" dugc goi va truyén vao ba tham sé: "props.id”, "sellerld" va
"CURRENT _USER_ID". Két qua tra vé dugc in ra man hinh bang loi goi
dén ham "console.log" va sau d6 ham "setLoaderHandle" duoc goi voi dbi
s6 "true" va ham "setDisplay" duoc goi vai dbi s6 "false" dé thiét 1ap gia tri

\

cta hai bién “loaderHandle” va “display”.

3.1.7 Mgt sé phuwong thirc get khac

public query func getOpenDCanisterID{) : async Principal {
return Principal.fromActor{OpenD};

public query func islisted(id: Principal) : async Bool {

if(mapOfListings.get(id) null) {
return false;

} else {
return true;

1
J
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public query func getOriginalOwner({id: Principal) : async Principal {
var listing : Listing = switch (mapOfListings.get(id)) {
case null return Principal.fromText("");
case (?result) result;

return listing.itemOver

public query func getlListedNFTPrice(id: Principal) : async Nat {
var listing : Listing = switch (mapOfListings.get(id)) {
case null return 8;
case (?result) result;
b

return listing.itemPrice;

3.2. Actor class NFT
3.2.1. Céac thugc tinh

private let itemName name ;
private var nftOwner = owner;

private let imageBytes = content;

Bién "itemName" 1a mot bién private c6 kiéu dit liéu Text va duoc khoi
tao bang tham so "name".

Bién "nftOwner" 1a mot bién private c6 kiéu dir liéu Principal va duoc
khai tao bang tham so “owner*.

Bién "imageBytes" 1a mot bién private ¢ kiéu dir lieu mang cac sd
nguyén to 8 bit va dugc khoi tao bang tham so "content™.
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3.2.2. Cdc phwong thuc get

public query func getName() : async Text {
return itemMame;

}s

public query func getOwner() : async Principal {
return nftOwner;

ba

public query func getAsset() : async [Nat8] {
return imageBytes;

public query func getCanisterId() : async Principal {
return Principal.fromActor(this);

Phuong thuc "getName™ tra vé gia tri cia bién "itemName" c6 kiéu dix
liéu Text. Phuong thiic "getOwner" tra vé gia tri caa bién "nftOwner" co kiéu
dir lieu Principal. Phuong thic "getAsset" tra vé gia tri cua bién
"imageBytes" co kiéu dit liéu mang céc s6 nguyén t6 8 bit.

Phuong thirc "getCanisterld" tra vé Canister 1D cta I6p hién tai. Canister
ID 12 mot dinh danh duy nhat duoc sir dung dé xac dinh mot Canister (tuc la
mot tap hop cac 16p va dit liéu) trong hé théng. Canister 1D 1a mot dinh danh
Principal, tac 1a mot dinh danh caa mot déi twong trong hé thong. Phuong
thire "fromActor” dugc st dung dé tao ra mot dinh danh Principal tir mot dbi
tuong (tic 12 1op "NFT" hién tai).

3.2.3. Phuong thuc transferOwnership

public shared(msg) func transterOwnership{newOwner: Principal) : async Text {
if(msg.caller nftOwner) {
nftOwner := newOwner;

return "5
} else {

return "Error: Not initated by NFT Qwner”
JL

Trong phuong thirc ndy, c6 mot diéu kién duoc kiém tra dé xac dinh xem
goi ham nay c6 duogc thuc hién baoi cha sé hitu hién tai caia NFT hay khong.
Néu dung, gia tri cua bién "nftOwner" s& dugc cap nhat thanh gié tri caa
tham s6 "newOwner" va phuong thuc s& tra vé chudi "Success". Néu khong,
phuong thire s& tra vé chudi "Error: Not initiated by NFT Owner".
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Bién "msg" 1a mot bién c6 sin trong moi phwong thuc shared va chaa
thong tin vé goi ham nay. Trong trudng hop nay, bién "msg.caller” chira dinh
danh cua ngudi goi ham nay. Néu dinh danh nay khép véi gia tri caa bién
"nftOwner", diéu kién s& duoc thoa man va phuong thirc s& thuc hién cac
lénh trong khéi if. Néu khong, phuong thic s& thuc hién cac 1énh trong khoi
else.

3.3. Actor Token
3.3.1. Céac thugc tinh

let owner : Principa ] nal ("2 -iaht lvrup-nzdjq-zizqj-pydki-udzde-obomn-rae™);
let totalSupply

let symbol : Text

Bién "owner" 12 tai khoan chi so hiru cua actor.
Bién "totalSupply" 1a tong sb luong ddng tién c6 sin trong actor.
Bién "symbol" 1a ky hiéu caa ddng tién.

Bién "owner" dugc khai tao véi gia tri 12 mot tai khoan dugc tao bang
cach st dung ham "Principal.fromText". Bién "totalSupply” va "symbol"
duoc khai tao véi gid tri ¢ dinh.

3.3.2. Phuong thuc payOut

public shared(msg) func payOut() : async Text {

Debug.print(debug show(msg.caller));
if (balances.get{msg.caller) null) {
let amount = 18888
let result = await transfer(msg.caller, amount);

return result;
- else |
return "Already Claimed™;

Trong ham nay, hé thdng sé& kiém tra xem tai khoan goi ham c6 ton tai
trong bang bam "balances" hay khong. Néu khdng ton tai, hé théng s& goi
ham "transfer" dé chuyén 10000 dong tién cho tai khoan goi ham, va tra vé
két qua thyc hién ham "transfer”. Néu tai khoan goi ham da ton tai trong bang
bam "balances", ham s& tra vé chudi "Already Claimed".

45



async function
setDisable(true)
const result

console.log("p

Ham nay sir dung tir khoa async dé chi rang n sé chay mot cach bat dong
b0, c6 nghia 1a n6 sé khéng chan luong chuong trinh khi cho doi két qua caa
cac ham bat dong bo khac.

Ham handleClick c6 mot tham s dau vao 1a event, dung dé lay thong
tin vé sy kién bam nut dugc goi. Trong ham nay, n6 goi ham setDisable(true)
dé dat trang thai caa nit bam la khdng hoat dong, va goi ham token.payOut()
dé thuc hién giao dich. Két qua caa ham payOut dugc luu tri trong bién
result. Cudi cing, n6 goi ham setText(result) dé dat noi dung cua két qua lam
noi dung ciia mot phan tae HTML.

3.3.3. Phuong thuc transfer

public shared{msg) func transfer(to: Principal, amount: Nat) : async
let fromBalance = await balanceOf(msg.caller);
if (fromBalance > amount}) {
let newFromBalance : Nat fromBalance amount ;
balances.put{msg.caller, newFromBalance);

let toBalance await balancelf(to);
let newToBalance = toBalance amount ;

balances.put({to, newToBalance);

return "Success™;
1} else {
return "Insufficient Fumds”

Trong ham nay, hé thdng s& liy s6 du hién tai cua tai khoan goi ham bang
cach str dung ham "balanceOf". Néu sé du ¢o6 sé luong 16n hon sb luong
d6ng tién can chuyén, hé théng sé trir s6 lwong dong tién tuong tng khoi sd
du cua tai khoan goi ham, va cong sb lugng dong tién tuong tng vao sb du
cua tai khoan nhan. Sau khi thuc hién chuyén tién thanh cong, ham sé& tra vé
chudi "Success". Néu sb du khong du dé thuc hién chuyén tién, ham sé tra
vé chudi "Insufficient Funds".
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3.4. React router dom

Switch

Route exact path="/
img className="bottom-space”
Route

Route path="

=4
o

':L__;-.__ gl 1e I

Route

Route path
Minter
Route

Route path="

fcarthmnade

1 USEMUAWTIELR

Route
Switch

M®i thanh phan Route dinh nghia mot duong dan khac nhau va noi dung
ma no sé hién thi khi duong dan dé duoc truy cap.

Vi du, khi dudng dan 1a /", thi thanh phan Route s& hién thi mot hinh
anh homeImage. Khi duong dan la "/discover", thanh phan Route s& hién thi
gia tri cua bién listingGallery. Khi duong dan la "/minter”, thanh phan Route
s& hién thi mot thanh phan Minter. Va khi duong dan 1a "/collection™, thanh
phan Route s& hién thi gia tri caa bién userOwnedGallery.

Thanh phan Switch s& chi hién thi mot thanh phan Route duy nhét trong
s nhitng thanh phan Route duoc dinh nghia bén trong nd, va nd s& chon
thanh phan Route dau tién ma duong dan twong (ng véi duong dan hién tai.

button className="E
Link to="/disc
button

button className="E

Link to="/minter™
button

button className="ButtonBase-ro
Link to="/collectio

button

Céc thé Link dwoC gdn cdc dwong dan
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KET LUAN

Qua qua trinh nghién ctu vé blockchain va mot s ung dung caa cong
nghé nay, cling vai su giup d& tan tinh cua thay ¢d va ban bé, luan van da dat
duoc mot s6 két qua nhat dinh, dua ra cai nhin cu thé hon vé khai niém
blockchain, Internet Computer va Smart Contract va ing dung cta no trong
mang minting va giao dich NFT.

V& mit ndi dung, luan van da dat dugc mot s6 két qua sau day:
1. Tim hiéu va nghién ciu ly thuyét:

« Chi tiét vé cbng nghé blockchain

* Internet Computer va Smart Contract

» M6 hinh ung dung blockchain

2. Thuc nghiém:

* Hoan thanh chuong trinh tao mot blockchain, dtc va trao doi NFT

Phan cong nhiém vu

Ng6 Van Thuan Xay dung Front end cua Website
Nguyén Minh Phu Xay dyng Back end NFT
Nguyén Ngoc Thanh Xay dung Back end Token
Nguyén Vin Manh Duy Xay dyng Back end Opened

Link github: https://github.com/Manhduy1711/block-chain-OpenD
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